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Structure  Sequence Overview Contents Summary Chart Notes
= https://android.apis.google.com Name Value
¥ & https://safeb i leapi
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[# = httpsi//ohttp-relay-safebrowsing-android.google.f s c et
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e : :
cunknown> Response Code 200 Connection established
; Digiocal HITp/1d
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L RIS r»l‘l’?‘éfz"\iﬂl"i*#‘/Zl ki T RrEXF OBZ=ZeE Dis
2 e SRS N R 54508 Ho3
-7 <
iﬂ's _é_‘_;f‘r@ 5%% F‘I) ’}76/?] = ]'& =3 o
#~ Host Method URL Params Edited Statuscode Length MIME type Extension Title
[+ 74 nupsy/noudpp.nou.eau.uw ocl FTESIOYInsession ZUU s JHuUN
67 https.//nouapp.nou.edu.tw POST /rest/home/registerDevice v 200 204 JSON
68  hitps//nouapp.nouedutw  POST  /rest/home/registerDevice v 200 904  JSON
69 https.//nouapp.nou.edu.tw GET /device/compliant/schoolsystem/ 200 11714  HTML HERE
7 https//nouapp.nou.edutw  GET /rest/login/session 200 1031 JSON
72 https//nouapp.nou.edutw  GET /device/compliant/qrystaff/index 200 10586  HTML BEETE
Request Response
Pretty Raw Hex n = Pretty Raw Hex Render
1 GET /rest/login/session HTTP/L.l o] s et
2 Host: nouapp.nou.edu.tw 21| ¢
Cookie: apj.Devi:eCl.\ssx(xcabxon= "id": "login"
2 "tag":"login",
“command”: "session",
nlek £6b7dERDPigsvo50inceBy; visitID=d936¢c04aldelhBBTth7ac7hseTha741 spmraiont il
Sec-Ch-Ua-Platform: "Android" "arr\:r“'mli
User-Agent: Mozilla/5.0 (Linux; Android 13; Pixel 4a Build/TQ3A.230805.001.8Z2; "uatnings"‘m’.\ll
wv) AppleWebKit/537.3& (KHTML, like Gecko) Version/4.0 Chrome/151.0.7522.137 “Iespunse";( ¥
Hobiile, Awfari/597.36 Ateps RHV. App/Android "session_id":"nlek £EbTdAEkbpigsvos0incedy”,
€ Sec-Ch-Ua: "Not=A?Brand",v="98", "Android WebView",v="151", "Chromium";v="151" »:akenn:Tn R
7 Content-Type: application/json "user": { :
Sec-Ch-Ua-Mobile: 71 "authority": "nou”,
Accept: */* "ugerID"
10 X-Requested-With: tw.edu.nouapp aname” - "\ug74e utbeh uBIEL"
Sec-Fetch-Site: same-origin gt AR atE § i
Request Response
Pretty Raw Hex \n = Pretty Raw Hex Render
1 FKT /device/compliant /qrystaff/index HTTP/1.1 1 HTTP/1.1 200 OK
Host: nouapp.nou. edu.tw 2 Date: Thu, 20 Aug 2026 09:15:28 GMT
Cookie: apiDeviceClassification= 2 Server: Apache
$7BYZCpagetypetZT13A% ompliant 2C%22plat form$ 224 3A8 2Candroid 228 2C 2Cbrowsert 2283 4 Pragma: no-cache
AV ZCunknown$ 228 7D; eE£53a77fl65 ed3"baadll0dEcS TeS=nlek fEbT7dEkbpigsvoSlimceBy, 5 Cache-Control: max-age=0
visitID=d936fc04aldelbB8B87 fbT7acTh5eThB741 Content-Security-Policy: default-src 'self'; script-src 'self'
4 Sec-Ch-Ua: "Not=A7’Brand";v="95", "Android WebView",v="151", "Chromium",v="151" 'nonce-3afb7£771blfeSdec38c e bd9£3%baa’ https://maps.googleapis.
5 Sec-Ch-Ua-Mobile: 71 https://maps.gstatic.com; style-src 'self' 'nonce-3afh7£771blfeSde|
¢ Sec-Ch-Ua-Platform: "Android" https://fonts.googleapis.com; img-src 'self’ data: https://maps.gq|
7 Upgrade-Insecure-Requests: 1 https://maps.gstatic.com https://*.googleapis.com https://*.gstatil
User-Agent: Mozilla/5.0 (Linux; Android 13; Pixel 4a Build/TQ3A.Z230805.001.S52; wv) https://*.google.com; font-src 'self' https://fonts.gstatic.com;
AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/151.0.7922.137 Mobile https://maps.googleapis.com https://*.googleapis.com; frame-ancest|
Safari/537.36 Steps-SMF App/Android form-action 'self' https://dpp.bot.com tw https://sdpp.bot.com. tw
Accept: https://*. focas. fisc.com.tw
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, inage/vebp, inage/apng Expires: Thu, Ol Jan 1570 00:00:00 GMT
,*/*;q=0.8, application/signed-exchange;v=b3;q=0.7 5 Set-Cookie: visitID=ScEf£4725328d855e641951a%e31el3]l; expires=Thu,|
10 ¥-Requested-With: tw.edu.nouapp 05:45:30 GMT; Max-Age=1800; path=/; secure; Httplnly
11 Sec-Fetch-Site: none X-Frame-Options: SAMEORIGIN
12 Sec-Fetch-Mode: navigate 1 Frame-Options: SAMEORIGIN
Sec-Fetch-User: 71 11 Strict-Transport-Security: max-age=315380000; includeSubDomains
Sec-Fetch-Dest: document 12 X-XSS-Protection: 1; mode=block
Accept-Encoding: gzip, deflate, br 3 X-Content-Type-Options: nosniff
1€ Accept-Language: zh-TW,zh;q=0.9,en-US;q=0.8, en;q=0.7 14 Peferrer-Policy: strict-origin-when-cross-origin
17 Priority: w=0, i 15 Permissions-Policy: geolocation=(self), microphone={()
- (7*
Bl= (2 »)
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Request

Pretty Raw Hex

FET /device/compliant/qrystatf/index HITP/1.1

2 Host: nouapp.nou.edu.tw
Cookie: apiDeviceClassification=
$7B8 2!
A% 22unknowns 228 7D ;

agetype$ 22%3A%22compliantt22%2CE20plat forms 228 3A8 22androids 2
@6£53a77£169 ed3 baad220d6c52e5=nlek {Eb7dEkbpigsvo50inceBy;

visitID=dS35fc04aldelban7fbTacTh5eTho741
See-Ch-Ua: "Not=A?Brand";v="88", “Android WebVieuw";jv=
Sec-Ch-Ua-Mobile: 71
Sec-Ch-Ua-Platform: “"Android"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Linux;
AppleWebKit/537 3¢ (KHTML, like Gecko)
Safari/537.36 Steps-SMF App/Android
Accept:

181,

Android 13; Pixel 4a Build/TQ3A.
Version/4.0 Chrome/151.0

230805.001.52;
7922.137 Mobile

“Chromium";w="151"

wv)

1 HTTP/1.1 302 Found

2C82Cbrowsers2283

text/htnl,application/xhtml+xnl, application/xml;q=0.9, inage/avit, inage/webp,inage/apng

S*/*;q=0.8,application/signed-exchange;v=h3,;q=0.7
X-Requested-With: tw.edu.nouapp

1 Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

1% Sec-Ferch-User: 71

Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br

€ Accept-Language: zh-TW,zh;q=0.9,en-US;q=0.8,en;q=0.7
Priovicv: u=0. i

Response

Render

Pretty Raw Hex

2 Date: Thu, Aug 2
3 Server: Apache
4 Expires: Thu, 19 Nov 1981 08:52:00 GMT
S Cache-Contrel: no-store, no-cache, must-revalidate
¢ Pragma: no-cache
7 X-Frame-Options: SAMEORIGIN

Frame-Options: SAMEORIGIN

¢ Strict-Transport-Security: max-age=315360000; includeSubDomains
10 X-XSS-Protection: 1; mode=block

11 X-Content-Type-Optiecns: nosniff

Referrer-Policy: strict-origin-when-cross-origin
Permissions-Policy: geolocation=({self), microphene={}

Upgrade: h2,hle

Connection: Upgrade, Keep-Alive

Locavion: /device/compliant/login/login?id=qrystattspage=index
Content-Length: 0

19 Keep-Alive: timeout=5,
15 Content-Type: text/html;

max=100
charset=UTF-8
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1P 28 2%
(1) & F&R* 25 T% 2 PIRBIRFEAT G R P - KAk
(Revoke) » X igs2 A Mt LAY Lo 7 @M BIRE R rﬁ;o b
= TE RIEE *Iﬁ*ﬁ’/? A TR PR E A RRIAE -
() warFd R 282 F @ % Bz (Certificate Pinning) = V%% >
UFE e B2 WIRE G (7 s * AppH 4 ’f—%‘f “Tdh R FRZTFY R F T
L st AR BT R R R FTRRAT S s
K3t odri TE  BIRE 7"1?‘1‘%@ AR TE R EABRPIAE -
2HpEE: e W7 22
FEFERZERP O ().FRRY AN PIREBRE Ay s R~ A AR T4
(Revoke) » ¥ G2 A M G AN Lo 202 RIRBRE LH(F-) -
(2). 178 e * A28 AR BEST S & 0 @ Burp (T RIREFL AN
B R (o) FIAEE Q)2 # & RIEET B EARE
n EE X
—x%  EHEEs sgpe
BT |<=2F> v
LAl -1 -
B2 7e900000008ad521b757c8dBe4T1...
ClEEEEs sha256RSA
EEpEsEs sha256
mus TWCA Secure SSL Certification Autho...
'IE’&H%= 2025512828 5 05:2542
20265E12831H T+ 11:59:59
_J:ﬂ * nou.edu.tw, National Open Universi...
loEss RSA (2048 Bit) v
2026=F125318 T 11:59:59
Bl -
A EEFCRBAFRBIRBLGF AP G 0 RERADPHT 2851 Afurr o
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%%

X-Requested-Vith: tw. edu nouapp
Sec-Fetch-Sit

S Beferer: https://nouapp.nou.edu.tw/device/compliant/login/login?authority=nou
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-TW,zh;q=0.9,en-US;q=0.8,en;q=0.7

Priority: u=0, i

#~ [Host Method URL Params Edited Statuscode Length MIME type Extension Title Notes
33 https//nouapp.nou.edu.tw POST /device/compliant/login/login v 303 1173 HTML
34 https.//nouapp.nou.edu.tw GET J/device/compliant/home/?login=nou... ¥ 200 13636 HTML EUZEGAS
37 https.//nouapp.nou.edu.tw GET /rest/login/session 200 1031 JSON
42 https://nouapp.nou.edutw POST /rest/home/registerDevice v 200 904 JSON
43 https.//nouapp.nou.edu.tw POST /rest/home/registerDevice v 200 904 JSON
Request Response =m
Pretty Raw  Hex \n = Pretty Raw Hex Render u n =
[Z Grigin: heeps://nouapp.mou. edu.tw "I HTTE/L.L 302 See Other
13 Accept 2 Date: Thu, 20 Aug Z0Z& 09:09:15 GMT
text/html, application/xhtmlixml, application/xml ;q=0.9, image/avif, inage/vebp, ima 3 Server: Apache
ge/apng,*/*;q=0.8,application/signed-exchange;v=h3;q=0.7 4 Expires: Thu, 19 Now 1981 0 GMT
4 5 1: h lidate

€ Pragma: no-cache
Sec-Cookrie: eG6£53a77£1652
Set-Cookie: nou_username=nou
path=/login; secure; HttpOnly
5 Set-Cookie: lt=edaffOche5a3808hEabdEETh7547140d; pat)
Set-Cookrie: 1h=0880b£01dbc79Ed791a9£37baBd46c2; pat]
11 Set-Cookie: visitID=1074GefS€7e85b5156090471212c00e3;
Max-Age=1800; path=/; secure; Hetponly

2342204605226 S=nL el £6h7AEkbpi gsvoS0inceBy; path=/
s expires=Thu, 20 Aug Z0Z€ 09:09:14 GMT; Max-Age=0;

login; secure; HetpOnly
login; secure; HetpOnly
expires=Thu, 20 Aug 202 09:39:15 GMT;

TAF
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Connection: keep-alive 12 X-Frame-Options: SAMEORIGIN
13 Frame-Options: SAMEORIGIN
25 startOver=léanticsrf=gauthority=nousloginUser=ndilill login? assvord=no R 14 Striee-Tr ity ge=315360000; incl ins
agreeTer: 15 X-XSs-Protection: l; mede=block
@E ¢ > search O ohighiights () € > |search O Ohighlights
N 4L —
’fﬁ /?'J S 5 T
S N 2 B 2= £ B B A A 9 o\ =1 g — = 24 oo NP
A EEFERBEERRIRIILNF AP TF > R AP HFT A E5F A fure o
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Bl 47£900000008ad521b757c8d8e4T1...
B sha256RSA
=EnsEEs sha2s6
= TWCA Secure SSL Certification Autho..
| EuEE 2025512528 T4 05:25:42
=] mxEE 20265125318 F= 11:59:59
xe * nou.edu.tw, National Open Universi_..
I*‘P-Ez,-a RSA (2048 Bits) o
CN = TWCA Secure SSL Certification Authority
O = TAIWAN-CA
C=TW
e B & BT
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Structure  Sequence

= https://android.apis.google.com
https://safebrowsing.googleapis.com
https://ohttp-relay-safebrowsing-android.google fastly-edge.com
https://nouapp.nou.edutw

https://play.googleapis.com

151 |

e (B

https://misapp.nou.eduiw
https://translate.googleapis.com
https://clientservices.googleapis.com
https://sspr.nou.eduiw
https://noutronclass.com.tw
https://tronclass.nou.edutw
https://vc.nou.edutw
https://www.nou.edu.tw
https://cdn.tailwindcss.com
https://cdnjs.cloudflare.com
https://chatweb.nou.edu.tw
https://challenges.cloudflare.com

EE (B

15 |

EE (B

1Y |

EEe (R

[

https://drive.google.com
https://www.googletagmanager.com
https://analytics.google.com
https://uu.nou.edu.tw
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1

FEHFEHFAAAEAEAAITEEFEIEEFEEH
i

https://content-autofill.googleapis.com
https://mail.nou.edu.tw
https://personnel.nou.edu.tw
https://ag.nou.edu.tw
https://ids.nou.edutw
https://www.facebook.com
https://www.fbsbx.com
https://kaios-d.facebook.com
https://scontent-tpe 1-1sofbedn.net
https://googleads.g.doubleclick.net
https://scontent.fipe7-3.fna.fbcdn.net
https://external.ftpe7-3.fna.focdn.net
https://help-n.nou.edutw
https://growth-pa.googleapis.com
https://pay-users-pa.googleapis.com
https://androidpay-users-pa.googleapis.com
https://natifications-pa.googleapis.com
https.//app-measurement.com

nouapp.hoi.edn

android apiz.google comfbd 233,189, 1 35:44 3
gafebrowsing. googleapis.com/sl42 250,157 95443
ohttprelay safebrowsing -androdd.google fastly edge comd151.101 65.91:443
Aw/192.192.51.235:443
play.zoogleapis.comil72.217.114 .4:443
misapp.noiledi.
translate.googleapiz.com/142.251.8.95:443
clientservices.zroogleapizs.com/ 42,250,204 46:443
sapr.aoedutw/l92192.51.10:443
nottronclass.com.twiad 80.209.33:443
tronclassnon.edntw/192,192.52.95:443
vonowedintw/2l 1. 76.247.580:443
wwwnoledntw/2l 17624773443
cdn.tailwindess.com/l 7267681 1:443
cdnjs.cloudflare.
chatwebnou.edi.tw/192,192.51.145:443
challenges.cloudflare.com/104,.18.95.41:443
drive.poogle.com/74.125.204.113:443

www. poorletagmanager.com/] 422506672443

twd192,192,51.231:443

com/104.17.24.14:443

analytics.google

comf216.239.36.181:443
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nunoun.edutw/211.76.247 67443

content-autofill googleapis.comdl 72217113 .4:443
mailnonedntw/192.192.52.101:443
personnelnon.edutw/192192.51.10:443
agnoledtw/211.76.247 .74:443
idsnowedutw/92.192.51.10:443
www.facebook.com/31.13.87.36:445
wwrw.fhebs.com/31.13.87.1:443
kaios-d.facebook.com/31.13.87.12:443
scontent-tpel -1 zx thedn net/31.13.87.5:443
googleads.g doubleclick net/1 42 250.196.194:44 3
scontent.ftpe7 -3 fna fhodnnet203.74 65,14 5:443
external ftpe’ -3 fnafhodn net/203.74 65,14 5:443
help-n.noun.edutw/192.192.51.198:443
growthpa.googleapis.com/172.217.118.4:443
pay-users-pa.googleapis.com/d.233.185.092:44 3
androidpay -users-pa.googleapis.com74.125.204 92:443
notifications-pa.googleapis.com/l 72217112 4:443
app-measurement.com/l42 25077 206:44 3

I

2

oo
ik
L4

I

Iy
ik
4

IE

Iy
ik
4

IE

IE

I

I

i

I

2

Iy
ik
4

IE

4

T

Al ik oy of ob Ak o o of o o of Oof ob oy
s i

i
1o T2 T2

Ak Al
g

]j’g]._

FHER WEn

LiEES WMEAwBEE e AR -84 -FH -FE
=2E CHESEYEIESE)

e google.com

Lk
#iE

]

(#0 . apple.com, google.com)

B =
P2 % BT

Ao EFERBABRBIRBESF UG 0 READ

!

41/55 QP-2501-01 v4.0



‘

7t PIPRIEIL (> 4 P P -

T BETXkpF %k

el

® 41511 FHFRB RARBEFLE T ELANH (L1L2-13)
Lt Pl AR 2
(1) &R 25" m@%#%ﬂwfqﬁ*ﬁﬁér@f#@iiﬁﬁ’&
AR RT > BREF A ATH ~ BT PV PR rh IR RS
Faodrid TE  RPIBEGRIAE TFE B*EE /?é—g
() HAEFFRBILTARTERFREE 0 2 AFHE&EFE - TR
POEFAE £ 3 ﬁﬁ*%§“?§°%§rijlﬁbﬁfé$ "E LR
F RS RBIAE
2pex WEE 2B &
@@?% ’mﬁﬁﬁﬁﬁﬁ%&%ﬂfm%%%ﬁ* FE T E k2 4
o AREBERT 0 EEE AW ATH Bk T(}ﬁ] & * ADB % {7
@f?ﬁ&%ﬁ%w%ﬁw’%ﬁwﬁémm%wwﬁjvimﬁﬁmfwﬁ

%) ~ #AE(R = Ro
2N AT ER
MBEEEL > (Bl=

fuzzing B:E A % 4

s ok

ot Check 238 % %18 A F B root/]B {7 5 )& 7 3

FEITE kA FF ATEH
&% ADBtop 4o 4 CPU &
ATEHP AR~ EATETES &

Q) iFE R
FORPAEALAR ~ £ ATRCE:
L f %F'%L;I;E Bz .Bl7.i¢* ADB

BEER) » Heiplis % 75 & A8 o

memn

9lr

¥ F O 78t R R AL

QP-2501-01 v4.0

TAF

Testing Laboratory



‘

FEBPIRIAE N L P - Fa eI %%

TAF

Testing Laboratory

3302

R ®B47%

Root Checker Basic <

ERBROOT  FH4R  RANKINGS ROOTEZHIH

#E  Pixel 4a

AndroidhR4s : 13

Date and Time: 2026/8/20 TF45:02

Advanced Root Checker

Adds: Customized assistance about
the most important aspects of root
status.

a

UPGRADE

Global Google Pixel 4a Root Statistics
Ease of Root Install Rank: 6196

s Root Access Available: Yes
9 Root Install Difficulty: Medium
Top Reason to Root: *Requires Advanced

Root purchase*
Manufacturer Ease of Root Install Rank: 3

MORE DETAILS

Advanced Root Checker @]
Root Account Status

B =

=1
-10
. 1
-10
-10
1 runnin

43/55

QP-2501-01 v4.0



‘ gapertise (B R D PR IR T R

4 F

Testing Laboratory

A F IR AR R RIS G TN P A

~=h
)L;_
{5
-
N
)]

44/55 QP-2501-01 v4.0



‘@@@ﬁ@ FB R RIPRARIL PG UL P AR P IR T R R -

\»

Testing Laboratory

® A1512FFBY BN BELFTAL 2EF (L1-1L2-13)
Lt Pl AR 2
EFH R ARANEEF T A X 2PEAERF o i TE ) BB ERRIAR;
"F R REHRBIAE

24%mes: Wes [(Jr et
SEFRZR BB NVD b8 0 FH e 42:5051% 25 = 2 S50 R
5B 4.153.1) % o SDK A (W~ )2 B#i2 LTLS12(W =) > 397 5 &o Feen
% 2R RIS E SRR

Information Technology Laboratory

N lg Tgﬁ;&%ﬁi};IEVULNERAEILITV
NATIONAL VULNERABILITY DATABASE g

v

VULNERABILITIES

NVD Vulnerability Search
— B ) e

For a phrase search, use " "

Keyword: Android SDK 35 ®

No results found. Please adjust your filters or search criteria and try again.

g]._

Information Technology Laboratory

NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE N lsr Tﬁ%““*

v

VULNERABILITIES

NVD Vulnerability Search

Android TLS 1.2 % Advanced il Show Statistics

For a phrase search, use " "

Keyword: Android TLS 1.2 ®

No results found. Please adjust your filters or search criteria and try again.
N 4L -
Jfﬁ /E'J e AN @ 7T

!

N2 2 E AR B R RIRAR R P P TG 0 R o

45/55 QP-2501-01 v4.0



I g@pertise FEBPRIAL 3 P -FadHeFthpiskz \)

Testing Laboratory

3302

® 41513 FFEE* BN EESHFFREFAFEFFE (L1-12-13)
Lt Pl AR 2
BAHEGFHRY BN E T Y E R F# (Screen Overlay Attack) i (7
ABEFRY F ool TE PP EAFRRIAETE R B EATRRIAF -

2HepeE e W7 & [J7 @ * (10S 7% 4 &)
FETHRIRE FREY BN AS I FRIAF RS A E T R
¥ WREET BLAE.

2:50 & N ¥ 069%

+) ReF¥r% =

<

SOREFHARE

Bl 5 BT

A BF R A RRPIRILGF UL P G 0 ARG AP FET 231 Ak o

46/55 QP-2501-01 v4.0



‘

78 He R PRAR I >

L2 P AT T R R

Testing Laboratory

302

® 41531 FEFJ* A2 351

2 S By LATR O RE LR LATERA > LTS

FHEMALLAS Y 288 F % > (L1~ L2 L3)

Lﬁwéﬁ-
TR AR 2
L RIp

Zﬁﬂ%%;.ﬁg
Higaly 2

[]#

)

P

i,

"E R RE

f”@? ﬁg_} P%ﬁ?\":
&ﬁ&%%mbﬁif

B
F o

w

SR TR

WPl A o

o MR o 4es TE PIBE

&
7|4- MobSF ¥ &3F > 51 NVD i
ifﬁ%%’ﬁ%$%r€%$°

2

R L
(BehERAAE
BREZF&HARE)

17

AR ERRLEEEASRR
#  webkit /53430, k¥R HAE
i A - A Bl
WebView/ s £ 2 8 A=

£ Java Source

Find by filename:

File

Find by content:

library

google
firebase

ktx

concurrent
provider

datatransport
messaging
ktx

FirebaseMessagingServi

FirebaseMessaging.java

FirebaseCommeonRegistrar.java

FirebaseCommeonKtxRegistrar.java

TransportRegistrar.java

FirebaseMessagingRegistrar.jav.

FirebaseMessagingKtxRegistrar.java

Clear

a

File: TransportRegistrar.java

package com.google

import
import
import
import
import
import
import
import
import
import
import

import

import
ce.java

public class TransportRegistrar implements ComponentRegistrar |
private static final String NAME = "fire—transport";

iid puhllc static th e lambda$getComponentsS0 (b bVar) {
A installations q.b((Context) bVar.b(Context.class)
return g.a().c(a.£624f)
ktx
Fi 3
public static i e lambda$getComponents=$1l (b bVar) |
FirebaselnstallationsKtxRegistrar.jav .5 ( (Context) Bvar.b Context.class));
components return g.al( a.£624f)
A BFERBEBRBIRIILFT AP TF 0 AEAPFT R A A furr o

QP-2501-01 v4.0



TAF

g@pertise FHBRPIRIALNT P AP HETIRATIH
Testing Laboratory
3302

Information Technology Laboratory
NATIONAL VULNERABILITY
NIST st
NVD

NATIONAL VULNERABILITY DATABASE

v

s |
NVD Vulnerability Search

com.googlefirebaserfirebase-datatransport

For a phrase search, use " "

Keyword: com.google firebase:firebase-datatransport &

No results found. Please adjust your filters or search criteria and try again.

Information Technology Laboratory
NATIONAL VULNERABILITY
NIST [
NVD

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES

NVD Vulnerability Search

com google firebasefirebase-messaging

For a phrase search, use " "

Keyword: com.google firebase:firebase-messaging ®

No results found. Please adjust your filters or search criteria and try again.

Information Technology Laboratory
NATIONAL VULNERABILITY
NIST s
NVD

NATIONAL VULNERABILITY DATABASE

v

s |
NVD Vulnerability Search

com.googlefirebase.installations

For a phrase search, use " "

Keyword: com.google firebase.installations ®

No results found. Please adjust your filters or search criteria and try again.

P25 Bl

5
A)‘_
»
]
i
4
>
\\ﬂ‘
RS0
E-]
-
\:.]\
.

A2 FIERE R RPIRIEL G LD
QP-2501-01 v4.0



‘@@ﬁﬁ@ G RIRIEN 3 U P T P T L hR T %S

41541 R ™ AL B HR Y o E2 38 o TR 2 A (L1 L2
L3)
L¥ R AL 28
(1) th & o ® A2t L3 SHTH P Fr 238 g0 dolf 2k 3
REAPRE A BT AW b~ F 8 Al %HF{J (RS I
RIAE S TE R P EAERPIAE
(2) WEFH BT AN LFEHRY FIrFERELR - 40i T PP ES
FpIARE D TE R REAFRPIAE -

2%pes: WeEs [(Irps
EFREWR FE T AN SR AR~ F e F B
A 30F ~RZ) RACIH30F~R-) ﬁvgj(m:‘]};@])\mv PR
LA E B S0 F ~ Bl ) Mepls R a L A

2:49 R ¥ B88%
*) [ agss =

< BA

BN REARAIRE

FAMANRSE:
12345678901234567890123456 @

ERATE:

BE?;J)\?EB’( " 12345678901234567890123456 @
ARB R DAIRA TR E M WEREE EAEER

slf

BFA || BB

HER
REREA

BRts EIZEPAREH

Ao EF BB RBIRALG T AP 0 AL AN P FT A L5 A e o

49/55 QP-2501-01 v4.0

TAF

Testing Laboratory

3302



‘

FEHRPIRIEE >3 LD T a FHRET A RPITRT

R ® B90%

BWAREX > HFIEFHRS,
AR R BAIRA TR E EFT

i

R

=
I

=+

2:48

R ¥ 089%

1234567890123456789012345678

ERts BEIZPRRE IR

A EFEREFHRPIRILFG AP 9F > ARG A

QP-2501-01 v4.0

TAF

Testing Laboratory



' gapertise R RRAL R S AR PR TR %R

1

® 41542 7 A7V BRI iS4 L s ERS] (LI -L213)
14k iR AL

(D wardlr £ LEPERY 8 »~S0L Injection 8 2 3%3+ < 40 5
TE L RIPEATERBIAR TTE R LA HRBIAE

(2) a8 ™ 2N L3 PR ¥ F 6 » JavaScript Injection F ¢ 2%
Podei TERIREAARIAR TF 7208 AT RPIAE-

() wh it or 2 LFPER ™ ¥ »Command Injection F 8 233 o 4
B TE AR EAERBIARE TE R 64 JHHKRPIAE-

() aFd R NI TR ‘ﬁﬁia?]/\Local File Inclusion F # 2z %
Foode i TR PR EATEKRPIARE TF A2 P EABRPIAE -

(D) AaFB R NI TR ‘ﬁﬁia?]/\XML Injection F B 2. 3%k o 4r i
TE L RIREAERPIAR TTE R ERIEHRBIAE

(6) AR AN LT ERY ‘ﬁﬁia?J/\Format String Injection F # 2 %
Foode i TR PR EAAKRPIARE TFE A2 B EABERPIAE -

(M e N LT ER ‘ﬁﬁia?]/\ [PC (Inter-process
communication) Injection3 B 2. %3+ o 4ri TH_ | PIF & 2B PILE
"E R E A RBIAE -

dtElek: WEs (3 6k
ST REARRD FE LY AL GRKEL FNG R R BLRSR T PR
=% > #» SQL Injection A% 2 A Fwingsif(Hl- ) # » JavaScript Injection
F 8 AHRATY ED S HEA=(F - )%~ Command Injection F 8 A % AT
FlE 4% (M=) 5 #5» Local File Inclusion ¥ # 4 {78 o * 425 B AC%ph
(Bl= )5 #» XML Injection F ¢ A% 2 338 &5 35(H I ); % » Format String
Injection 5 B A% # ¥ % % =& crash ;& /<(®+ ) ; Intent Injection F 8 Wi
o~ 20 intent Fodc 4F € activity (Bl - ) © ﬁj%] N R L T b
WHK T RRIEEPEAE -

A EFERBFHRRIRILPF A9 0 ALADTFET A5 A e o

51/55 QP-2501-01 v4.0

TAF

Testing Laboratory

3302



‘Q@WMe FHBPIRIAL DT L2 P - abBeETI BB %3

Testing Laboratory

2:59 R ¥ 083% : R ¥ 083%

) @i'?‘?f‘% =

National Open University

4 BEA
S NHEARARS
B ARSE:
‘or1=1- (o]
BN

............ ‘& BEQ@AB&S‘C ’ @$’
FRBERGAIREERNEEMAT

WEER TBERAE R

T

i

3:00 R @ 082% : R ® 082%

») A2 ZEF 1% =

National Open University

< UL =2
<script>alert(1)</script>|

EB&ts EIEFAREHR

BARREN - HFIEFHERES,
FRERRAIRA TRNE BT

i

n23 % © © ™ o/ [ ] &
ABC < 12 QWERTY > 5

A REERBEHRBIRIILGT AP 4G 0 ARG AT HFT 4831 N fakr o

52/55 QP-2501-01 v4.0



‘

FEHRPIRIEE >3 LD T a FHRET A RPITRT

3:01 X ¢ 082%
IV fc

& echo injection > cj.txt

EB&ts EIEFAREHR

s @ 3] QWERTY . =

"l
3:07 R ¥ 079%
2 R¥E¥rE =
YRR EEHN

Egts EIEPRREER

2123 3] QWERTY . =

R ¥ 082%

BAMRKEN - BFMEFHIRS,
FRERGRIRAERHE AT
i

HEE

R ®0879%

HAMREXY » HFREFHERES,
FRBERGAIREERNEEMAT

i

TAF

Testing Laboratory

*2 i F IR TR PRI G LD T A

~mh
-
o

QP-2501-01 v4.0



‘

TR PIRILIL G U P e T LRI %T

3:07 R ®0B79%

< WS

Egts EIEPRREER

n23 % © © ™ o [ ] &
ABC < 12 QWERTY > 5

o mm
)
3:08 N ®B79%
LRARFEE
5%5%5%5 %5 %5 %5 %S %S %S %S %S % Q#s

Egts EIEPRREER

s @ 3] QWERTY . =

R ®0879%

HAMREXY » HFREFHERES,
FRBERGAIREERNEEMAT

i

HEE

R ®0879%

HAMREXY » HFREFHERES,
FRBERGAIREERNEEMAT

i

TAF

Testing Laboratory

Ae EFEREARRPIRILF T AP > AGAD

QP-2501-01 v4.0



l gapertise (8RR A P

Rt EBETERATRZ

sunfish:/ # dumpsys activity activities | grep ResumedActivity
topResumedActivity=ActivityRecord{9daé6471 u@ tw.edu.nouapp/.MainActivity} t1
27}

ResumedActivity: ActivityRecord{9da6471 u® tw.edu.nouapp/.MainActivity} t127}
w.edu.nouapp/.MainActivity -a android.intent.action.VIEW <
Starting: Intent { act=android.intent.action.VIEW cmp=tw.edu.nouapp/.MainActivit
y
Warning: Activity not started, its current task has been brought to the front

]’ﬁf]_:

Heipl 5 BT

® 42212 7FH It 47583 Webview T LA it FF > Tl M2 R R FRTL 2P
(L1~L2-~L1L3)
LR iR AR

B Ae R 2587 % Webviewk A it P> B f PIRESBBHFf F5%E
Injection Flaws# A .7 28 F o 4oi T H_  RIBEKRRBIAE S TF | B2
L P o

B F7if A2 e
M2 R - R

ERS

AY

>
% e

_“F

.E’,\f )@EQADDPB]?%%&A%"QEz\t’ éﬁf_?xﬁgrw‘—
A FRETRT PIRESB LR o

5

|
xﬂ

2HplEE: (e WA BE I3 (@ * Webview & ILH i)
EEF R ERR O T PIRESEIR F AR S BRI E B AR

W= o iR
http://www. now. edu. tw
(#0 © https:/www moeaidb gov.tw, hitps://www moeaidb gov tw/sub/ )

H{EH Webview » AppeffEi& G HRR B B 2= BB TR -

;ﬁﬁf ' FRIEIERRELR AR S AR
2
0. |WebVie OB = (i T EE 2o )
W RTINS | e A ISR
IZREEEEW%%W@W

(REERER H BHRTIE3E A P M s 2EaiRek &)
O&

Pl % BT

!

Ae EFEREARRPIRILF T AP > AGAD

55/55 QP-2501-01 v4.0

TAF

Testing Laboratory

3302



	1. 前言
	2. 行動應用程式之屬性分類
	3. 檢測範圍
	3.1. 行動應用APP程式名稱：
	3.2. 檢測工具:
	3.2.1. 檢測軟體工具
	3.2.2. 檢測硬體工具

	3.3. 測試活動紀錄：
	3.4. 實驗室聲明：
	4. 檢測方法與結果

		2026-08-21T18:32:58+0800
	行動檢測服務-實驗室




