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Fodes T RIPEATRAARE: TF R P EATRRAE -

2%nesx: Wre [(1rps
LT ARZ R @ 1L Atom ~ SSH R SUEF TR T A2 5 (1).F# k" A2
ROTMPEE F G AR R TR I (F- ) Q. AR R 2
SOTMR R I AR IR TR T P sk R (W)t R B8 A

No Results
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(1) Ba e r b2 2L b2 2 2L p Rph A p 2 B HFHR LT T H» &
o R 128 (F) 2 Ligte iR (AES) > A n
ChaCha20 e 4% TH | RIB & ATEHRpIAE TF | P73 B L ATHRPA
_‘)_E o

(2) A FHR/Y AR 2 4BV 2 E458 7 Wh* 3 SANST X9.17»
FIPS 140-3 ~ NIST SP 800-22% SP 800-90A (CAVP Testing: Random
Number Generators) I > # ¥ — 382 % 2 eptdicd 4 S5t o 4k

-l
GEATERBIAE  TE R B L ASTHRBIAL
2HplEx: WMiEs (2Bt
SiBF S EHROR 0 @ Atom - SSHIEF & ¥ 4258 A N pE AR B TA
BPlEEPL AR
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RAFFRY B L TREFRAREETRETEL FREY BNIFRAZFTPLE
Bodri TE  RPEWRPIAE: TF BB ERKRPIALE-

2R W76 28 é [r3*@.12347% 34)
EEF KRR F Atom > SSHIF 7% B * 258 A s T4
Rl EPFEAR
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EA

1.3 R AL &

& &

E%‘j//é\;w
®; T3

2Bl

5
‘au _@ -'?

7%’* 7@_}\‘ 2 ﬁi}\‘%
5t 4o fa
& ATt -

TR L M EFR R A2 2 2588 (L1 ~1L2-13)

:A8Y \:E_ F‘

B2

Wz
%EHR
o REE s R

T ORAB N £AmAp B2

4

(17 # &
4] * Hopper Disassembler 1 £ #-plZEfk A3 F » 5 & 7
Ny
hard code * # P

BTt 4750

7

a1

1@

1

Pl Ak

~

AN BB AR LT AR
B2 Gy o4 TE PRI E AT

{_C‘d,

\

AP BE e E < 1 4-¥t& B procedure 2 & A 0 A !
RN

Poc. | St % | ®
3 INNING OF PRO
Q- password (] E =
» Tag Scope
. $5520_Swi- 3
o T 0000000100081110 16, #0x100018000
s i 200000010008114 x16, [x16, #0x280] E:
0008008100001118 16
imp__stubs__$5527_stringConparenithSnolCh arisonResultOtF
peosseeeooeriic adrp x16, #0x100018000 PX1000182908PAGE, CODE XREF=sub 100004384
2000000100001120 dr 16, [x16, #0x2 20015 “ss
0000000100081124 x16
: INNING OF PRO
__$ssSprint_9separatorl@terminatoryy
2000002100007 128 %16, #0x102018000
000000810000112c 16, [x16, #0x298]
200£000100081130 x16
> dataflow analysis of procedures in segment __LINKEDIT
> dataflow analysis of procedures in segment External Symbols
> Analysis pass 18/11: remaining prologs search
> Analysis pass 11/11: searching contiguous code area
> Last pass done
Background analysis ended in 1428ms
555
Proc. | S % ® - __ $sSUIKit17UIApplicat ¢
000000010800705¢ 16, sox100018000
AES) L) 0008000108007060 %16, [x16, #8x3b0] t
» Tag Scope 0000000100007064 x16
Address Type Name
ox 4 P Fou URL s
0180007058 P type netadata accessor for Founda..
0x1000125ec A aMessage
8x10001260b A aMessaginggetin in __$55D10FoundationE19_brid t
e - s 0008000108007068 adrp x16, #8x100018000 !
A 000000010000106¢C ldr x16, [x16, #8x370] x10001 t E
S Amsas s ag I RS, NO0TERD 0008000108007070 br x16
0x100012704 A aMessagingsetfo
0x10001273b A aMessaginggetto
0x10001274e A aMessaginggetno
0x100012778 A aMessagingreque
0x10001278c A aMessagingsetau
x1000127a8 A aMessagingsubsc
Gerame n PR imp__stubs__$s5D10Foundat ionE36_ itionallyBridgeFromObject
hpensenall e 1 L 0008000108007074 adrp x16, #8x100018000 . i
X L 2000008100007075 dr %16, [x16, #8x378]
0x100012816 A aMessagingontok e TR T be o
0x10001282f A aMessagingdidre e
0x100012856 A aGemmessageid
8x1800128a6 A aMessagingonmes
0x1000128ba A aMessagingonmes H 6 0F PROCEDURE==
0x1000128da A aMessagingonbac
0x100012972 A aProvidesappnot . - .
: i imp_stubs__$s5510Foundat ionE13_brid t
0x100012a57 A aTimesensitive > dataflow analysis of procedures in segment _ LINKEDIT
0x100012a80 A aMessageid > dataflow analysis of procedures in segment External Symbals
] > Analysis pass 10/11: remaining prologs search
CERIEED O ] > Analysis pass 11/11: searching contiguous code area
8x180012a95 A aMessagetype > Last pass done
0x1000123a2 A aMessagetype Background analysis ended in 142@ms
>>>
L) e o= £ B 25 B A N L N 3] 2 = [P P
A EEFCRBAFRBIRBLGF AP G 0 RERADPHT 2851 Afurr o
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o) ; Section _stubs

; Range: [8x18000T014; B8x10000T4fd[ (1248 bytes)
» Tag Scope ; File offset : [61460; 62708 (1248 bytes)

; Flags: 0x80000408
P e [N ;  5_SYMBOL_STUBS

i S_ATTR_PURE_INSTRUCTIONS
ox1000123ae A aCollapsekey ;  S_ATTR_SOME_INSTRUCTIONS
ex100012abb A aCollapsekey
0x180012b81 A aTitlelockey
0x100012b8f A aTitlelockey
exaooe1zbbe A aLockey H =BEGINNING OF PROCEDURE=
0x100012bc4 A aBodylockey
0x100812bed A aSubtitlelockey imp__ stubs_ $s10Foundation3URLV14absoluteStringSSvg: ndat ion absoluteString. g
ex100012bfe A asubtitlelockey poascoaioasetols adrp x16, #9x100018000 ; x100018338gPAGE, CODE XREF=sub_100004484+]
0x1000131e@ A aApikey 0002000100001018 dr x16, [x16, #8x338) 0 Fo |
ox1800131e7 A aMpikey 000200010000701c br x16
0x100013204 A aAllkeys
ex10001398 A aApikey
0x100014b02 A aMakewithapikey
ox180014ect A aObjectforkeyed
2100015158 A aSetapikey
0x10001518a A aSetapikey imp___stubs__$s1@Foundati RLV19_bridgeToObjectiv
0x100018800 D  _NSLocalizedDescriptionKey 0002000108001020 adrp x16, #0x100018000
Bx100018030 D _UTApp’ ionsRemoteM.. 000000010000T024 ldr x16, [x16, #8x340]
ex100019348 D cfstring_collapse_key 0000002108007028 br x16
0x100019360 D cfstring_collapseKey
0x1000195e8 D cfstring_title_loc_key
©0x100019600 D cfstring titleLockey > dataflow analysis of procedures in segment _ LINKEDIT
0x100019680 D cfstring_loc_key > dataflow analysis of procedures in segment External Symbols
GATEITED B GEEnleTy T hnatiats B TT LT B e v
0x100019720 D cfstring_subtitle_loc_key > Last pass done
ex100819742 D cfstring_subtitlelocKey Background analysis ended in 1420ms
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et E N(R-)> ;._#EFE%&BW%J IR JQH?‘# noAd »¥ i Fe(R=) #
% 10S & % keyboard cache #§ % » #dfé AR T (R = ) R
B

w|SIME T4 3:56 55% @ ) | | |MSIMF = T43:57 55% @)
+) T2 f s =
< A
< EA

o EEFWMAIRS
5 BREFRAIRE

EHAIESE:
N o °
- o
" B8 A\ THE:
B ATE: «
°
" DERE TR
DEEE CIEAARER
A\ Done
qgwertyuiop

B&Es BEUZEPAR FH
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® 412312 F® it M2 e d e IPC #8417 SIRF R 7T (L1 ~12-13)
Lt Pl AR 2
Wh R AR LT A PCEFI? BEREHLTHRLT H R 4ok
TE G RIPEAERBIAR TE R EAIHRBIAE

2ples WEE 286 [rg*(xi@* IPC#4)
BT HRZRRIOS RBER GRS EALT b " 2502 Bl ¢ 3R
RF 3~ Vi 2 5 & 4R"Custom URL Schemes" > ;% » & * plist Editor 1 & #7%
Info.plist # % » #% "CFBundleURLSchemes" 5 % 3.(®]- ) » X #& 4% Binary
Analysis ¥ A ZF L IPCAp M0 L(Bl= ) FHRY A58 o A{ELH s App =
EHGI(RI=Z ) #* SSH L RPHF 7o % 255 AW F A TR (F
SRR TR

XML View  List View
1 <?xml version="1.0" encoding="UIF-8"2>
2 <!DOCTYPE plist PUBLIC "-//Apple//DID PLIST 1.0//EN" "http://www.apple.com/DIDs/Propertylist-1.0.dtd">
3 <plist version="1.0">
4 <dict>
L <key>CFBundleDevelopmentRegion</key>
6 <string>en</string>
7 <key>CFBundleURLTypes</key> Find )
8 <array>
: Wi %S0 [CFound e
10 {1 crey-CFBundleURLSchemes</key: (- | CFBundleURLSchemes ‘
33 ] Tay> =
12 | WEZZ0 CA) % T
13
14 i | <key>CFBundleURLName</key> DxIES=8E0 ®rLw OaTO
15 i i <string>com.nou.nou</string>
1€ | </dict>
17 </array>
18 <key>Minimum0SVersion</key>
19 <string>14.0</string>
20 <key>NSAppIransportSecurity</key>
21 <dict>
22 i <key>NSExceptionDomains</key>
23 <dict>
24 i1 <key>nou.edu.tw</key>
25 i ict>
26 <key>NSExceptionAllowsInsecureHITPLoads</key>
27 <true/>
28 <key>NSIncludesSubdomains</key>
29 P <true/>
30 i} </dict>
31 i «</dict>
32 </dict>
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HHE RHUHR

B

RHTHR

BEER  BBERR

' ol
w B =
Nt Bt &N 1TEBE

L r=iman |

:IPA BINARY ANALYSIS
EEHE S
Search:
PROTECTION *  STATUS SEVERITY DESCRIPTION
ARC True [info ] The binary is compiled with Automatic Reference Counting (ARC) flag. ARC is a compiler feature that provides automatic memory management of
Objective-C objects and is an exploit mitigation mechanism against memory corruption vulnerabilities.
CODE SIGNATURE  True [ino ] This binary has a code signature.
ENCRYPTED True [linfo ] This binary is encrypted.
NX True [linfo ] The binary has NX bit set. This marks a memory page non-executable making attacker injected shellcode non-executable.
PIE True [linfo ] The binary is build with -fPIC flag which enables Position independent code. This makes Return Oriented Programming (ROP) attacks much moredifficult t|
execute reliably.
RPATH True ‘warning The binary has Runpath Search Path (@rpath) set. In certain cases an attacker can abuse this feature to run arbitrary executable for code execution and
privilege escalation. Remove the comipiler option -rpath to remove @rpath.
STACK CANARY True (info | This binary has a stack canary value added to the stack so that it will be overwritten by a stack buffer that overflows the return address. This allows
detection of overflows by verifying the integrity of the canary before function return.
SYMBOLS True [linfo ] Debug Symbols are stripped
STRIPPED
ESIME = T4 3:48 77% @) | | ®BSIMF T T4 3:48 77% @&)
> D
g B3 Z¥ 1% = X
National Open University -
FoE
@noooob
1 x 17 7oA
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Xyl X
B&LS BEUEPARR EH
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15:3Y:1Y. Y84 /03+0E0E backboardd Hit the server for a process handle 1b/bUbcBUBUYYasts that resolved to: Lxpcservice<com.apple.WebKit.W.
15:39:19.984754+8808 backboardd Caching handle <private>, with ipc id 1b758bc8888@Ras4s, and pid 2668
15:39:19.984812+8808 kbd Hit the server for a process handle 1b758bc88@888ass that resolved to: [xpeservice<com.apple.WebKit.W..
15:39:19.984862+8808 kbd Caching handle <private>, with ipc id 1b758bc8888@Rass, and pid 2668
15:39:19.985664+8808 Runner UIProcess is taking a background assertion because the Metwork process is holding locked files
15:39:19.985610+0E00 Runner @x1881le4bt® — [PID=2661, throttler-8x1081B48a] ProcessThrottler::Activity::Activity: Starting backgr.
15:39:19.986130+0800 mDNSResponder [@59807] Received acceptable B4-byte response from <IPv4:BBFsYubn> over UDP via en®/8 —— id: 8x3562 (..
15:39:19.984345+08800 mDNSResponder [@59887] Handling concluded querier: BBQWSbyC HTTPS IN
15:39:19.9846454+8800 mDNSResponder [Q1357@] mDNSCoreReceiveResponse ignoring <mask.hash: 'EEjrsSVHi3pAbDAtLeds/g:
15:39:19.984531+08002 mDNSResponder [R21549->Q5%0807] getaddrinfo result — event: add, ifindex: @, name: <mask.hash: 'Rp+TPF&9Cw/KnPr8iwd..
15:39:19.987529+8808 mDNSResponder [R21549] getaddrinfo step hostname: <mask.hash: 'SWtPLOUBH9WRoQvNiGdnnQ=='>, client pid: 2661 (com..
15:39:19.987898+B880 com.apple.WebKit.Ne.. [C1 Hostname#2821f9f7:443 in_progress resclver (satisfied (Path is satisfied), interface: en®, ipwé,..
15:39:19.588568+8800 com.apple.WebKit.Ne.. [C1.1 TPv&#491716c5:463 initial path ((null))] event: path:start @8.83@s
15:39:19.988632+8802 Runner flutter: cookie >>> restoreCookies
15:39:19.988689+0800 Runner flutter: cookie »>>> cookiedson: {"domain":"nouapp.nou.edu.tw","expiresDate":null,"isHttpOnly":false,".
15:39:19.989198+8E00 com.apple.WebKit.Ne.. [C1.1 IPv4#491716c5:443 waiting path (satisfied (Path is satisfied), interface: en®, ipvé, dns)] even..
1E.5n.1n nonaaT.AoAR mnm el a LR S An [PA 4 TR LBLAATALAC £ A Sm memmennn akaman] E1am fnn Snd Mtk Sn aned Al Smbnmfann: mmd Smul

FRE: -- Bl - SRR -

AGERRERN (14,800 {@RE)

< i) Q
EREA H# PE

o) (<[> (=4 |

piEd (5] i e
15:39:28.148568+8808 mobileassetd -[ControlManager handleClientConnectien:en:]_block : assetType: com.apple.MobileAsset.linguisti-
15:39:28.148620+8800 mobileassetd —[ControlManager handleClientConnection:en:]_block_invoke: Runner issued guery command for com.apple...
15:39:28.148696+8808 mobileassetd -[ControlManager handleQueryRequest:clientName:connection:message:]: Runner queried for: com.apple.Mo..
15:39:28.148862+8800 analyticsd Cache miss. Loaded transforms for event <private>
15:39:28.141168+8808 Runner Received configuration update from daemon (initial)
15:39:28.146874+8800 healthappd [GeneratorPipelineManager]: @ Outstanding Pipelines:
15:39:28.147883+8808 healthappd [GeneratorPipelineManager]: @ Outstanding Generators:
15:39:28.147535+8808 mobileassetd —[ControlManager determineAssets:clientName:connection:downloadingTasks:message:resultTypes:queryArra..
16:39:28.188852+8808 kernel I0AccessoryUSBConnectShim: chargerFunctien: ilim=1868mA type=8
15:39:28.180155+08808 healthd —-[MPSDomainAccessor initwWithDomain:]: domain: (com.apple.Carousel)
16:39:28.188226+8808 kernel I0AccessoryPowerSource: :createPowerSourceltemsInternal(): id:@x188@863d4, owner=<private> tag=@x8 ite..
15:39:28.180406+0808 healthd Failed to resolve pairing ID ((null)) or data store ((null)) for active device
156:39:28.180473+8808 healthd -[MPSDomainAccessor initwithDomain:queue:]: domain: (com.apple.Carousel) pairingID: ((null}); pairing..
15:39:2@.180530+0808 kernel handlePowerSourceDetect: D1ID=8, D1IG=8, D1AR=1868, (@)
15:39:28.188602+8808 healthd —~[MPSDomainAccessor initwithDomain:queue:]: Unable to create domain accessor. No pairing ID or data s..
15:39:28.180661+0808 healthd self: (Bx1885313308)
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i E 2dem (L1~L2-13)
1 ip) 2k 2
(D waFdF R 247 TH*TLS 1.2 (7
doi TE PIBEAERRIAE; T3 073 5L AMKRIAE.
() BatFd p* BN LT T8 47 2k B 52048~ () 12+ 2.RSA+
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Structure  Sequence

Overview Contents Summary Chart Notes

= https://iid.googleapis.com

Name Value
£ = htps/euzppnousduty URL https://nouapp.nou.edutw
&
<unknown> Status Complete
<unknown> Notes SSL Proxying not enabled for this host: enable in Proxy Settings, SSL locations
= Response Code 200 Connection established
| <unknown>
. . Profocgl HITP/11
= https;//safebrowsing.googleapis.com
TS TLSw1.2 (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256)
= Protocol TLSw1.2
Client Supported  TLSw1.2
Server Chosen TLSv1.2
Session Resumed No

= Cipher Suite
Client Supported
Server Chosen

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_GREASE 0Ox0a 0x0a, TLS_AES_128_GCM_SHA256, TLS_AES_256_GCM_SHA384, TLS_C|
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

ALPN

Client Certificates
Server Certificates
Extensions
Method
Kept Alive
Content-Type
Client Address
Remote Address

Tacn

2

CONNECT
No

192.168.0.28:63119

Filter: nouapp.nou.edu.tw/192.192.51.235:443
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Bl == 47e900000008ad521b757c8d8ed71...

[=e=sgs sha256RSA

[s=nssssz sha256

Bl TWCA Secure SSL Certification Autho...

BESvE 2025F 12828 TF 05:25:42

[BlEj it 2026F125318 T4 11:59:59

|:1 =8 * nou.edu.tw, National Open Universi...

SN E RSA (2048 Bits) v
308201 0202820101 00 cf 00 5bce al 58 93 18 30 44 48 4c fc 18 54 7301 4010
20 6d 69 26 33 Te Oc 1d 5f d4 55 35 de 9c 8d 7a 20 bl 89 c0 0d 2e b6 16 46 68 e0 6a
cd 09 3323 08 af 4b 5 24 70 37 bl 4974 b7 52 36 7c 12 17 ed b6 c9 5f 3b {8 ca a0 64
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Dashboard Target Proxy Intruder Repeater

Collaborator  Sequencer Decoder Comparer Logger Organizer Extensions Discover

Intercept HTTP history WebSockets history Match and replace {:0} Proxy settings

HTTP history is empty

‘= Eventlog
Y Filter Debug Search
Time v Type Sour.. Message

17:59:13 26 Aug 2026 Error Proxy [5] The client failed to negotiate a TLS connection to nouapp.nou.edu.tw:443: Remote host terminated the handshake

17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to dns.google:443: (certificate_unknown) Received fatal alert: certificate_unknown
17:58:48 26 Aug 2026 Error  Proxy The client failed to negotiate a TLS connection to token.safebrowsing.apple:443: Remote host terminated the handshake

17:58:41 26 Aug 2026 Error Proxy [2] The client failed to negotiate a TLS connection to fcmtoken.googleapis.com:443: Remote host terminated the handshake
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Dashboard Target Proxy Intruder Repeater

Collaborator  Sequencer Decoder Comparer Logger Organizer Extensions Discover

Intercept HTTP history WebSockets history Match and replace {:0} Proxy settings

HTTP history is empty

‘= Eventlog
Y Filter Debug Search
Time v Type Sour.. Message

17:59:13 26 Aug 2026 Error Proxy [5] The client failed to negotiate a TLS connection to nouapp.nou.edu.tw:443: Remote host terminated the handshake

17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to dns.google:443: (certificate_unknown) Received fatal alert: certificate_unknown
17:58:48 26 Aug 2026 Error  Proxy The client failed to negotiate a TLS connection to token.safebrowsing.apple:443: Remote host terminated the handshake

17:58:41 26 Aug 2026 Error Proxy [2] The client failed to negotiate a TLS connection to fcmtoken.googleapis.com:443: Remote host terminated the handshake
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Dashboard Target Proxy Intruder Repeater

Collaborator  Sequencer Decoder Comparer Logger Organizer Extensions Discover

Intercept HTTP history WebSockets history Match and replace {:0} Proxy settings

HTTP history is empty

‘= Eventlog
Y Filter Debug Search
Time v Type Sour.. Message

17:59:13 26 Aug 2026 Error Proxy [5] The client failed to negotiate a TLS connection to nouapp.nou.edu.tw:443: Remote host terminated the handshake

17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to dns.google:443: (certificate_unknown) Received fatal alert: certificate_unknown
17:58:48 26 Aug 2026 Error  Proxy The client failed to negotiate a TLS connection to token.safebrowsing.apple:443: Remote host terminated the handshake

17:58:41 26 Aug 2026 Error Proxy [2] The client failed to negotiate a TLS connection to fcmtoken.googleapis.com:443: Remote host terminated the handshake
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T 1 £ SSLKill Switch2 (Bl= )7 % EI#‘/zﬁéiﬂ'f » TER T AR F g H i&‘aﬁ
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SHREAME - RPEERLEH > RHTLPFE RAEEPERE
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Discover
Intercept HTTP history WebSockets history Match and replace {3} Proxy settings
e S
HTTP history is empty
‘= Eventlog
Y Filter @ Debug Search
Time v Type Sour.. Message
17:59:13 26 Aug 2026 Error Proxy [5] The client failed to negotiate a TLS connection to nouapp.nou.edu.tw:443: Remote host terminated the handshake
17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to dns.google:443: (certificate_unknown) Received fatal alert: certificate_unknown
17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to token.safebrowsing.apple:443: Remote host terminated the handshake
17:58:41 26 Aug 2026 Error Proxy [2] The client failed to negotiate a TLS connection to fcmtoken.googleapis.com:443: Remote host terminated the handshake
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Disable Certificate Validation C

Excluded BundlelDs:

SSL Kill Switch 2
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Dashboard Target Proxy Intruder Repeater

Collaborator  Sequencer Decoder Comparer Logger Organizer Extensions Discover

Intercept HTTP history WebSockets history Match and replace {:0} Proxy settings

HTTP history is empty

‘= Eventlog
Y Filter Debug Search
Time v Type Sour.. Message

17:59:13 26 Aug 2026 Error Proxy [5] The client failed to negotiate a TLS connection to nouapp.nou.edu.tw:443: Remote host terminated the handshake

17:58:48 26 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to dns.google:443: (certificate_unknown) Received fatal alert: certificate_unknown
17:58:48 26 Aug 2026 Error  Proxy The client failed to negotiate a TLS connection to token.safebrowsing.apple:443: Remote host terminated the handshake

17:58:41 26 Aug 2026 Error Proxy [2] The client failed to negotiate a TLS connection to fcmtoken.googleapis.com:443: Remote host terminated the handshake
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Structure  Sequence

= https://iid.googleapis.com
https://nouapp.nou.edu.tw
https.//safebrowsing.googleapis.com
https://misapp.nou.edu.tw
https://sspr.nou.edu.tw
https://nou.tronclass.com.tw
https.//tronclass.nou.edu.tw
https://vc.nou.edu.tw
https://clients4.google.com

I R

=

https.//www.nou.edu.tw
https://cdn.tailwindcss.com
https://chatweb.nou.edu.tw
https.//www.googletagmanager.com
https://drive.google.com
https.//challenges.cloudflare.com
https://analytics.google.com
https.//Ih3.googleusercontent.com
https://uu.nou.edu.tw
https.//use.fontawesome.com
https://mail.nou.edu.tw

HEHEMEHEEBEEEEEEBFEEBEE
[ [ e e e e s

| e

A BF R A RRPIRILGF UL P G 0 ARG AP FET 231 Ak o

42/57 QP-2501-01 v4.0



‘

7 9 BRI (2 PR PR PR TR R % R

= https://client-api.itunes.apple.com
w https://personnel.nou.edu.tw

= https:;//ag.nou.edu.tw

w https://ids.nou.edu.tw

= https://www.facebook.com

w https://z-m-staticaecfbedn.net

&= https:y//www.fbsbx.com

w https://kaios-d.facebook.com

&= https://itunes.apple.com

w https://googleads.g.doubleclick.net
https://www.google.com

w https://www.google.com.tw

& https://inititunes.apple.com

w https://xp.apple.com

= https://scontent-tpe5-1.3o.fbcdn.net
w https://scontent-tpe1-1.30cfbcdn.net
= https://staticaocfbedn.net

w https://is1-ssl.mzstatic.com

= https://scontent.ftpe7-3.fna.fbcdn.net
w https://external ftpe7-3.fna.fbcdn.net
& https://help-n.nou.edu.tw

B EHEEEEEEEEEEBEEFEBEFE®F®
i

iid.googleapis.com/l 72217114 .4:4435
nouapp.nou.edutw/192,.192.51 .235:44 2
safehrowsing googleapis.com/173.194 174 95:443
mizapp.noneduntwil9l 19251 231:443
sepr.aonedutw/lS2 19251 . 10:443
noltronclass.com.tw/ad .80,209.33:443
tronclass.nowedutw/192.192.52.95:44 3
vonoledutw/211.76.247 800445
clientzd.google.comfl 42250660, 78:44 3
wwwnotedutwill ] 76247 74443
cdn.tailwindcss.com/104.26.3.143:443
chatweb.nouw.edutw/192.192.51.145:443

www. roogletasmanager.com/1 42,250,204 40:44 3
drive.google com/108.177.97.113:443
challenges.cloudflare.com/104.15.95.41:443
analytics.google.comfZ16.239 32,161 443

lh3. googlensercontent.com/142.250.204 33443
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unonedutw/al 176,247 67443
uzefontawesome.com/l 7267142245443
mail.now.edu w192, 19252101443
client-api.itunes.apple.coms2 10,7127 56:44 3
perzonnelnonedntw/192, 192,51, 10:44 5
ag.noledutw/2l1.76.247.74:443
ids.now.edutw/192.192.51. 10443
www.facebook.com/31.13.87.536:445
z-m-static.xz fhodnnet/31.13.687 37443

www. fhebx.comsA1.12.87.1:444
kaios-d.facebook.com/31.13.87.12:443
itunes.apple.com/23.217.180 28:443
googleads.g.doubleclick net/142.250.196.194:44 3
www.roogle.com/l42.251.156.119:444

www. google.com.tw/142.250,192.13]1 443
init.itunes.apple.com/23.217.68.33:44 3
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A Potential Findings

@ Show / Hide Show All Hide All DataStorage | ¥ IPCale= Crypto | ~ Network =~

1: CFBundleURLTypes CFBundleURLSchemes

2: NSUserDefaults dictionaryRepresentation
3: NSUserDefaults boolForKey:

4: NSUserDefaults stringForKey:

5: NSUserDefaults floatForKey:

6: NSUserDefaults boolForKey:

7: NSUserDefaults boolForKey:

8: UlApplication setDelegate:

9: NSUserDefaults boolForKey:

10: NSFileManager contentsAtPath:
11: NSUserDefaults boolForKey:
12: UlApplication setDelegate:

13: UlApplication setDelegate:

!

2 R F R F R RRDRIL D] U P G 0 AR

45/57 QP-2501-01 v4.0

Testing Laboratory

3302



lg@mme EERRURIAIL D D P PR T R %

1R 2 B

oy
el

Testing Laboratory

3302

Ae EFEREARRPIRILF T AP > AGAD

!

46/57 QP-2501-01 v4.0



‘

7 9 BRI (2 PR PR PR TR R % R

All Logs

Dty Tima

B] =

Hipl 5 BT

2 FICRG TR R PR G LD

v F

QP-2501-01 v4.0

TAF

Testing Laboratory



‘@@W@

TR PIRILIL G U P e T LRI %T

® A1512FFBY BN BELFTAL 2EF (L1-1L2-13)
Lt Pl AR 2
EFH R ARANEEF T A X 2PEAERF o i TE ) BB ERRIAR;
"F R REHRBIAE

24%mes: Wes [(Jr et
ST IR B NVD ka5 F* 2500 L5223
5B 4.153.1) % o SDK A (W~ )2 B#i2 LTLS12(W =) > 397 5 &o Feen
% 2R RIS E SRR

Information Technology Laboratory

NATIONAL VULNERABILITY

NATIONAL VULNERABILITY DATABASE ot

v

NVD Vulnerability Search

‘ iphoneos26.5 I %, Advanced st Show Statistics

For a phrase search, use "

Keyword: iphoneos26.5 ®

No results found. Please adjust your filters or search criteria and try again.
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> NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE NISI-[ D

v
NVD Vulnerability Search

I i0OSTLS 1.2\ n % Advanced ! Show Statistics

For a phrase search, use " "

Keyword: iOS TLS 1.2 ®

No results found. Please adjust your filters or search criteria and try again.
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XML View  List View

1 <?xml version="1.0" encoding="UTF-8"2>

2 <'DOCTYPE plist PUBLIC "-//Bpple//DID PLIST 1.0//EN" "http://www.apple.com/DIDs/PropertyList-1.0.dtd">
3 <plist version="1.0">

4 <dict>

5 <key>CFBundleDevelopmentRegion</key>

€ <string>en</string>

7 <key>CFBundleURLTypes</key> Find X
8 <array>

lg ‘&df;:pmlmdlemsmeneu(’kep S#EE(N): | CFBundleURLSchemes ‘ E #T—EpP ;
11 <array> =
12 { <string>com.nou.nou</string> Oz=HBETaw HiE BE
13 </array>

14 <key>CFEundleURLName</ kay> OxIEE=E20 @atw OATO

15 <string>com.nou.nou</string>

16 </fdict>

17 </array>

18 <key>Minimum0SVersion</key>

19 <string>14.0</string>

20 <key>NSAppIransportSecurity</key>

21 ict>

22 <key>NSExceptionDomains</key>
23 <dict>

24 | <key>nou.edu.tw</key>
25 <dict>
26 <key>NSExceptionAllowsInsecureHTTPLoads</key>
27 <true/>

8 <key>NSIncludesSubdomains</key>

29 <true/>

30 </dict>

31 i </dict>

32 </dict>

IPA BINARY ANALYSIS

EEHES
Search:
PROTECTION 4 sTATUS SEVERITY DESCRIPTION
ARC True (iinfo | The binary is compiled with Automatic Reference Counting (ARC) flag. ARC is a compiler feature that provides automatic memory management of

Objective-C objects and is an exploit mitigation mechanism against memory corruption vulnerabilities.

CODE SIGNATURE  True [into ] This binary has a code signature.

ENCRYPTED True {info ] This binary is encrypted.

NX True [linfo ] The binary has NX bit set. This marks a memory page non-executable making attacker injected shellcode non-executable.

PIE True {info ] The binary is build with -fPIC flag which enables Position independent code. This makes Return Oriented Programming (ROP) attacks much more difficult to
execute reliably.

RPATH True Ry The binary has Runpath Search Path (@rpath) set. In certain cases an attacker can abuse this feature to run arbitrary executable for code execution and
privilege escalation. Remove the compiler option -rpath to remove @rpath.

STACK CANARY True {info ] This binary has a stack canary value added to the stack so that it will be overwritten by a stack buffer that overflows the return address. This allows
detection of overflows by verifying the integrity of the canary before function return.

SYMBOLS True [linfo ] Debug Symbols are stripped

STRIPPED

>
Yl 5 BT

A RF ARG FRRRIRIIRGF AP G 0 KRG ADPHET M5 S e .
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