NOU-SMF

Branch : main

VERSION NOT PROVIDED

Code analysis



nou-smf

By: &1 hH

2026-04-29

Analyzed the : 2026-04-29



nou-smf

(0o 1 {1 0| TSP SRR PPPRPPTRRRE 1
IEFOTUCTION. ...ttt ettt b et b et e bttt e bt et et e s b e et e sbe et e s bt et e e bt e b e e st e b e eat e b e ent e bt et esseembesaeensesaeenses 2
CONTIGUIALION. ...ttt et e et e e e tee e e tteeeebaeeeebaee e ssaeaesssaeaasssaeaasssaaaassasaesssaasnssseeassssesassssessssesenssaseenssaessnsaaannen 2
SYIERIESIS ... ettt ettt ee et e e e te e e et eeeebae e e etaaeeeateeeaabaeeabaeaabaaeaaabaeeabaeaabaaeaasbaeeasbaeeanbeeeaasaaeeassaeeearaeeansaaeesraaans 3
AANAIYSIS STATUS. ..eeieiieeeiee ettt ettt e e et e e eetee e e tbeeeetbeeeebaaeeesbeseassaaesssseaasbeseaasssaeessaeeanssseeassaeeessaaeesseeeensraenn 3
QUANIEY ZATE SEATUS...eetieeeeieeeee et ee e et e e et e e e te e eetaeeeeabeeeesaeesesbaeeessasaessasaensaaesssaesessasesasaaassssseenssaseansaaann 3
IVIBETICS ettt ettt ettt ettt ettt et e ut et s at e beeat e b e et e b e e a b e bt et e bt eateebteme e e at et e s at e beea b e b e ea b e bt ea b e bt et e e bt et e e st e bt entenaeeatenas 3
L= T PP O PRI 3
Detailed tEChNICAl AEDL.......c.oo ettt ettt et st st sae e s bt e bt et e et e eat e s st e beebeas 3
MELIICS RANEE.....eetieeeiie ettt ettt e ettt e e ettt eeetteeeetaee e tbaeeessaseessaa e ssseaassasaensasaenssseaassasaesssaeansssassseseasssaesnsseeassessnssanas 5
VOIUME. ..ttt ettt et sat et e e e s a et e et e e at e bt s atesat et e e at e s st e bt e ateese e bt eateeat e bt eateeat e bt eateeste bt enbeeaaenseeseentens 5
ISSUES. .ttt ettt et e et st et e et e et st e st eea et e bt e e bt e s bt e e a bt e R et s be e e bt e e R bt e bt e s b e e e et e R et e e Rt e e bt s bt e ena e e ra e e bt e e bt e enreenees 6
CAIES. ettt ettt et b e bt b et e bt et e bt et sh e et e e bt et e he et e e a e et e e at e b e e st e bt e a b e bt eat e bt et e saeeateeatenbeeaean 6
ISSUES COUNT DY SEVENILY AN LYPE....eeieieetieeeeee ettt ettt e et e e e et e e e eetbeeeeebaeeeesaeeeessaeaesssaeeenssaseessaasessasesenses 8
ISSUES LISt.. ettt ettt ettt ettt ettt et e a et e at e s bt s ate s bt e abe s bt eabe s bt et e bt et e e st e bt eat et e e at e bt e ateshe et e sheeabesue e beesaenbens 8
SECUNIEY HOESPOLS. ... ittt e e tee e ettt eeeetteeeeteeeeeabeeaeessaaesassaaeessteesasssaesassssaasssasaenssaeaassasesassasasssseesssaanns 9
Security hotspots count by category and Priority.........ccue e oiiiieieceee et ee e e ee e e e e e e e et e e e aaeeeearaeeeans 9

SECUNIEY NOTSPOLS LiST.....uiiieiiiiieiceiiee ettt ettt e e et e e e ettt e e eabeeeeeabaeeeesbaeeeessaaeeessaaaeensssseeassaeseesssaesenssaeeeanseeeennssens 9



nou-smf

INTRODUCTION

This document contains results of the code analysis of nou-smf.

CONFIGURATION

e Quality Profiles

0 Names: Sonar way [CSS]; Sonar way [Flex]; Sonar way [JavaScript]; Sonar way [PHP]; Sonar way [HTML];
Sonar way [XML];

0 Files: b65247b7-928f-4920-a23c-b2b334dee7e5.json; 1b1b0be9-644b-48dc-8b68-064e0a959416.json;
22a866d3-7bcd-4182-b3f2-1355427b457e.json; 41a2dcf5-724a-4bfé6-b3cb-9df06e07e04a.json;
03a11e35-c9bb-4dc1-9bf8-8530a50ce956.json; a62596c9-3a52-4341-9b5a-b1ba7d1668f9.json;

e Quality Gate
0 Name: Sonar way

0 File: Sonar way.xml
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SYNTHESIS

ANALYSIS STATUS

Reliability Security

Security Review

Maintainability

QUALITY GATE STATUS

Quality Gate Status

METRICS
Coverage Dublication Comment Median number of lines Adherence to coding
g P density of code per file standard
0.0 % 14.7 % 12.9 % 82.0 95.3 %
TESTS
Total Success Rate Skipped Errors Failures
0 0% 0 0 0

DETAILED TECHNICAL DEBT

Reliability Security

Maintainability

Total

4d 1h 24min 0d Oh 35min

185d 4h 19min

189d 6h 18min
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Cyclomatic Cognitive Lines of Comment Duplication

Complexity Complexity cocfl;eper density (%) Coverage (%)

Ma

44552.0 25336.0 265122.0 100.0 0.0 98.8

Language Number

() 17698

JavaScript 15366

HTML 88

Total 276403
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CHARTS

Number of issues by severity

1%0%

W BLOCKER
m CRITICAL
MAJOR
= MINOR

m INFO

Number of issues by type

0%

B BUG
B VULNERABILITY
CODE_SMELL

97%
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Type / Severity INFO MINOR MAJOR CRITICAL BLOCKER

VULNERABILITY 0 0 0 3 0

Name Description Type Severity Number

"$this" should not BUG BLOCKER 2
be used in a static
context

"typeof" expressions BUG CRITICAL 2
should only be

compared to valid

values

Font declarations BUG MAJOR
should contain at

least one generic

font family
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Media features BUG MAJOR 11
should be valid

Binary expressions BUG MAJOR 2
should not always

return the same

value

All code should be BUG MAJOR 5
reachable

The output of BUG MAJOR 2
functions that don't

return anything

should not be used

Variables should be BUG MAJOR
initialized before use
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"require_once" and BUG MINOR 2
"include_once"

should be used

instead of "require"

and "include"

Variables should be CODE_SMELL BLOCKER 21
declared explicitly

Switch cases should CODE_SMELL BLOCKER 7
end with an

unconditional

"break" statement

Functions should not CODE_SMELL CRITICAL 3
be empty

Constructor names CODE_SMELL CRITICAL 9
should start with an
upper case letter
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Cognitive CODE_SMELL CRITICAL 22
Complexity of

functions should not

be too high

String literals should CODE_SMELL CRITICAL 165
not be duplicated

"switch" statements CODE_SMELL CRITICAL 91
should have
"default" clauses

Unnecessary CODE_SMELL CRITICAL 20
parentheses should

not be used for

constructs

Track uses of CODE_SMELL INFO 31
"TODO" tags

Empty blocks should CODE_SMELL MAJOR 22
be removed
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CSS files should not CODE_SMELL MAJOR 2
be empty

Assignments should CODE_SMELL MAJOR 11
not be made from

within sub-

expressions

Functions should not CODE_SMELL MAJOR 1
be defined inside
loops

Variables should be CODE_SMELL MAJOR 24
used in the blocks

where they are

declared

Ternary operators CODE_SMELL MAJOR 5
should not be
nested

Functions should CODE_SMELL MAJOR 1
always return the
same type
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Ends of strings CODE_SMELL MAJOR 2
should be checked

with "startsWith()"

and "endsWith()"

Prototypes of builtin CODE_SMELL MAJOR 1
objects should not
be modified

Spread syntax CODE_SMELL MAJOR 3
should be used
instead of "apply()'

Mergeable "if" CODE_SMELL MAJOR 75
statements should
be combined

Nested blocks of CODE_SMELL MAJOR 5
code should not be
left empty

Generic exceptions CODE_SMELL MAJOR
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ErrorException,
RuntimeException
and Exception
should not be
thrown

Functions should not CODE_SMELL MAJOR 46
contain too many
return statements

Unused function CODE_SMELL MAJOR 33
parameters should
be removed

Functions should not CODE_SMELL MAJOR 70
have too many lines
of code

Unused assignments CODE_SMELL MAJOR 13
should be removed

Ternary operators CODE_SMELL MAJOR
should not be
nested
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Methods should not CODE_SMELL MAJOR 3
have identical
implementations

Regular expressions CODE_SMELL MAJOR 1
should not be too
complicated

Reluctant quantifiers CODE_SMELL MAJOR 1
in regular

expressions should

be followed by an

expression that can't

match the empty

string

Extra semicolons CODE_SMELL MINOR 1
should be removed

Reduce the amount CODE_SMELL MINOR
of consecutive RUN
instructions
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Function call CODE_SMELL MINOR 1
arguments should

not start on new

lines

Deprecated APIs CODE_SMELL MINOR 33
should not be used

"for of" should be CODE_SMELL MINOR 61
used with Iterables

Regular expression CODE_SMELL MINOR 2
quantifiers and

character classes

should be used

concisely

"RegExp.exec()" CODE_SMELL MINOR
should be preferred

over

"String.match()"
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Function names CODE_SMELL MINOR 40
should comply with
a naming convention

Tabulation CODE_SMELL MINOR 64
characters should
not be used

Boolean literals CODE_SMELL MINOR 17
should not be
redundant

Lines should not end CODE_SMELL MINOR 461
with trailing
whitespaces

Field names should CODE_SMELL MINOR 3443
comply with a
naming convention
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Overriding methods CODE_SMELL MINOR 2
should do more than

simply call the same

method in the super

class

Unused local CODE_SMELL MINOR 84
variables should be
removed

Closing tag "?>" CODE_SMELL MINOR 1
should be omitted

on files containing

only PHP

"elseif" keyword CODE_SMELL MINOR 41
should be used in

place of "else if"

keywords

Character classes CODE_SMELL MINOR
should be preferred

over reluctant

quantifiers in regular

expressions
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Server certificates VULNERABILITY CRITICAL 2
should be verified

during SSL/TLS

connections
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SECURITY HOTSPOTS

SECURITY HOTSPOTS COUNT BY CATEGORY AND PRIORITY

Category / Priority Low MEDIUM HIGH
LDAP Injection 0 0 0
Object Injection 0 0 0
Server-Side Request 0 0 0
Forgery (SSRF)

XML External Entity (XXE) 0 0 0
Insecure Configuration 59 0 0
XPath Injection 0 0 0
Authentication 0 0 1
Weak Cryptography 0 20 0
Denial of Service (DoS) 0 14 0
Log Injection 0 0 0
Cross-Site Request Forgery 0 0 0
(CSRF)

Open Redirect 0 0 0
Permission 0 12 0
SQL Injection 0 0 0
Encryption of Sensitive 42 0 0
Data

Traceability 0 0 0
Buffer Overflow 0 0 0
File Manipulation 0 0 0

21
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Cross-Site Scripting (XSS) 0 0 0

Path Traversal Injection 0 0 0

Others 85 0 0

Category Name Priority Severity Count

Permission Running containers MEDIUM MINOR 1
as a privileged user
is security-sensitive

Encryption of Using clear-text LOW CRITICAL 39
Sensitive Data protocols is security-
sensitive

Others Creating cookies LOW MINOR
without the
"HttpOnly" flag is
security-sensitive
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Others Using remote LOW MINOR 3
artifacts without
integrity checks is
security-sensitive

Code Injection (RCE)  Dynamically MEDIUM CRITICAL 4
executing code is
security-sensitive

Insecure Creating cookies LOW MINOR 9
Configuration without the "secure"

flag is security-

sensitive

Permission Setting loose POSIX MEDIUM MAJOR 11
file permissions is
security-sensitive

Others Using hardcoded IP LOW MINOR 10
addresses is
security-sensitive
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Insecure Delivering code in LOW MINOR 50
Configuration production with
debug features

activated is security-
sensitive
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