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ZAP warnings
logged - see
the zap.log file
for details
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Percentage of
endpoints with
content type
image/png

Percentage of
endpoints with
content type
text/css

Percentage of
endpoints with
content type
text/html

Percentage of
endpoints with
content type

text/javascript

Percentage of
endpoints with
content type
text/plain

Percentage of
endpoints with
method GET

Count of total
endpoints

Percentage of
slow responses

Content Security Policy (CSP) Header Not Set

Sub Resource Integrity Attribute Missing

Cookie No HttpOnly Flag

Cookie Without Secure Flag

Cross-Domain JavaScript Source File Inclusion

Modern Web Application

Re-examine Cache-control Directives

Session Management Response ldentified

Informational

Informational

Alert Detail

Description

URL
Node

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks.
These attacks are used for everything from data theft to site defacement or distribution of
malware. CSP provides a set of standard HTTP headers that allow website owners to
declare approved sources of content that browsers should be allowed to load on that page
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable
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40

objects such as Java applets, ActiveX, audio and video files.

https://outbound.nccu.edu.tw/page/$%7Bdata%7D


https://outbound.nccu.edu.tw/page/$%7Bdata%7D
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Reference

CWE Id
WASC Id
Plugin Id

Description

URL

Node
Name

https://outbound.nccu.edu.tw/page/${data}
GET

https://outbound.nccu.edu.tw/sitemap.xml

https://outbound.nccu.edu.tw/sitemap.xmi

GET

https://outbound.nccu.edu.tw/%E5%9C%B0%E5%8D%80%E 6%9C%89%E4%B8%8D%
E5%90%8CY%ES5%AD%B8%ES5%88%B6%E8%88%87%E8%A1%8C%EG6%94%BEFY%EL6%
9C%IENE7%A8%EBYEF%BC%8CY%ES5%IB%A0%E6%AD%A4Y%ES%EEYUAFYNES%IC%
AB8%ES5%9C%8BUES5%90%88%E8%99%95%E7%B6%B2%E9%A0%81

https://outbound.nccu.edu.tw/

GET

3

Ensure that your web server, application server, load balancer, etc. is configured to set the
Content-Security-Policy header.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Content Security Policy Cheat Sheet.html

https://www.w3.0rg/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/

693

The integrity attribute is missing on a script or link tag served by an external server. The
integrity tag prevents an attacker who have gained access to this server from injecting a
malicious content.

https://outbound.nccu.edu.tw/page/11

https://outbound.nccu.edu.tw/page/11

GET

<script nonce="wh2TASmMbtWGjbzWn1fijkoZAI6GohwOXi" async src="https://www.


https://outbound.nccu.edu.tw/sitemap.xml
https://outbound.nccu.edu.tw/%E5%9C%B0%E5%8D%80%E6%9C%89%E4%B8%8D%E5%90%8C%E5%AD%B8%E5%88%B6%E8%88%87%E8%A1%8C%E6%94%BF%E6%9C%9F%E7%A8%8B%EF%BC%8C%E5%9B%A0%E6%AD%A4%E5%8F%AF%E5%9C%A8%E5%9C%8B%E5%90%88%E8%99%95%E7%B6%B2%E9%A0%81
https://outbound.nccu.edu.tw/%E5%9C%B0%E5%8D%80%E6%9C%89%E4%B8%8D%E5%90%8C%E5%AD%B8%E5%88%B6%E8%88%87%E8%A1%8C%E6%94%BF%E6%9C%9F%E7%A8%8B%EF%BC%8C%E5%9B%A0%E6%AD%A4%E5%8F%AF%E5%9C%A8%E5%9C%8B%E5%90%88%E8%99%95%E7%B6%B2%E9%A0%81
https://outbound.nccu.edu.tw/%E5%9C%B0%E5%8D%80%E6%9C%89%E4%B8%8D%E5%90%8C%E5%AD%B8%E5%88%B6%E8%88%87%E8%A1%8C%E6%94%BF%E6%9C%9F%E7%A8%8B%EF%BC%8C%E5%9B%A0%E6%AD%A4%E5%8F%AF%E5%9C%A8%E5%9C%8B%E5%90%88%E8%99%95%E7%B6%B2%E9%A0%81
https://outbound.nccu.edu.tw/%E5%9C%B0%E5%8D%80%E6%9C%89%E4%B8%8D%E5%90%8C%E5%AD%B8%E5%88%B6%E8%88%87%E8%A1%8C%E6%94%BF%E6%9C%9F%E7%A8%8B%EF%BC%8C%E5%9B%A0%E6%AD%A4%E5%8F%AF%E5%9C%A8%E5%9C%8B%E5%90%88%E8%99%95%E7%B6%B2%E9%A0%81
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://www.w3.org/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
https://outbound.nccu.edu.tw/page/11

Evidence googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

Other
Info
URL https://outbound.nccu.edu.tw/page/12
Node .
Name https://outbound.nccu.edu.tw/page/12
GET
Evidence <script nonce="MFaqxZ3A6m3V1rG6RIHgXVdMeYVOwzIX" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>
Other
Info
URL https://outbound.nccu.edu.tw/page/7
Node .
Name https://outbound.nccu.edu.tw/page/7
GET
Evidence <script nonce="JqOEVparlVINQJIXfAJPAslagE5vad4Y8" async src="https://www.
googletagmanager.com/gtag/js?id=G-OLF8XHL8CH"></script>
Other
Info
URL https://outbound.nccu.edu.tw/post/40
HOde https://outbound.nccu.edu.tw/post/40
ame
GET
Evidence <script nonce="ZeyKaMoWhbStbidKgeHbihhpJQZh9dUFVv" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>
Other
Info
URL https://outbound.nccu.edu.tw/sitemap.xml
mode https://outbound.nccu.edu.tw/sitemap.xml
ame
GET
Evidence <script nonce="Zx603FmYAFBGwnIWPsWOx6vazx3tkQCx" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>
Other
Info
Instances Systemic
Solution Provide a valid integrity attribute to the tag.
Reference https://developer.mozilla.org/en-US/docs/Web/Security/Defenses/Subresource_Integrity
CWE Id 345
WASC Id 15
Plugin Id 90003

Low Cookie No HttpOnly Flag


https://outbound.nccu.edu.tw/page/12
https://outbound.nccu.edu.tw/page/7
https://outbound.nccu.edu.tw/post/40
https://outbound.nccu.edu.tw/sitemap.xml
https://developer.mozilla.org/en-US/docs/Web/Security/Defenses/Subresource_Integrity
https://cwe.mitre.org/data/definitions/345.html
https://www.zaproxy.org/docs/alerts/90003/

A cookie has been set without the HttpOnly flag, which means that the cookie can be

DESET PO accessed by JavaScript. If a malicious script can be run on this page then the cookie will be
accessible and can be transmitted to another site. If this is a session cookie then session
hijacking may be possible.

URL https://outbound.nccu.edu.tw/
NS https://outbound.nccu.edu.tw/
Name
GET
Evidence Set-Cookie: XSRF-TOKEN
Other
Info
URL https://outbound.nccu.edu.tw/page/11
Node .
Name https://outbound.nccu.edu.tw/page/11
GET
Evidence Set-Cookie: XSRF-TOKEN
Other
Info
URL https://outbound.nccu.edu.tw/page/12
Mol https://outbound.nccu.edu.tw/page/12
Name
GET
Evidence Set-Cookie: XSRF-TOKEN
Other
Info
URL https://outbound.nccu.edu.tw/page/7
Node .
Name https://outbound.nccu.edu.tw/page/7
GET
Evidence Set-Cookie: XSRF-TOKEN
Other
Info
URL https://outbound.nccu.edu.tw/post/40
Node https://outbound.nccu.edu.tw/post/40
Name
GET
Evidence Set-Cookie: XSRF-TOKEN
Other
Info
Instances Systemic

Solution Ensure that the HttpOnly flag is set for all cookies.


https://outbound.nccu.edu.tw/
https://outbound.nccu.edu.tw/page/11
https://outbound.nccu.edu.tw/page/12
https://outbound.nccu.edu.tw/page/7
https://outbound.nccu.edu.tw/post/40
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https://owasp.org/www-community/HttpOnly
1004

13

10010

Cookie Without Secure Flag

A cookie has been set without the secure flag, which means that the cookie can be
accessed via unencrypted connections.

https://outbound.nccu.edu.tw/

https://outbound.nccu.edu.tw/

GET

Set-Cookie: _session

https://outbound.nccu.edu.tw/page/11

https://outbound.nccu.edu.tw/page/11

GET

Set-Cookie: _session

https://outbound.nccu.edu.tw/page/12

https://outbound.nccu.edu.tw/page/12

GET

Set-Cookie: _session

https://outbound.nccu.edu.tw/page/7

https://outbound.nccu.edu.tw/page/7

GET

Set-Cookie: _session

https://outbound.nccu.edu.tw/post/40

https://outbound.nccu.edu.tw/post/40

GET

Set-Cookie: _session


https://owasp.org/www-community/HttpOnly
https://cwe.mitre.org/data/definitions/1004.html
https://www.zaproxy.org/docs/alerts/10010/
https://outbound.nccu.edu.tw/
https://outbound.nccu.edu.tw/page/11
https://outbound.nccu.edu.tw/page/12
https://outbound.nccu.edu.tw/page/7
https://outbound.nccu.edu.tw/post/40
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Systemic

Whenever a cookie contains sensitive information or is a session token, then it should
always be passed using an encrypted channel. Ensure that the secure flag is set for
cookies containing such sensitive information.

https://owasp.org/www-project-web-security-testing-guide/v41/4-
Web_Application_Security Testing/06-Session_Management_Testing/02-
Testing_for_Cookies_Attributes.html

614

10011

Cross-Domain JavaScript Source File Inclusion

The page includes one or more script files from a third-party domain.

https://outbound.nccu.edu.tw/

https://outbound.nccu.edu.tw/

GET

<script nonce="V6arO9uQfIfANPUI6Y6ssQKF1oOHILha" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

https://outbound.nccu.edu.tw/

https://outbound.nccu.edu.tw/

GET

<script nonce="bQZwpePJ6YZOBJIIJKPYV50m5AWIXU7DV7" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

https://outbound.nccu.edu.tw/page/11

https://outbound.nccu.edu.tw/page/11

GET

<script nonce="wh2TASmbtWGjbzWn1fijkoZAI6GohwO0Xi" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

https://outbound.nccu.edu.tw/page/7

https://outbound.nccu.edu.tw/page/7

GET

<script nonce="JqOEVparlVINQJXfAJPAslagE5vad4Y8" async src="https://www.


https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://cwe.mitre.org/data/definitions/614.html
https://www.zaproxy.org/docs/alerts/10011/
https://outbound.nccu.edu.tw/
https://outbound.nccu.edu.tw/
https://outbound.nccu.edu.tw/page/11
https://outbound.nccu.edu.tw/page/7
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Node
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googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

https://outbound.nccu.edu.tw/sitemap.xml

https://outbound.nccu.edu.tw/sitemap.xml

GET

<script nonce="Zx603FmYAFBGwnIwPsWOx6vazx3tkQCx" async src="https://www.
googletagmanager.com/gtag/js?id=G-0LF8XHL8CH"></script>

Systemic

Ensure JavaScript source files are loaded from only trusted sources, and the sources can't
be controlled by end users of the application.

Modern Web Application

The application appears to be a modern web application. If you need to explore it
automatically then the Ajax Spider may well be more effective than the standard one.

https://outbound.nccu.edu.tw/page/11

https://outbound.nccu.edu.tw/page/11

GET

<a href="https://outbound.nccu.edu.tw/page/7" title="" target=
right fa-fw arrow first-level-arrow"></i> </a>

"_self" > <i class="fa fa-caret-

Links have been found with a target of '_self' - this is often used by modern frameworks to
force a full page reload.

https://outbound.nccu.edu.tw/page/12

https://outbound.nccu.edu.tw/page/12

GET

<a href="https://outbound.nccu.edu.tw/page/7" title=
right fa-fw arrow first-level-arrow"></i> </a>

target="_self" > <i class="fa fa-caret-

Links have been found with a target of '_self' - this is often used by modern frameworks to
force a full page reload.

https://outbound.nccu.edu.tw/page/7

https://outbound.nccu.edu.tw/page/7

GET

<a href="https://outbound.nccu.edu.tw/page/7" title="" target="_self" > <i class="fa fa-caret-
right fa-fw arrow first-level-arrow"></i> </a>


https://outbound.nccu.edu.tw/sitemap.xml
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/
https://outbound.nccu.edu.tw/page/11
https://outbound.nccu.edu.tw/page/12
https://outbound.nccu.edu.tw/page/7

Other Links have been found with a target of '_self' - this is often used by modern frameworks to

Info force a full page reload.
URL https://outbound.nccu.edu.tw/post/40
Herlz https://outbound.nccu.edu.tw/post/40
Name
GET
Evidence <a href="https://outbound.nccu.edu.tw/page/7" title="" target="_self" > <i class="fa fa-caret-
right fa-fw arrow first-level-arrow"></i> </a>
Other Links have been found with a target of '_self' - this is often used by modern frameworks to
Info force a full page reload.
URL https://outbound.nccu.edu.tw/sitemap.xml
Nepe https://outbound.nccu.edu.tw/sitemap.xml
Name
GET
Evidence <a href="https://outbound.nccu.edu.tw/page/7" title="" target="_self" > <i class="fa fa-caret-
right fa-fw arrow first-level-arrow"></i> </a>
Other Links have been found with a target of '_self' - this is often used by modern frameworks to
Info force a full page reload.
Instances Systemic
Solution This is an informational alert and so no changes are required.
Reference
CWE Id
WASC Id
Plugin Id 10109

Informational Re-examine Cache-control Directives

The cache-control header has not been set properly or is missing, allowing the browser and
proxies to cache content. For static assets like css, js, or image files this might be intended,

DS however, the resources should be reviewed to ensure that no sensitive content will be
cached.
URL https://outbound.nccu.edu.tw/
Nt https://outbound.nccu.edu.tw/
Name
GET
Evidence no-cache, private
Other
Info
URL https://outbound.nccu.edu.tw/page/11
Node .
https://outbound.nccu.edu.tw/page/11
Name
GET
Evidence no-cache, private
Other

Info


https://outbound.nccu.edu.tw/post/40
https://outbound.nccu.edu.tw/sitemap.xml
https://www.zaproxy.org/docs/alerts/10109/
https://outbound.nccu.edu.tw/
https://outbound.nccu.edu.tw/page/11
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Node
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Info
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Node
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WASC Id
Plugin Id

Informational

Description

URL

Node
Name

Evidence

https://outbound.nccu.edu.tw/page/7

https://outbound.nccu.edu.tw/page/7

GET

no-cache, private

https://outbound.nccu.edu.tw/post/40

https://outbound.nccu.edu.tw/post/40

GET

no-cache, private

https://outbound.nccu.edu.tw/robots.txt

https://outbound.nccu.edu.tw/robots.txt

GET

Systemic

For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store,
must-revalidate". If an asset should be cached consider setting the directives "public, max-
age, immutable".

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management Cheat Sheet.
html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/

525

10015

Session Management Response Identified

The given response has been identified as containing a session management token. The
'Other Info' field contains a set of header tokens that can be used in the Header Based
Session Management Method. If the request is in a context which has a Session
Management Method set to "Auto-Detect” then this rule will change the session
management to use the tokens identified.

https://outbound.nccu.edu.tw/

https://outbound.nccu.edu.tw/

GET

_session


https://outbound.nccu.edu.tw/page/7
https://outbound.nccu.edu.tw/post/40
https://outbound.nccu.edu.tw/robots.txt
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
https://outbound.nccu.edu.tw/
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Other
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URL

Node
Name

Evidence

Other
Info

URL

Node
Name

Evidence

Other
Info

cookie:_session

cookie:XSRF-TOKEN
https://outbound.nccu.edu.tw/media/files/06fa21cb-c5f3-4b3c-b52¢c-4f802f707ee4

https://outbound.nccu.edu.tw/media/files/06fa21cb-c5f3-4b3c-b52c-4f802f707ee4

GET

_session
cookie:_session

cookie:XSRF-TOKEN
https://outbound.nccu.edu.tw/media/files/28c640bf-e21c-49c4-b517-0ac7005b64fc

https://outbound.nccu.edu.tw/media/files/28c640bf-e21c-49c4-b517-0ac7005b64fc

GET

_session

cookie:_session

cookie:XSRF-TOKEN
https://outbound.nccu.edu.tw/media/files/38d2255b-f4cb-4136-a4b6-61f218fe280c

https://outbound.nccu.edu.tw/media/files/38d2255b-f4ch-4136-a4b6-61f218fe280c

GET

_session

cookie:_session

cookie:XSRF-TOKEN
https://outbound.nccu.edu.tw/media/files/3eal3799-2dec-472d-b714-36c0fde350d3

https://outbound.nccu.edu.tw/media/files/3eal3799-2dec-472d-b714-36c0fde350d3

GET

_session

cookie:_session

cookie:XSRF-TOKEN
https://outbound.nccu.edu.tw/media/files/49780a9b-4996-4a52-ab04-a269cf282685

https://outbound.nccu.edu.tw/media/files/49780a9b-4996-4a52-ab04-a269cf282685

GET

_session

cookie:_session

cookie:XSRF-TOKEN


https://outbound.nccu.edu.tw/media/files/06fa21cb-c5f3-4b3c-b52c-4f802f707ee4
https://outbound.nccu.edu.tw/media/files/28c640bf-e21c-49c4-b517-0ac7005b64fc
https://outbound.nccu.edu.tw/media/files/38d2255b-f4cb-4136-a4b6-61f218fe280c
https://outbound.nccu.edu.tw/media/files/3ea13799-2dec-472d-b714-36c0fde350d3
https://outbound.nccu.edu.tw/media/files/49780a9b-4996-4a52-ab04-a269cf282685
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Other
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URL

Node
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Evidence

Other
Info
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40
This is an informational alert rather than a vulnerability and so there is nothing to fix.

https://www.zaproxy.org/docs/desktop/addons/authentication-helper/session-mgmt-id/
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