
企業詳細弱點報告範本
隨著網路的快速發展，網路入侵行為日益嚴重，網路安全已漸漸成為關注的焦點。網路弱點掃瞄技術是網路安
全領域的重要技術之一，但它就像是雙面刃，對資訊安全管理人員而言，弱點掃瞄技術可以幫助資訊安全人員
了解到目前網路環境所曝露的漏洞，然後就可以利用修補或系統強化策略將漏洞所帶來的風險降到最低。然而
對駭客而言，弱點掃瞄技術卻是一個可以被駭客利用來發現你的網路環境的弱點的工具，一旦弱點被探測及列
舉，駭客就可利用網路上工具來對目標網路進行攻擊，進而獲取他想要的利益或成就感。

此弱點掃描報告為本次弱點掃描的結果，除了呈現整體的弱點狀況，並且詳細記錄每個弱點的修補方式及建
議，讓管理者能依照建議進行修補，有效降低風險。
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1. 弱點摘要
風險等級列表

此處會依照所檢測出的風險，依照風險程度列出，並分為五種風險等級。共有嚴重、高、中、低、資訊。以下
為各種風險的數量。

風險統計

Severity Count
Critical 0
High 0

Medium 2
Low 0
Info 71
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2. Top 10 IP主機

IP Address Score Total Vulns
140.119.221.102 6 73 2 71
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3. Top 10 弱點統計

Plugin Plugin Name Severity Total
57640 Web Application Information Disclosure Medium 2
10107 HTTP Server Type and Version Info 2
10302 Web Server robots.txt Information Disclosure Info 2
10386 Web Server No 404 Error Code Check Info 2
10662 Web mirroring Info 2
11032 Web Server Directory Enumeration Info 2
11219 Nessus SYN scanner Info 2
22964 Service Detection Info 2
24260 HyperText Transfer Protocol (HTTP) Information Info 2
33817 CGI Generic Tests Load Estimation (all tests) Info 2
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4. 弱點詳細資訊
弱點詳細資訊依IP排序

140.119.221.102

IP Address: 140.119.221.102

IP Address Total Vulns
140.119.221.102 2 2

中風險以上弱點

Plugin Plugin Name Severity IP Address Protocol Port Exploit?

57640
Web Application
Information
Disclosure

Medium 140.119.221.102 TCP 80 No

Plugin Output:

The request POST /home/index HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Content-Type: application/x-www-form-urlencoded
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=el6ncneb33hrhkptjo1n8o4khl; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=336d54471654c1cd127640cfa031
7099
Content-Length: 39
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

setdevice=compliant&setdevice=%00qvzctb

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/index?setdevice=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Pragma: no-cache
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
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produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request POST /home/index HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Content-Type: application/x-www-form-urlencoded
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=el6ncneb33hrhkptjo1n8o4khl; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=1917ff0e381f89ef48981afc180f
9d35
Content-Length: 19
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

setdevice=%00qvzctb

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/index?setdevice=compliant&setdevice=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=el6ncneb33hrhkptjo1n8o4khl; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=11805169cc9df0efd3354df08c07
e9fc
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/search?filter=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Pragma: no-cache
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

Synopsis: The remote web application discloses path information.
Description: At least one web application hosted on the remote web server discloses the physical path to its directories when a malformed request is
sent to it.

http://www.tenable.com


Leaking this kind of information may help an attacker fine-tune attacks against the application and its backend.
Steps to Remediate: Filter error messages containing path information.
See Also:
First Discovered: May 1, 2026 09:05:13 CST
Last Observed: May 20, 2026 14:36:47 CST

Plugin Plugin Name Severity IP Address Protocol Port Exploit?

57640
Web Application
Information
Disclosure

Medium 140.119.221.102 TCP 443 No

Plugin Output:

The request POST /home/index HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Content-Type: application/x-www-form-urlencoded
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=15vddh9qnslojgtt16biinfo2q; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=8ac1d4f5ea9eabf83ae48b02028a
a742
Content-Length: 39
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

setdevice=compliant&setdevice=%00qvzctb

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/search?filter=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Pragma: no-cache
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/index?setdevice=compliant&setdevice=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=15vddh9qnslojgtt16biinfo2q; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=bbd6a912db3443c4e4af3057d09e
1e50
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
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produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request POST /home/index HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Content-Type: application/x-www-form-urlencoded
Connection: Keep-Alive
Cookie: 9a413b28155ba831d19c5bf733947006=15vddh9qnslojgtt16biinfo2q; deviceClassification=%7B%22pagetype%22%3A%22compliant
%22%2C%22platform%22%3A%22computer%22%2C%22browser%22%3A%22unknown%22%7D; visitID=c0e00aadbf5ad840ed55e003a4c3
0f2c
Content-Length: 19
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

setdevice=%00qvzctb

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

The request GET /home/index?setdevice=%00qvzctb HTTP/1.1
Host: 140.119.221.102
Accept-Charset: iso-8859-1,utf-8;q=0.9,*;q=0.1
Accept-Language: en
Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Pragma: no-cache
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

produces the following path information :
</script><meta name="HandheldFriendly" content="true" /><meta name [...]
onload="tabletInit();onLoad();onOrientationChange();"
[...] iner"><form method="get" action="/home/search"><fieldset class="inputcomb [...]

Synopsis: The remote web application discloses path information.
Description: At least one web application hosted on the remote web server discloses the physical path to its directories when a malformed request is
sent to it.

Leaking this kind of information may help an attacker fine-tune attacks against the application and its backend.
Steps to Remediate: Filter error messages containing path information.
See Also:
First Discovered: May 1, 2026 09:05:13 CST
Last Observed: May 20, 2026 14:36:47 CST
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