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Name w | Size Type Modified
Framework 4.8.1.is0 78.5MB  Raw(CDimage 6 28
GCB_Tool.iso 6.3 MB RawCDimage 9 7H
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1. BLEE [nxlog-ce-3.2.2329.msi] -> % [Next ].
2. ‘nJi%E [l accept the terms in the License Agreement], 7 [Next] .

ﬂ NXLog-CE Setup

Welcome to the NXLog-CE Setup Wizard

The Setup Wizard will nstall NXLog-CE on your computer.
Chick Next to continue or Cancel to exit the Setup Wizard.

Cancel

X

E,J NXLog-CE Setup

End-User License Agreement

Please read the folowing license agreement carefuly

O

DEFINITIONS

E711 accept the terms in the License Agreement

Print

Back

NXLOG PUBLIC LICENSE v1.0

“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE. i e. the terms and conditions set forth in this document:

“Software” shall mean the source code and object code form_ all
associated media. printed matenals, and "onlkne” or electronic
documentation. All such software and materials are referred to

~

v

Cancel
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1. ¥ [Next]. (THEZAEEE8 1% Ry C:\Program Files\nxlog\)
2. ¥ [Install].

ﬂ M¥Log-CE Setup - x fn' NXLog-CE Setup — X

Destination Folder 8 ,
Ready to install NXLog-CE N 2
Click Mext to install to the default folder or dick Change to choose another,

Install MXLog-CE to:
Click Install to begin the installabon. Click Back to review or change any of your
nstallation settings, Chick Cancel to exit the wizard.

|C: Program Filesnxog),

Change...

Back Cancel ok [ oo || Cancel




NXLog Z*4&

« 1% [Finish]

ﬂ NXLog-CE Setup

Installing NXLog-CE

Please wait while the Setup Wizard installs NXLog-CE,

Status: Starting services Service; [1)
Pl e |

42 NXLog-CE Setup

£7] Open README. txt to read important installation notes

Back

1

Finish

_ Cancel |
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* FEZ [Windows PowerShell]
o EHTELE) NXLog IRF » 6 2 NXLog IRFEFITESYL NXLog )4 A R &

PS C:\> Restart-Service -Name nxlog
PS C:\> Get-Service -Name nxlog | Select-Object -Pl'prl’r

PS C:\> Get-Content 'C:\ nxlo E‘dﬂrﬂxn 10,

PN 2FEE = Windows PowerShell — ] X

PS C:\> Restart—Service nxlog
PS C:\> Get—Service nxlog | Select—Object Name .Status .StartType

nxlog Running Automatic

PS C:\> Get—Content
2022-093-088 16:43:1? INFO nxlog—ce—3.08.2272 started
PS C:N\>
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* EHTRE) NXLog stz - fds NXLog il B3 FIHERE NXLog j2 75 $h Rz S

J nxlog - LB &

E=F SEE BIO) w5V =B

A025-12-23 15:11:54 VAENING no functional input moduleg!
A025-12-23 15:11:54 VARNING no routes defined!
A025-12-23 15:11:54 INFO nxlog-ce-3,2,.2329 atarted
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* LJEE [HIY] (date)] ~
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[FFE] (time)] ~ [FH =i 1P A7k (c-ip)] »
[{55 & 247 (cs-username)] ~ [l #5441 (s-sitename)] »
[{=EIk 257 (s-computername)] ~ [l 25 IP A7k (s-ip)]
[{EIAk 578335 (s-port)] ~ [J772 (cs-method)] »
[URI F % (csuri-stem)] ~ [URI &% (cs-uri-query)]

=R EAREE (sc-status)] ~ [EERTEE FAREE (sc-substatus)]
[Win32 RFE (scwin32-status)] ~ [{EH %7 140 (sc-bytes)]
[BEUL A7 TC4H (cs-bytes)] ~ [{LEEHF[E] (time-taken)] -
[E%ﬂfﬁﬁﬁ&ﬁ(csversion)] * [F1% (cs-host)] ~
[{55 B & {CHE (cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~
[#EE# (cs(Referer))]

}

(Tl

W3C (T ? X

SRERTES):

HE (date)

B8 (time)

FHS5 IP {3 (c-ip)

EHEZE ( cs-username)
EIEZE ( s-sitename)

. [] EIEZZE ( s-computername )
#8828 IP (UL (s-ip)

[_I EEREFE (s-port)

5& (cs-method)

[] URI =88 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query)

[v] MIRIEE AR ( sc-status )

] BRBEEFHE ( sc-substatus )
Win32 A% RE ( sc-win32-status )
[v] C WIS (sc-bytes)

[v] CHEWITE ( cs-bytes)

[] TEMESAE ( time-taken)

] MIRBEE T ( cs-version)

[] =1 ( cs-host)

V] EEELER (cs(User-Agent) )

[*] Cookie ( cs(Cookie) )

¥ BB E ( cs(Referer))




Internet Information Services (lIS)

* 1% T [Add Field(rothi{iz)]

T
5

!

(Tl

A



!

(Tl

Internet Information Services (lIS) £% %

o iy AMRNI 2478 X-Forwarded-For
o BEIEACESERAY: [Request Header(ZE 2K fZE0H)]
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MIN(5)
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] B=RE (time)

[ BES P {I4 (c-ip)
] BEEEE (cs-username )

E E2H (s-sitename )

] EEE-E% ( s-computemname )
2 P Tt (s-ip)

FEHEEE (s-pont)

52 (cs-method )

] URI =88 (Stem) ( cs-uri-stem )

[ URI E28 ( cs-uri-query )
£ EREE ( sc-status )

] EEEREET (cs(User-Agent) )
[ Cookie ( cs(Cookie) )
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« 7 H CentOS/Rocky/ Redhat/ Ubuntu
° EXIE rsyslog fEa%



Linux syslog BEEEE5E

ff/etc/rsyslog.d HEtJE | » #ig110-forward.conf 15 ELE
# vim /etc/rsyslog.d/110-forward.conf

| root@CentOS9Kadm kadm|2 vim fetc/rsyslog.d/lle-Torward.cont

[ rootECent0S9Kadm kadm] 2
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o IFE5ERE 110-forward.conf 38 DL AL

**@172.28.115.1:514 * * @172.28.115.1:514
|

HTIESERR o EHFEER -

HERABFEICP iUE » AI25 DL NeBARUE:
** @@172.28.115.1:514
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K& B 514 port » MEFREFERDKGIEYIE (LFEO0SHIKE )

# firewall-cmd --add-port=514/udp --permanent

# firewall-cmd --reload

# firewall-cmd --list-ports

| root@CentDS9Kadm kadm|2 Tirewall-cmd --List-ports

514 /udp
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Linux syslog B 2555 7E ( Ubuntu )

K BRI 514 port > TE

# sudo ufw allow 514/udp

# sudo ufw status

JREFBNTKIEYIZR
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» SElinux 52 € ( B NISTHEATFEHL » L& SElinux policy PRl )
o 2% W AN TEEX R SELinux 3 ( CentOS / Rocky / Redhat)

« 7 Ubuntu B BFEL SELinux » HJEf4 SELinux [ E R &5 E

# setsebool -P nis enabled 1
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B2 T RLES rsyslog AR S AIERRAR 75 1%

# systemctl restart rsyslog && systemctl status rsyslog
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o s LinuxEREE S syslog B A TE3 » ATHi ALL FHE S MR, -
# sudo tcpdump -i any port 514

« WHEF] "AHEAYIP > 172.28.115.1” FHEIHYE R, -
KA IR syslogigag £N-Cloud - ( FTFZHRF— 1)

root@ncloud:/home/benson# sudo tcpdump -i any port 514

tcpdump: data link type LINUX SLL2

tcpdump: verbose output suppressed, use -v([v]... for full protocol decode

listening on any, link-type LINUX SLL2 (Linux cooked v2), snapshot length 262144 bytes
:20:23.586182 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:
:20:23.586210 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:

120:23.586222 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:
:20:23.586398 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:
:20:23.586700 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:
:20:23.587140 ens33 Out IP 172.28.195.107.60038 172.28.115.1.syslog: SYSLOG local6.notice, length:
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o FEREF] AIIP > 172.28. 115 1" FHRIE R - 0[S AR
1. A& KR RS Fa & N

2. HHRUASELinuxZ - ZHIEIRHEE

root@ncloud: /home/benson# sudo tcpdump -1 any port 514

tcpdump: data link type LINUX SLL2

tcpdump: verbose output suppressed, use -v|v]... for full protocol decode

Listening on any, link-type LINUX SLL2 (Linux cooked v2), snapshot length 262144 bytes

(HEEE R A -fELog & )
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« fFEMELinuxiEsELoghs > F5sysloghVElEEN 2% » o DAE G #8i4
CUNHEFE< » EH)#E2E syslog filz: o
# logger “SYSLOG TEST”




« 745 Windowsi#zs i T Loghs » o A s ENSHRHY £i% > o]
Bety A MY MEANIVEEEEEHE » B AR IR R

WARNING stopping nxlog service
WARNING nxlog-ce received a termination request signal, exiting...

ERROR failed to open directory: C:\inetpub\logs\LogFiles\: ZFIKAIISTERIEE -
WARNING Module in iislog has no input files to read
INFO nxlog-ce-3.2.2329 started
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* /£ Windowsi#zs F5EENXLogZ 4L » fELogH F i fm & nxlog &SR
IEH BED! (ANETHEAETE )

WARNING Module in_iislog has no input files to read

INFO nxlog-ce-3.2.2329 started

o EHEEIE R FEINXLOgIRTS » TS LU T4 B sis -
FesR TR ANXLog Sl - BRIt o I s RABIRTS -
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