Fortify Audit Workbench

Developer Workbook

SE-0019_20251127



Table of Contents

Executive Summary

Project Description

Issue Breakdown by Fortify Categories
Results Outline

Description of Key Terminology

About Fortify Solutions

20250110270 00 9:34
© Copyright 2008-2025 Open Text.



Executive Summary

This workbook is intended to provide all necessary details and information for a developer to understand and
remediate the different issues discovered during the SE-0019_20251127 project audit. The information
contained in this workbook is targeted at project managers and developers.

This section provides an overview of the issues uncovered during analysis.

Project Name: SE-0019_20251127 Issues by Priority

Project Version:

SCA: Results Present

Weblnspect: Results Not Present Impact

Weblnspect Agent: Results Not Present 43 3

Other: Results Not Present Lo Medium
>

Likelihood

Top Ten Critical Categories

75% (3)

B Cross-Site Scripting: DOM
[] JSON Injection

S~ 25% (1)
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Project Description

This section provides an overview of the Fortify scan engines used for this project, as well as the project
meta-information.

SCA

Date of Last Analysis: 20250 110 270 [0 9:32 Engine Version: 24.4.0.0114

Host Name: Win2019-sca-new Certification: VALID

Number of Files: 131 Lines of Code: 65,783
Rulepack Name Rulepack Version
Fortify 0 00O 00O OO OO Cloud 2025.2.1.0001
Fortify 00D ODOODOOOPHP 2025.2.1.0001
Fortify 0 0 OO 0O OO O O O Universal 2025.2.1.0001
Fortify 0 0 OO OO OO OO Cloud 2025.2.1.0001
Fortify 0 0 OO 0O 00O O O JavaScript 2025.2.1.0001
Fortify 000D ODOOOOOOPHP 2025.2.1.0001
Fortify 0 0O 00O OO OO O Universal 2025.2.1.0001
Fortify 00D ODOODOODOD 2025.2.1.0001
Forify 0O O DOOOO0OOOOOO 2025.2.1.0001
Fortify 0 0 00O OO0 0O O O JavaScript 2025.2.1.0001
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Issue Breakdown by Fortify Categories

The following table depicts a summary of all issues grouped vertically by Fortify Category. For each category,
the total number of issues is shown by Fortify Priority Order, including information about the number of
audited issues.

(0£:1{-To [o]3% Fortify Priority (audited/total) Total
Medium Low [LEEllE

Cross-Site Request Forgery 0 0 0 0/28 0/28
Cross-Site Scripting: DOM 0/3 0 0 0 0/3
Hidden Field 0 0 0 0/13 0/13
Insecure Randomness 0 0/2 0 0 0/2
Insecure Transport: External Link 0 0 0/3 0 0/3
JSON Injection 0/1 0 0 0 0/1
Often Misused: File Upload 0 0 0 0/1 0/1
Possible Variable Overwrite: Global Scope 0 0/2 0 0 0/2
System Information Leak: Internal 0 0 0 0/1 0/1
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Issue Summary

Exploitable |
Suspicious |
Bad Practice |
Reliability Issue |-
Not an Issue |
<None> I

Analysis

T T
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
# Issues

@ critical |-High |EMedium |ELOW

Engine Breakdown

SCA Weblnspect SecurityScope Total
Cross-Site Request Forgery 28 0 0 28
Total 28 0 0 28

Cross-Site Request Forgery

Package: filebird.assets.js

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: post
Enclosing Method: lambda()

File: filebird/assets/js/setting.js:308
Taint Flags:

305 if (slider.length) {

306 slider.addClass("njt loading");
307 }

308 JjQuery

309 .post("options.php", data)

310 .success (function (res) {

311 if (slider.length) {

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

20250110270 00 9:34
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Cross-Site Request Forgery

Package: filebird.assets.js

Sink: AssignmentStatement
Enclosing Method: insert_folder()
File: filebird/assets/js/setting.js:75
Taint Flags:

72 dataType: "json",

73 contentType: "application/json",

74 wurl: fbv_data.json url + "/fb-insert-old-data",
75 method: "POST",

76 headers: {

77 "X-WP-Nonce": fbv data.rest nonce,

78 },

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement

Enclosing Method: get folders()

File: filebird/assets/js/setting.js:55

Taint Flags:
52 dataType: "json",
53 contentType: "application/json",
54 wurl: fbv data.json url + "/fb-get-old-data",
55 method: "POST",
56 headers: {
57 "X-WP-Nonce": fbv data.rest nonce,
58 1},

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()
File: filebird/assets/js/setting.js:111
Taint Flags:

108 dataType: "json",
109 contentType: "application/json",

20250110270 00 9:34
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Cross

-Site Request Forgery

Package: filebird.assets.js

url: fbv data.json url + "/fb-wipe-old-data",
method: "POST",

headers: {

"X-WP-Nonce": fbv data.rest nonce,

b

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()
File: filebird/assets/js/setting.js: 140

Taint Flags:
137 dataType: "json",
138 contentType: "application/json",
139 wurl: fbv data.json url + "/fb-wipe-clear-all-data",
140 method: "POST",
141 headers: {
142 "X-WP-Nonce": fbv data.rest nonce,
143 1},

K

ingdom: Encapsulation

Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()
File: filebird/assets/js/setting.js:189

Taint Flags:
186 dataType: "json",
187 contentType: "application/json",
188 wurl: fbv data.json_url + "/fb-import",
189 method: "POST",
190 cache: false,
191 headers: {
192 "X-WP-Nonce": fbv data.rest nonce,

20250110270 009:34
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Cross-Site Request Forgery

Package: filebird.assets.js

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()

File: filebird/assets/js/setting.js:509
Taint Flags:

506 JjQuery

507 .ajax({

508 wurl: fbv data.json url + "/import-csv",
509 method: "POST",

510 processbData: false,

511 cache: false,

512 contentType: false,

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()

File: filebird/assets/js/setting.js:589
Taint Flags:

586 JjQuery

587 .ajax({

588 wurl: fbv data.json url + "/generate-attachment-size",
589 method: "POST",

590 cache: false,

591 dataType: "json",

592 contentType: "application/json",

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: lambda()

20250110270 00 9:34
© Copyright 2008-2025 Open Text.

-
o



Cross-Site Request Forgery

Package: filebird.assets.js

File: filebird/assets/js/setting.js:629
Taint Flags:

626 jQuery

627 .ajax({

628 url: window.ajaxurl,

629 method: "POST",

630 cache: false,

631 data: {

632 action: "fbv sync wpml",

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement

Enclosing Method: lambda()

File: filebird/assets/js/yc.js:5

Taint Flags:

jQuery ('#njt-yc-noti-dismiss') .click (function () {
jQuery.ajax ({

url: ajaxurl,

method: 'POST',

data: {

action: 'njt yaycommerce dismiss',

0 JdJ o 0 WDN

nonce: yaycommerce.nonce,

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: AssignmentStatement
Enclosing Method: import_site()
File: filebird/assets/js/setting.js:231
Taint Flags:

dataType: "json",

contentType: "application/json",

url: fbv_data.json_url + "/fb-import-insert-folder",
method: "POST",

cache: false,

N
N
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Cross-Site Request Forgery

233
234

Package: filebird.assets.js

headers: {

"X-WP-Nonce": fbv data.rest nonce,

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

247
248
249
250
251
252
253

Sink: AssignmentStatement
Enclosing Method: import_site()
File: filebird/assets/js/setting.js:250
Taint Flags:

dataType: "json",

contentType: "application/json",

url: fbv data.json url + "/fb-import-after-inserting",
method: "POST",

cache: false,

data: JSON.stringify ({

site: site,

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

388
389
390
391
392
393
394

Sink: AssignmentStatement

Enclosing Method: getUserFromCSV()
File: filebird/assets/js/setting.js:391
Taint Flags:

return jQuery

.ajax ({

url: fbv data.json url + "/import-csv-detail”,
method: "POST",

processData: false,

cache: false,

contentType: false,

Package: filebird.views.pages

20250110270 00 9:34 1
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Cross-Site Request Forgery

Package: filebird.views.pages

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: filebird/views/pages/html-settings.php:63
Taint Flags:
60 2>
61 <div class="wrap">
62 <hl><?php esc _html e( 'FileBird Settings', 'filebird' ); ?></hl>
63 <form action="options.php" method="POST" id="fbv-setting-form" autocomplete="off">
64 <?php settings fields( 'njt fbv' ); 2>
65 <?php do settings sections( 'njt fbv' ); 2>
66 <nav class="nav-tab-wrapper">

Package: user-role-editor.includes

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:52
Taint Flags:

49
50 <div id="ure tabs-1">
51 <div id="ure-settings-form">

52 <form method="post" action="<?php echo $link; ?>?page=settings-<?php echo
URE PLUGIN FILE; ?2>" >

53 <table id="ure settings">
54 <?php
55 if ( ! $license key only ) {

Kingdom: Encapsulation
Scan Engine: SCA (Content)

w

20250110270 00 9:34 1
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Cross-Site Request Forgery

Package: user-role-editor.includes

Sink:
File: user-role-editor/includes/settings-template.php:133
Taint Flags:

130 2>
131
132 <div id="ure tabs-2">

133 <form name="ure additional modules" method="post" action="<?php echo $link; ?>?
page=settings-<?php echo URE PLUGIN FILE; ?2>" >

134 <table id="ure addons">
135 <?php

136 if ( ! Smultisite ) {

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:165
Taint Flags:

162 ?>

164 <div id="ure tabs-3">

165 <form name="ure default roles" method="post" action="<?php echo $link; ?>?page=settings-<?
php echo URE PLUGIN FILE; 2>" >

166 <?php
167 if ( ! Smultisite ) {
168 esc html e( 'Primary default role: ', 'user-role-editor' );

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:198
Taint Flags:

195 °>

20250110270 00 9:34
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Cross-Site Request Forgery

Package: user-role-editor.includes

196 <div id="ure tabs-4">
197 <div id="ure-settings-form-ms">

198 <form name="ure settings ms" method="post" action="<?php echo $link; ?>?page=settings-<?
php echo URE PLUGIN FILE; ?2>" >

199 <table id="ure settings ms">
200 <7?php
201 if ( $lib->is super admin() ) {

Package: user-role-editor.includes.classes

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/tools.php:18
Taint Flags:

15 2>
16

17 <div style="margin: 10px 0 10px 0; border: lpx solid red; padding: 0 10px 10px 10px; text-
align:left;">

18 <form name="ure reset roles form" id="ure reset roles form" method="post" action="<?php
echo $link; ?>?page=settings-<?php echo URE PLUGIN FILE; ?>" >

19 <h3>Reset User Roles</h3>
20 <span style="color: red;"><?php esc_html e ('WARNING!', 'user-role-editor');?></span>&nbsp;

21 <?php

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:131
Taint Flags:

128 )}

129 ob start();

130 >

131 <form name="ure remove caps_form" id="ure remove caps_form" method="POST"

-
&,

20250110270 00 9:34
© Copyright 2008-2025 Open Text.



Cross-Site Request Forgery

Package: user-role-editor.includes.classes

132 action="<?php echo admin url() . (S$network admin ? 'network/':'') . URE PARENT .'?
page=users-'.URE_PLUGIN_ FILE;?>" >

133 <table id="ure remove caps table">
134 <tr>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:197
Taint Flags:

195 <!-- popup dialogs markup -->

196 <div id="ure add role dialog" class="ure-modal-dialog" style="padding: 10px;">

197 <form id="ure add role form" name="ure add role form" method="POST">

198 <div class="ure-label"><?php esc_html e('Role name (ID): ', 'user-role-editor'); ?></div>

199 <div class="ure-input"><input type="text" name="user role id" id="user role id" size="25"/
></div>

200 <div class="ure-label"><?php esc html e('Display Role Name: ', 'user-role-editor'); ?2></
div>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:208
Taint Flags:

205 </div>

207 <div id="ure rename role dialog" class="ure-modal-dialog" style="padding: 10px;">
208 <form id="ure rename role form" name="ure rename role form" method="POST">
209 <div class="ure-label"><?php esc html e('Role name (ID): ', 'user-role-editor'); ?2></div>

210 <div class="ure-input"><input type="text" name="ren user role id" id="ren user role id"
size="25" disabled /></div>

211 <div class="ure-label"><?php esc html e('Display Role Name: ', 'user-role-editor'); ?></

20250110270 00 9:34
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Cross-Site Request Forgery

Package: user-role-editor.includes.classes

div>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/editor.php: 1493
Taint Flags:
1490 <hl><?php esc_html e('User Role Editor', 'user-role-editor'); ?2></hl>

1491 <div id="ure container">

1492 <div id="user role editor" class="ure-table-cell"” >

1493 <form id="ure form" method="post" action="<?php echo admin url() . URE PARENT . '?
page=users-' . URE PLUGIN FILE; ?2>" >

1494 <div id="ure_ form controls">

1495 <?php

1496 Sview->display();

Package: user-role-editor.js

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: post
Enclosing Method: role_change()
File: user-role-editor/js/ure.js:412
Taint Flags:

409 'sub action':'get role caps',
410 'role': role id,

411 'wp nonce': ure data.wp nonce};

412 JjQuery.post( ajaxurl, data, ure main.refresh role view, 'Json' );
413

414 1},

415

-
~
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Cross-Site Request Forgery

Package: user-role-editor.js

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: post

Enclosing Method: ure_revoke_role()

File: user-role-editor/js/users-grant-roles.js: 197
Taint Flags:

194 'role': role,

195 'wp nonce': ure users grant roles data.wp nonce

196 };
197 JjQuery.post(ajaxurl, data, ure page reload, 'json');
198

199 return true;

N
o
o

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: post

Enclosing Method: ure_get selected user _roles()
File: user-role-editor/js/users-grant-roles.js: 72
Taint Flags:

69 'sub action':'get user roles',
70 ‘'user id': user id,
71 'wp nonce': ure users grant roles data.wp nonce};

72 jQuery.post(ajaxurl, data, ure show grant roles dialog pre selected, 'json');

~
w

R |
(6, I3

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: post
Enclosing Method: ure_add_role()

20250110270 00 9:34
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Cross-Site Request Forgery

Package: user-role-editor.js

166
167
168
169
170
171
172

File: user-role-editor/js/users-grant-roles.js: 169

Taint Flags:
'role': role,
'wp_nonce': ure users grant roles data.wp nonce

}i
jQuery.post (ajaxurl, data, ure page reload, 'json');

return true;

}

Kingdom: Encapsulation
Scan Engine: SCA (Structural)

138
139
140
141
142
143
144

Sink: FunctionPointerCall: post
Enclosing Method: ure_grant_roles()
File: user-role-editor/js/users-grant-roles.js: 141
Taint Flags:
'other roles': other roles,
'wp nonce': ure users grant roles data.wp nonce
}i
jQuery.post (ajaxurl, data, ure page reload, 'json');

return true;

}

20250110270 00 9:34
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Cross-Site Scripting: DOM (3 issues)

Abstract
oo uobouonuonoo

Explanation

Cross-site scripting (XSS) 0 0 00000000 OO01.000000000000O00WebODODOO
goboOMO XSsOOooooo uRLOOOODOOOOUODUODODO0OO0OU0OOU0DO0DO0OOUOUUODUOUOOUOUOUoOooOoo
000 Reflected XSSOODDODOOOODODOODODODOOODODOOODO Persisted XSS (OO OO Stored
XSS)UoDOoooooOooOoooobOOooO0o0o0o0obOo 200000000000 00ODOODOODOOO
O000Oo0oooooboMO XSSOUODOooohoooooooboooooHIMLOODODODOOoOOoDOd
00000000 DOM (DocumentObjectModelD DD 00O O)00O0O0 ODODOOODOODOODOOO
Ddddd JavaScriptO 0000000000000 o0 HATMLOFlashO OO OO0 O0OoOoOoOoQoQoooa
D000 XSSUOOOOOOODOOOOOooOo0o0o0o00o00000oO0oOonOnO CookieOOOOOOOMO
00000000bO000000bO0DO0000bOO0oDO00DbOO0ODODO0ODO00ODbOOoDODOobOO0ODbDOoDOoOoD
000000000000 DOO00 0010000 JavaScriptO 000000 URLODOOOODOO eid0O
ooooood

<SCRI PT>

var pos=docunent. URL. i ndexOF ("ei d=") +4;

docunent . writ e(docunent . URL. subst ri ng( pos, docunent. URL. | ength));

</ SCRI PT>

002000000 HTMLO OO

<div id="nyDi v">

Enpl oyee ID: <input type="text" id="eid"><br>

<but t on>Show r esul t s</ butt on>

</ di v>

<div id="resultsDiv">

</ di v>

000 jQueryD0O0O00OO0DOOODOOOOODOOODODOOODODO

$(docunent) . ready(function(){

$("#nyDiv").on("click", "button", function(){

var eid = $("#eid").val();

$("resul tshDi v"). append(eid);

b
00000000DbO0DO00(@OobDO0eid)J00000ODODOOODOODOODOODOODOOODOO eid
jddddddddddddddddddd0ddU0d0U0U0UUOOOd HTTPOOODODODDODODODOO OO 30
00000000 ReactDOODOODOO DOMO XSSO OO

let element = JSON. parse(getUntrustedl nput());

React DOM r ender ( <App>

{el ement }

</ App>);

O Exanple 3000000000000 getUntrustedinput() O0OOOJSONOOODOOOOO
React elerent OO0 OOO0OO0O0ODOODOODO dangerouslySetinnerHTMOOOOOODOODOO
O (@00 Cross-Site Scripting 0 0)0 OO0 ODODO0OO0OD0DOOOOODOODODOOOOODODOOOODOOOO
0000000000000 00DO00DO00bLOO0O0D0000DOO0ODO0Ob0 VRLOOODOODOOoOoDbOooOo
00000000Db0D00000OD0 URLODODOODOODOODOOODODOOOOODOODOOODO
WebOOOOOOODOODOOOODODODOOODODODOODODODOOWebDOOOOODOODOODO
O000000 Reflected XSSO DO O0OOOOOXSSOOOOOHWHTTPOOOOOOOOOOODOOO
Jdddooxssoooodoooooooooo -ooo HTTPOOOOOOOOOOOOO HTTPO

E 20250110270 00 9:34 20
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Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue
Not an Issue
<None>

Analysis

0 1 2 3 4
# Issues

8 critical |iHigh ||§Medium |5Low

Engine Breakdown

SCA Weblnspect SecurityScope Total
Cross-Site Scripting: DOM 3 0 0 3
Total 3 0 0 3

Cross-Site Scripting: DOM

Package: filebird.includes.Recommended.assets.js

filebird/includes/Recommended/assets/jsilrecommended.js, line 52 (Cross-Site
Scripting: DOM)

Issue Details

Kingdom: Input Validation and Representation
Scan Engine: SCA (Data Flow)

Source Details

Source: success(0)
From: success
File: filebird/includes/Recommended/assets/js/recommended.js:49

46 tab: tab,

47 nonce: yayRecommended.nonce
48 1,

49 success: function (response) {

50 if (response.success === true) {

51 const html = response.data.html;

52 jQuery( ".yay-recommended-plugins-layout #the-1list" ).html (html);
Sink Details

Sink: ~JS_Generic.html()
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Cross-Site Scripting: DOM

Package: filebird.includes.Recommended.assets.js

filebird/includes/Recommended/assets/js/recommended.js, line 52 (Cross-Site
Scripting: DOM)

Enclosing Method: success()
File: filebird/includes/Recommended/assets/js/recommended.js:52
Taint Flags: WEB, XSS

49 success: function (response) {

50 if (response.success === true) {

51 const html = response.data.html;

52 jQuery( ".yay-recommended-plugins-layout #the-list" ).html (html);

53 jQuery(".yay-recommended-plugins-layout .plugin-install-tab").removeClass ("loading-
process") ;

54 }
55 }

Package: user-role-editor.js

user-role-editor/js/users-grant-roles.js, line 235 (Cross-Site Scripting: DOM)
Issue Details

Kingdom: Input Validation and Representation
Scan Engine: SCA (Data Flow)

Source Details

Source: Read href
From: ure_set_url_arg
File: user-role-editor/js/users-grant-roles.js:204

201

202

203 function ure set url arg(arg name, arg value) {
204 var url = window.location.href;

205 var hash = location.hash;

206 url = url.replace (hash, '');

207 if (url.indexOf (arg name + "=")>=0) ({

Sink Details

Sink: Assignment to document.location

Enclosing Method: ure_page_reload()

File: user-role-editor/js/users-grant-roles.js:235

Taint Flags: CONCATENATED, VALIDATED_OPEN_REDIRECT, WEB, XSS

232}

233

234 var url = ure set url arg('update', 'promote');
235 document.location = url;

236

237 }
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Cross-Site Scripting: DOM

Package: user-role-editor.js

238

Kingdom: Input Validation and Representation
Scan Engine: SCA (Data Flow)

Source: Read location.hash
From: ure_set_url_arg
File: user-role-editor/js/users-grant-roles.js:205

202

203 function ure set url arg(arg name, arg value) {

204 var url = window.location.href;

205 var hash = location.hash;

206 wurl = url.replace (hash, '');

207 if (url.indexOf (arg name + "=")>=0) {

208 var prefix = url.substring (0, url.indexOf (arg _name)) ;

Sink: Assignment to document.location

Enclosing Method: ure_page_reload()

File: user-role-editor/js/users-grant-roles.js:235

Taint Flags: CONCATENATED, VALIDATED_OPEN_REDIRECT, WEB, XSS

232 }

233

234 wvar url = ure set url arg('update', 'promote');
235 document.location = url;

236

237 }

238
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Hidden Field (13 issues)

Abstract
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Explanation
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Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue

Not an Issue l
<None> |
# Issues

@ citcal | @Frigh | & IMedium | FLow

Analysis

Engine Breakdown

SCA Weblnspect SecurityScope Total
Hidden Field 13 0 0 13
Total 13 0 0 13

Hidden Field Low
Package: user-role-editor.includes

user-role-editor/includes/settings-template.php, line 119 (Hidden Field)

Issue Details

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink Details
Sink:

File: user-role-editor/includes/settings-template.php:119
Taint Flags:
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Hidden Field

Package: user-role-editor.includes

116 2>

117 </table>

118 <?php wp nonce field( 'user-role-editor' ); ?>

119 <input type="hidden" name="ure tab idx" value="0" />
120 <p class="submit">

121 <input type="submit" class="button-primary" name="ure settings update" value="<?php
esc_html e( 'Save', 'user-role-editor' ) ?>" />

122 </p>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:154
Taint Flags:

151 2>

152 </table>

153 <?php wp nonce field( 'user-role-editor' ); 2>

154 <input type="hidden" name="ure tab idx" value="1" />
155 <p class="submit">

156 <input type="submit" class="button-primary" name="ure addons settings update" value="<?
php esc_html e('Save', 'user-role-editor') ?2>" />

[y
(&}
~

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:186
Taint Flags:
183 ?>
184 <hr>
185 <?php wp nonce field( 'user-role-editor' ); 2>
186 <input type="hidden" name="ure tab idx" value="<?php echo $tabs index[3]; ?2>" />
187 <p class="submit">

188 <input type="submit" class="button-primary" name="ure default roles update" value="<?php
esc_html e( 'Save', 'user-role-editor' ) ?>" />

N
[«>)
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Hidden Field
Package: user-role-editor.includes

189 </p>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/settings-template.php:218
Taint Flags:

215 2>

216 </table>

217 <?php wp nonce field( 'user-role-editor' ); ?>

218 <input type="hidden" name="ure tab_ idx" value="<?php echo $tabs index[4]; ?>" />
219 <p class="submit">

220 <input type="submit" class="button-primary" name="ure settings ms_ update" value="<?php
esc_html e( 'Save', 'user-role-editor' ); 2>" />

221 </p>

Package: user-role-editor.includes.classes

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:

File: user-role-editor/includes/classes/editor.php:1499

Taint Flags:
1496 Sview->display();
1497 wp nonce field( 'user-role-editor', 'ure nonce' );
1498 2>

1499 <input type="hidden" name="action" value="update" />
1500 </div>

1501 </form>

1502 <7?php

Kingdom: Encapsulation
Scan Engine: SCA (Content)
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Hidden Field
Package: user-role-editor.includes.classes

Sink:
File: user-role-editor/includes/classes/user-view.php:205
Taint Flags:
202 </td>
203 </tr>
204 </table>
205 <input type="hidden" name="object" value="user" />
206 <input type="hidden" name="user id" value="<?php echo $this->user to edit->ID; ?>" />
207 </div>
208 </div>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/user-view.php:206
Taint Flags:
203 </tr>
204 </table>
205 <input type="hidden" name="object" value="user" />
206 <input type="hidden" name="user id" value="<?php echo $this->user to edit->ID; ?>" />
207 </div>
208 </div>
209 <?php

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/tools.php:42
Taint Flags:

39 <br><br>

40 <button id="ure reset roles button" style="width: 100px; color: red;" title="<?php
esc_html e('Reset Roles to its original state', 'user-role-editor'); ?>" disabled><?php
esc_html e('Reset', 'user-role-editor');?></button>
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Hidden Field

Package: user-role-editor.includes.classes

41 <?php wp nonce field('user-role-editor'); 2>

42 <input type="hidden" name="ure settings tools exec" value="1" />

43 <input type="hidden" name="ure reset roles exec" value="1" />

44 <input type="hidden" name="ure tab idx" value="<?php echo $tab idx; ?>" />
45 </form>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/tools.php:43
Taint Flags:

40 <button id="ure reset roles button" style="width: 100px; color: red;" title="<?php
esc_html e('Reset Roles to its original state', 'user-role-editor'); ?>" disabled><?php
esc_html e('Reset', 'user-role-editor');?></button>

41 <?php wp nonce field('user-role-editor'); 2>

42 <input type="hidden" name="ure settings tools exec" value="1" />

43 <input type="hidden" name="ure reset roles exec" value="1" />

44 <input type="hidden" name="ure tab idx" value="<?php echo $tab_idx; ?>" />
45 </form>

46 </div>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/tools.php:44
Taint Flags:

41 <?php wp nonce field('user-role-editor'); 2>

42 <input type="hidden" name="ure settings tools exec" value="1" />

43 <input type="hidden" name="ure reset roles exec" value="1" />

44 <input type="hidden" name="ure tab idx" value="<?php echo S$tab idx; ?>" />
45 </form>

46 </div>

N
©
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Hidden Field . Lw

Package: user-role-editor.includes.classes

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:157
Taint Flags:

154 } // foreach($caps...)

155 ?>

156 </table>

157 <input type="hidden" name="action" id="action" value="delete-user-capability" />

158 <input type="hidden" name="user role" id="ure role" value="<?php echo S$current role;?>" />
159 <?php wp nonce field('user-role-editor', 'ure nonce'); ?>

160 </form>

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:158
Taint Flags:
155 ?>
156 </table>
157 <input type="hidden" name="action" id="action" value="delete-user-capability" />
158 <input type="hidden" name="user role" id="ure role" value="<?php echo S$current role;?>" />

159 <?php wp nonce field('user-role-editor', 'ure nonce'); ?>
160 </form>
161 <?php

Kingdom: Encapsulation
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/role-view.php:409
Taint Flags:
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Hidden Field - Low
Package: user-role-editor.includes.classes

406 Scurrent role = $this->editor->get('current role');

407 Sao->show (Scurrent role);

408 >

409 <input type="hidden" name="object" value="role" />
410 </div>

411 </div>

412 <?php
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Insecure Randomness (2 issues)

Abstract
goodooooouonouoouoouonooogno

Explanation

Oooobooboooooboboooobooooooobooooooooooobo0oonooon Insecure
Randomness D00 D0OO000O0O0O00O0O0OOO0O0DOCOO0O0O0OO0OO0O0O0COO0O0O0O (PRNG,
Pseudorandom Number Generator) DU 0 0 0000000000000 O0O00O0O0O0OO0 PRNGOODO

O00000000000000 PRNGOOOOOODOOOOOOOOOoOoooooooooogoooao
0000000000000 00000o0Oo0oO00o0000o00bO0Oo0DOUOOUOOOOnOg PRNG
0f00000o0do0oodo0o0oooooooo0ooDoooDoD0 oo oo oUooOoLooo
00000000000 oO0o0000oO0o0o0o0oo0 PRNGOOOOODO0ooooooooao
00000 PRNGOOOOOOOOOOOOOOOOOOOOOOOOOO0OOOOO0O0O0OO0O0O000aO0
O000000D0D0OOSessionHijackingOO DNSOODO OO0100000000000 PRNGOOOOO
00000000000 URLO
function genRecei pt URL (baseURL){
var randNum = Mat h. randon() ;
var recei pt URL = baseURL + randNum + ".htm";
return recei pt URL;
}
000000 Math.random() DOOOOOOOO0OOOODODOOOOOOOOOO Math. random() O
O00OPRNGUOOOOOOUOOUOOUODODOODOODOOOUOOUOOODOOOOOOUOOUOOOoOooDoOooO
000000000000 DO0000D0O00D0DO(@MOOd0 PRNGOODOOOODDOO
Recommendation
0000000 DOO0o00(@obOO00oooOo00oDbOo0o0ooOOo0ooDoOO)Ybooooo0o PRNGODOO
000000 PRNGOOOODDODOOODODOOO (entropy) DO0O0ODDODOOMOODODDOOOODODOOO
O0000000)00 Node.jsO0000000O0Ocrypto00D00D00O0DOODOODOOODOODOODO
Issue Summary
Exploitable
g Suspicious
%* Bad Practice
& Reliability Issue
Not an Issue
<None>
0 1 2 3
# Issues
@ ciiical | @Prigh | EFMediom | FLow
Engine Breakdown
SCA Weblnspect SecurityScope Total
Insecure Randomness 2 0 0 2
Total 2 (] 0 2
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nsecure Randomness

Package: user-role-editor.js

Kingdom: Security Features
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: random
Enclosing Method: lambda()
File: user-role-editor/js/multiple-select.js:315

Taint Flags:
312 var nativeWeakMap = typeof WeakMap === 'function' && /native
code/.test (functionToString.call (WeakMap)) ;

313
314 wvar id = 0;
315 var postfix = Math.random() ;

317 var uid = function (key) {

318 return 'Symbol (' + String(key === undefined ? '' : key) + ') ' + (++id +
postfix) .toString (36);

Kingdom: Security Features
Scan Engine: SCA (Structural)

Sink: FunctionPointerCall: random
Enclosing Method: getDocumentClickEvent()
File: user-role-editor/js/multiple-select.js:3012

Taint Flags:
3009
3010 wvar getDocumentClickEvent = function getDocumentClickEvent () {
3011 var id = arguments.length > 0 && arguments[0] !== undefined ? arguments[0] : '';
3012 id = id || "".concat (+new Date()) .concat (~~(Math.random() * 1000000));
3013 return "click.multiple-select-".concat (id);
3014 };
3015

20250110270 00 9:34
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Insecure Transport: External Link (3 issues)

Abstract
00000oooooooooooooo

Explanation
gooooooooooododouoooooooooooouonooooooooooooonoon
00000 @oOHTTPODOODODODODODOODOO @O HTTPS)DOODODODODOOODOODOOODOODO
00000 Man-in-the-Middle MiTM) D0 000000000000 DOODOO0O0OOOODOODOOOO OO
10000000000

<a href="http://ww. exanpl e. conl i ndex. htni "/ >

000000000000 0000D00000oooooDoooogn ww. exanple.comOOOO0O0O
000 0000000000000 000000000000000D0000000D0D00O0OooDoOO0n
O00D000000o0DOo0ooooooOoooooooon

Recommendation

gooooooo
gooooooo
0

scriptd 0

Unoo
Unoo
Uoo

Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue

Not an Issue l
<None> |
0 1 2 3 4
# Issues

@ citcal | EFrigh | & IMedium | FLow

Analysis

Engine Breakdown

SCA Weblnspect SecurityScope Total
Insecure Transport: External Link 3 0 0 3
Total 3 0 0 3

Insecure Transport: External Link Medium
Package: user-role-editor.includes

user-role-editor/includes/settings-template.php, line 13 (Insecure Transport:
External Link)

Issue Details

Kingdom: Security Features
Scan Engine: SCA (Content)
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nsecure Transport: External Link
Package: user-role-editor.includes

Sink:
File: user-role-editor/includes/settings-template.php:13
Taint Flags:

10 Stabs_index = array();

11 2>

12 <div class="wrap">

13 <a href="http://role-editor.com">

14 <div id="ure-icon" class="icon32"><br></div>

15 </a>

16 <hl><?php esc html e( 'User Role Editor - Options', 'user-role-editor' ); ?></hl>

Package: user-role-editor.includes.classes

Kingdom: Security Features
Scan Engine: SCA (Content)

Sink:
File: user-role-editor/includes/classes/lib.php:389
Taint Flags:

386 <h2>User Role Editor</h2>

387

388 <strong><?php esc_html e('Version:', 'user-role-editor');?></strong> <?php echo
URE_VERSION; ?><br/><br/>

389 <a class="ure rsb link" style="background-image:url (<?php echo URE PLUGIN URL . 'images/
vladimir.png'; ?>);" target=" blank" href="http://www.shinephp.com/"><?php
esc_html e ("Author's website", 'user-role-editor'); ?></a><br/>

390 <a class="ure rsb link" style="background-image:url (<?php echo URE PLUGIN URL . 'images/
user-role-editor-icon.png'; ?>);" target="_blank" href="https://www.role-editor.com"><?php
esc_html e('Plugin webpage', 'user-role-editor'); ?></a><br/>

391 <a class="ure rsb link" style="background-image:url (<?php echo URE PLUGIN URL . 'images/
user-role-editor-icon.png'; ?>);" target=" blank" href="https://www.role-editor.com/download-
plugin"><?php esc html e('Plugin download', 'user-role-editor'); ?></a><br/>

392 <a class="ure rsb link" style="background-image:url (<?php echo URE PLUGIN URL . 'images/
changelog-icon.png'; ?>);" target="_ blank" href="https://www.role-editor.com/changelog"><?php

esc_html e ('Changelog', 'user-role-editor'); ?></a><br/>

Kingdom: Security Features

20250110270 00 9:34
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Insecure Transport: External Link _
Package: user-role-editor.includes.classes

Scan Engine: SCA (Content)

Sink:

File: user-role-editor/includes/classes/lib.php:393

Taint Flags:
390 <a class="ure rsb link" style="background-image:url (<?php echo URE_PLUGIN URL . 'images/
user-role-editor-icon.png'; ?2>);" target=" blank" href="https://www.role-editor.com"><?php
esc_html e('Plugin webpage', 'user-role-editor'); ?></a><br/>
391 <a class="ure rsb link" style="background-image:url (<?php echo URE_ PLUGIN URL . 'images/

user-role-editor-icon.png'; ?>);" target=" blank" href="https://www.role-editor.com/download-
plugin”><?php esc_html e ('Plugin download', 'user-role-editor'); ?></a><br/>

392 <a class="ure rsb link" style="background-image:url (<?php echo URE_PLUGIN URL . 'images/
changelog-icon.png'; ?>);" target=" blank" href="https://www.role-editor.com/changelog"><?php
esc_html e ('Changelog', 'user-role-editor'); ?></a><br/>

393 <a class="ure rsb link" style="background-image:url (<?php echo URE_PLUGIN URL . 'images/
fag-icon.png'; ?>);" target=" blank" href="http://www.shinephp.com/user-role-editor-wordpress-
plugin/#fagq"><?php esc_html e('FAQ', 'user-role-editor'); ?></a><br/>

394 <?php

395 }

396 // end of about ()
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JSON Injection (1 issue)

Abstract
O000000000oOoOoJdsoNO OO0 ooooooooouoooooo JsoNOoOO

Explanation

JSON Injecton0 000 1. 0000000000000 0O00O0O 2200000JSONODODO ODOODOO
gooJsONOOOOOoOooooooJsoNOooopooooooooooooooooooooooo
JSSONOODOOOOOOOOOO RESTHIOOODODOOOOOODOOOOOOOOOOOoOoOoOoOoOoOo O
0000000000000 0JSONDOJSOND OO DOOoDOooDooooboooooobooooo
0000000000000 00Db0DOO0o0o0O0obOooDOoJsONDODoOobOooDoooobOooooo
00000000 JSONInjectionD 000000000 OODOODOODOOJSONDOOOODOODOOOO
000000000000 DO000JSON Injection 0 00O 0O Cross-site scripting 0 Dynamic code [
00001000 JavaScript 00000 jQuery 0000 URLOOOODODO JSONO

var str = docunent. URL;

var urI_check = str.indexO (' name=");

var nane = null;

if (url_check > -1)

name = decodeURI Conponent (str.substring((url_check+5), str.length));
}

$(docunent ). ready(function(){

if (name !'== null){

var obj = jQuery.parseJSON('{"role": "user", "name" : "' + name + '"}");

}

D)

Ooo0o0dO00Onare 000000000000 OJSONOOOOOOOOOOOOODOOOOOOO
JsONOOOoOoooooooooooJsoNOOnoOooooooooooooooodn mallory O
“,Mrole":"adminO000 URLOOOOODOOJSONDOOOO

role":"user"
"username”":"mall ory",
"role":"adm n"

}
0000 jQuery.parseJSON() DO0ODDODOOODDOOODOO obj.role0000 "admin"O OO
O "user"

Recommendation

OO0b0oO0ooOOobooOoboJsoNOOOOoDOOooooboOo10b00b0o0oO0bbOOobOoooOonDDOD JSON
0002000000000 0000bO0ObODOoOoOoOobDOoJsONDObDOOoOoobOobDobobuobOobDo
O0bob0obooboboobOoobo0obobooboOoO02000 JavaScriptD 00000 Exanple 10000
O0b0o00O0obooOobDooboOobooOoboooboobooooJsoNDoooOonooODguestd

var str = docunent. URL;

var url _check = str.indexO (' name=");

var nane = null;

if (url_check > -1) {

nane = decodeURl Conponent (str.substring((url_check+5), str.length));
}

functi on get Name( nane) {
var regexp = /[ A-z0-9]+$/;

E 20250110270 00 9:34
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var matches = name. mat ch(regexp);
if (matches == null){

return "guest";

} else {

return nane;

}
}

$(docunent) . ready(function(){
if (name !'== null){
var obj = jQuery.parseJSON(' {"role": "user", "name" : "' + getNane(nanme) +

)

’DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
oobobooobobooobooo

Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue
Not an Issue
<None>

Analysis

0 1 2
# Issues

8 critical |iHigh ||§Medium |5Low

Engine Breakdown

SCA Weblnspect SecurityScope Total
JSON Injection 1 0 0 1
Total 1 0 0 1

JSON Injection
Package: user-role-editor.js

user-role-editor/js/users.js, line 66 (JSON Injection)
Issue Details
Kingdom: Input Validation and Representation
Scan Engine: SCA (Data Flow)
Source Details

Source: success(0)
From: success
File: user-role-editor/js/users.js:65

62 wp nonce: ure users data.wp nonce,

@ 20250 110270 00 9:34 38
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JSON Injection

Package: user-role-editor.js

63 new role: new role

64 1},

65 success: function (response) {

66 var data = jQuery.parseJSON (response);

67 1if (typeof data.result !== 'undefined') {
68 1if (data.result === 'success') {

Sink: parseJSON()

Enclosing Method: success()
File: user-role-editor/js/users.js:66
Taint Flags: WEB, XSS

63 new role: new role
64 1},

65 success: function (response) {

66 var data = jQuery.parseJSON (response) ;
67 1if (typeof data.result !== 'undefined') {
68 1if (data.result === 'success') {

69 ure post move users command(data);

20250 110270 00 9:34 39
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Often Misused: File Upload (1 issue)

Abstract
0000000000000 oo UooLooooao

Explanation
gboooooooooooooouoooooooooooouonooooooooooooonoon
00do0ooo0o0bOOooooodbOdoDo0ooodbOOoDo0oobOooDOooDoobOooDoooobDOooDooon
000000000 (00O JSPIASPX/PHP) O O DD ODODOOOODODOODOODOODOOODODOO
000000000000 o00DOOooDOWebOOOOOODODODOOODODODOODOOODOOOOOODO
O000000DOO000O0DOO00O0 Path ManipulationCl Command Injection O Dangerous File Inclusion
O0000o00o0DOOoooo0o0oDoDooooooDooDOOooooooDOooDoooon filednO
0O 00000O0oboooobo oo 10
<i nput type="file">
Recommendation
0000O0oo0O0o0DbOO0oOooo0dbOO0DO0o0ob00DOOoDo0oOobOOooDOooDo0obOooDoooOOobOooDoon
00000000bO0oOoo00odbOO0DO0000DOO0oDO00bOO0ODOOoDo0bOoDOoDoOOobOoDOoOon
00000000bO0oOoo0o0o0b0oD0o0o00obOO0oDo00obOooDOoDo0obOooDOooOoOOobOoDOoOon
ooo0oOoooooooon
Issue Summary

Exploitable

Suspicious
Bad Practice
Reliability Issue

Not an Issue '
<None> |
0 1 2
# Issues

B critical |iHigh ||§Medium |5Low

Analysis

Engine Breakdown

SCA Weblnspect SecurityScope Total
Often Misused: File Upload 1 0 0 1
Total 1 0 0 1
Often Misused: File Upload Low

Package: filebird.views.pages.settings

filebird/views/pages/settings/tab-import.php, line 221 (Often Misused: File
Upload)

Issue Details

Kingdom: AP| Abuse
Scan Engine: SCA (Content)

@ 20250 110270 00 9:34 40
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Often Misused: File Upload
Package: filebird.views.pages.settings

Sink:
File: filebird/views/pages/settings/tab-import.php:221
Taint Flags:
218 </th>
219 <tad>
220 <div class="flex-item-center">
221 <input type="file" accept=".csv" id="njt-fb-upload-csv" name="csv_file">
222 </div>
223 <p class="hidden">
224 Choose user folder:

20250110270 00 9:34 41
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Possible Variable Overwrite: Global Scope (2 issues)

Abstract
goodoopoooobooboboobobuoboobon

Explanation

jdddddddddddddddddddddddddddd0dd000000OOOoOoOOo1Oo00O
00000 PHPOOOOODOD str OOODODOOOO nb_parse_str() OO0DOOODOO first O
000000000000 D0000 JavaScriptOOOO0O0O firstOOOOOOODODO Cross-Site
Scripting 0 0 O

<?php

$first="User";

$str = $_SERVER[' QUERY STRING ]:
nb_parse_str($str);

echo $first;

?>

Recommendation

0000OO0000bO00OOo0O0o0bOoDoDOooOo0oObOoDO -obooooooo
nb_parse_str(string $encoded_string [, array &bresult ]) OO0DOOO0OO0OODOOOO
00000000 -00000000 EXTR_SKIPOOO extract(array $var_array [, int
$extract _type [, string $prefix]]) OO0DOD00O0ODOODOODOO0ODOOOO20000000
Onmb parse str() D0O0O0O0O0O0O0OO Exanple 100000

<?php

$first="User";

$str = $_SERVER[' QUERY STRING |:
mb_parse_str($str, $output);

echo $first;

7>

Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue

Analysis

Not an Issue

<None>

# Issues

@ critcal | @Prigh | EFMediom | FLow
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Engine Breakdown

SCA Weblinspect SecurityScope Total
Possible Variable Overwrite: Global Scope 2 0 0 2
Total 2 0 0 2

Possible Variable Overwrite: Global Scope

Package: filebird~*~classes

Kingdom: Input Validation and Representation
Scan Engine: SCA (Structural)

Sink: FunctionCall: extract

Enclosing Method: view()

File: filebird/includes/Classes/Helpers.php:203
Taint Flags:

200 }

202 public static function view( $path, $data = array() ) {
203 extract( $data );

204 ob start();

205 include once NJFB PLUGIN PATH . 'views/' . S$path . '.php';
206 return ob get clean();

Package: filebird~*~controller

Kingdom: Input Validation and Representation
Scan Engine: SCA (Structural)

Sink: FunctionCall: extract
Enclosing Method: loadview()
File: filebird/includes/Controller/Controller.php:20

Taint Flags:
17 if (! file exists( $viewPath ) ) {
18 die( 'View <strong>' . esc html( $viewPath ) . '</strong> not found!' );
19 }
20 extract( S$data );
21 if ( Sreturn html === true ) {

22 ob_start();
23 include once SviewPath;

N
w
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System Information Leak: Internal (1 issue)

Abstract
godooooouoogouooonooooooooogoogog

Explanation
0000000000000 oLOUooUoooOooo OO 1
DDDDDDDDDDDDDDD)DDDD

tp');

var http = require('ht

http. request (options, function(res){

}j:on(' error', function(e)({

console.log(' There was a problemw th the request: ' + e);

1
.D“DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
Jddddddddddddddddd0d0dd0dd000d00d000000000O0OO0O0OOO sQL
inecton0 000000000000 ODODOO0ODODOOODODO Exanple 100000000000
gbouoooooooodououoooooooodooouoooooooooooao
Recommendation
00000o000oo00DoD00oo0oooooo0oo0oo0oDO00ooDooDoUooDO0ooDooDooooOooog
gdouooobooooodooouonooooooooooouonooooooooooouoooon
0000000 DOo00(@OoobOOo0ooo0ooo0HAHTMLODO)YD 00000000 oooooooooon
gboboooooododouooooooooioouooooooooooooooooon
Oood

Issue Summary

Exploitable
Suspicious
Bad Practice
Reliability Issue

Not an Issue !
<None> |
0 1 2
# Issues

@ critical | @ Frigh | = IMedium | FLow

Analysis

Engine Breakdown

SCA Weblnspect SecurityScope Total
System Information Leak: Internal 1 0 0 1
Total 1 0 0 1
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System Information Leak: Internal

Package: filebird.assets.js

Kingdom: Encapsulation
Scan Engine: SCA (Data Flow)

Source: lambda(0)
From: lambda
File: filebird/assets/js/setting.js:639

636
637
638
639
640
641
642

.then((res) => {

JjQuery (this) .next () .text (res.message) ;

)

.catch((err) => console.log(err))

.always (() => {

JjQuery (this) .removeClass ("updating-message") ;

1)

Sink: ~JS_Generic.log()
Enclosing Method: lambda()

File: filebird/assets/js/setting.js:639
Taint Flags: SYSTEMINFO

636
637
638
639
640
641
642

.then((res) => {

JjQuery (this) .next () .text (res.message) ;

})
.catch((err) => console.log(err))

.always (() => {

jQuery (this) .removeClass ("updating-message") ;

1)
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Description of Key Terminology

Likelihood and Impact

Likelihood
Likelihood is the probability that a vulnerability will be accurately identified and successfully exploited.

Impact

Impact is the potential damage an attacker could do to assets by successfully exploiting a vulnerability. This
damage can be in the form of, but not limited to, financial loss, compliance violation, loss of brand reputation,
and negative publicity.

Fortify Priority Order

Critical

Critical-priority issues have high impact and high likelihood. Critical-priority issues are easy to detect and
exploit and result in large asset damage. These issues represent the highest security risk to the application.
As such, they should be remediated immediately.

SQL Injection is an example of a critical issue.

High

High-priority issues have high impact and low likelihood. High-priority issues are often difficult to detect and
exploit, but can result in large asset damage. These issues represent a high security risk to the application.
High-priority issues should be remediated in the next scheduled patch release.

Password Management: Hardcoded Password is an example of a high issue.

Medium

Medium-priority issues have low impact and high likelihood. Medium-priority issues are easy to detect and
exploit, but typically result in small asset damage. These issues represent a moderate security risk to the
application. Medium-priority issues should be remediated in the next scheduled product update.

Path Manipulation is an example of a medium issue.

Low

Low-priority issues have low impact and low likelihood. Low-priority issues can be difficult to detect and
exploit and typically result in small asset damage. These issues represent a minor security risk to the
application. Low-priority issues should be remediated as time allows.

Dead Code is an example of a low issue.



About Fortify Solutions

Fortify is the leader in end-to-end application security solutions with the flexibility of testing on-premise and
on-demand to cover the entire software development lifecycle. Learn more at www.microfocus.com/solutions/
application-security.
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