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Vulnerable JS Library — https://spc.mlc.edu.tw/wp-includes/js/jquery/ui/core.min.js?ver=1.13.1

Vulnerable JS Library — https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/bootstrap/bootstrap-select/bootstrap-select.min.js?ver=2.2.3

Vulnerable JS Library — https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/bootstrap/bootstrap.min.js?ver=2.2.3

Vulnerable JS Library — https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/moment/moment.js?ver=2.2.3

Vulnerable JS Library — https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/wpdatatables/wdt.frontend.min.js?ver=2.2.3

Content Security Policy (CSP) Header Not Set — https://spc.mlc.edu.tw/wp-json/wp/v2/users/189

Content Security Policy (CSP) Header Not Set — https://spc.mlc.edu.tw/wp-json/wp/v2/users/1054

Content Security Policy (CSP) Header Not Set — https://spc.mlc.edu.tw/wp-json/wp/v2/users/433

Content Security Policy (CSP) Header Not Set — https://spc.mlc.edu.tw/wp-json/wp/v2/users/179

Content Security Policy (CSP) Header Not Set — https://spc.mlc.edu.tw/wp-json/wp/v2/users/1177
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1 - Vulnerable JS Library B EBITEERRAL) JS W > EHBHEM Snyk = npm audit RETTHR 21 o
2 - Vulnerable JS Library B ERIARENRAH) IS W - EHEA Snyk = npm audit BETHR2 ©
3 - Vulnerable JS Library BHERITBERRALY JS KU - EIHEM Snyk 5 npm audit BETTHR 2 ©
4 - Vulnerable JS Library B ERIARERRAH) IS WE - EHER Snyk 5 npm audit BETHRM °
5 - Vulnerable JS Library ERERAEERAL) JS WL EHEM Snyk 5 npm audit RETAHR2Y o
6 - Content Security Policy EIERRRE) CSP AZ5R » IRBVBTHAMIA « A H MRS ©
(CSP) Header Not Set
7 - Content Security Policy BIEREIEA) CSP RER » RAIATHAMIZ « st E M EREFOR o
(CSP) Header Not Set
8 - Content Security Policy IRRRIGHY CSP 1REH > IRGIRTEAMIA - SERTOEMERE0SR -
(CSP) Header Not Set
9 - Content Security Policy EIRRISHY CSP B3 > IRGIATRRAMIA « BRXAOEMERA0SET o
(CSP) Header Not Set
10 - Content Security Policy FEARRRIEH) CSP 1298 > IRAVATRARIZ « HRXAEMERIOSCR o
(CSP) Header Not Set
11 - CSP: script-src unsafe- B34 H2A9 Content Security Policy » EEAFFHIEFARIR
inline
12 - CSP: script-src unsafe- #RBE3EAY Content Security Policy » E&EASFHIZRIR
inline
13 - CSP: script-src unsafe- B3 Content Security Policy » EEAFFHIERAKR
inline
14 - CSP: script-src unsafe- EBE3af2AY Content Security Policy » EZAFHIERAR
inline
15 CSP: script-src unsafe- EPEf2AY Content Security Policy » ERASFHIERIR
melUM €SP
16 m Cookie No HttpOnly Flag AFRIASUE Cookie (5Bl Session Cookie) #&7E HttpOnly 14 o
17 Cookie No HttpOnly Flag AFTESUR Cookie (#5712 Session Cookie) :RE HttpOnly 14 o
18 m Cookie No HttpOnly Flag HFFASE Cookie (4532 Session Cookie) &7 HttpOnly &% o
19 m Cookie No HttpOnly Flag BFFAEE Cookie (J55I2 Session Cookie) 2R HttpOnly B4 o
20 m Cookie No HttpOnly Flag AFIASUE Cookie (5Bl Session Cookie) 527 HttpOnly 14 o
21 m Cookie Without Secure Flag %A Cookie 32 Secure B4 » F{RRiEIB HTTPS 3% o
22 Cookie Without Secure Flag ~ #Ff% Cookie &7 Secure BB » BE{RREIAB HTTPS {Fi o
23 m Cookie Without Secure Flag ~ AFi% Cookie RE Secure B » FE{RREB HTTPS 3% -
24 m Cookie Without Secure Flag ~ %Ffi# Cookie 37 Secure Bi4 » B{RRUEIB HTTPS {8 o
25 m Cookie Without Secure Flag ~ %Ff% Cookie & Secure B4 » FE{RREB HTTPS 33 -
26 m Cross-Origin-Resource- SR7E Cross-Origin-Embedder-Policy: require-corp 1258 » 35 HRE RLBAR A LR ©
Policy Header Missing or
Invalid
27 m Cross-Origin-Resource- BR7E Cross-Origin-Embedder-Policy: require-corp 1258 » 35 HRERLBAR AL ©
Policy Header Missing or
Invalid
28 m Cross-Origin-Resource- SR7E Cross-Origin-Embedder-Policy: require-corp 1258 » 35 HRERLBAR AL ©
Policy Header Missing or
Invalid
29 m Cross-Origin-Resource- BR7E Cross-Origin-Embedder-Policy: require-corp 1258 » 35 HRE RLBAR AT LR ©
Policy Header Missing or
Invalid
30 m Cross-Origin-Resource- SR7E Cross-Origin-Embedder-Policy: require-corp 1258 » 35 HRE RLBAR A LR ©

Policy Header Missing or
Invalid
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- Vulnerable JS Library

#001 zap-10003

® HE@EUUE
https://spc.mlc.edu.tw/wp-includes/js/jquery/ui/core.min.js?ver=1.13.1
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EEFRAEAR  EAREMRAEAER o 25 30 XAEE o DRSS ERE NS o LR L
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R D HTTP
BIERMIBERZAE JS KTUE > EHIEERA Snyk 3% npm audit SHERY 8
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zap  plugin-10003

- Vulnerable JS Library
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® HE@EUUE
https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/bootstrap/bootstrap-select/bootstrap-select.min.js?ver=2.2.3
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BIERMIBERZAE JS KIUE > EHIEERA Snyk 3% npm audit P
BETHLRME

zap  plugin-10003

- Vulnerable JS Library

#003 zap-10003

® HE@EUUE
https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/bootstrap/bootstrap.min.js?ver=2.2.3
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BIERMIBERZAE JS KTUE > EHIEERA Snyk 3% npm audit P
BETHLRME

zap  plugin-10003

- Vulnerable JS Library

#004 zap-10003

® HE@EUUE
https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/moment/moment.js?ver=2.2.3
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- Vulnerable JS Library
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https://spc.mlc.edu.tw/wp-content/plugins/wpdatatables/assets/js/wpdatatables/wdt.frontend.min.js?ver=2.2.3
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zap  plugin-10003




Content Security Policy (CSP) Header Not Set
zap-10038
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Content Security Policy (CSP) Header Not Set
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® HE@EUUE
https://spc.mlc.edu.tw/wp-json/wp/v2/users/1054
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Content Security Policy (CSP) Header Not Set
zap-10038

#008 AB5:2021

® HEMEAME
https://spc.mlc.edu.tw/wp-json/wp/v2/users/433

b HERBRHE | RS
- Content Security Policy (CSP) {ZEEIE AR ERE > AIREAFBEW
EEABAEAR - ETRERRAAA R - 5 30 KA - AERRPHT o

P TP

OWASP Top 10 2021

A05:2021 RLWEHRR
FERMTEREE BT BT - 15386 HTTP TIFRRAERT CSP AR5 » IRBIATEAM A  BUHEMEREIR

1RER ~ FHEEEERANEE o R

Content Security Policy (CSP) Header Not Set
A05:2021

#009 zap-10038

® HE@EUUE
https://spc.mlc.edu.tw/wp-json/wp/v2/users/179

O HERBRAE i REReA

ERETAREARR BRI REMBRMASEA o BH5 30 XREE -

Content Security Policy (CSP) {ZBBiE K HREANE > DIAEATEEM
RIEHEPRIT ©

OWASP Top 102021 BERE

A05:2021 RLEEMR
FREMTERDT « FEBDTE « PR TR « $2196 HTTP BIERRIEH CSP 1RHH » IREIFTHARNZ « XA E BRI

1REA ~ SHMESERRAEE o iR e

Content Security Policy (CSP) Header Not Set
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El At
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CSP: script-src unsafe-inline
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CSP: script-src unsafe-inline
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- CSP: script-src unsafe-inline
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OWASP Top 102021
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FRBWTERRE « FRERTE - WRAEIRGEH - H20 HTTP
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i AR
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8o
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EBB3af2HY Content Security Policy » E&AFFHEIRAR

i WARSA
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2o

BERE
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B
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i @R
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8o

BERE

EBE3aH2H Content Security Policy » EZRAFFIEFHIR
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> Content Security Policy 1238 » #8145 S REIEMIZ %5+ A
E

B

EPE3RMEY Content Security Policy » EEAFHIERIE

2ER/Y
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https://www.zaproxy.org/docs/alerts/10055/
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ID : zap-10055
H|E L HTTP
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zap  plugin-10055
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#HRY D HTTP
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zap  plugin-10055
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4B L HTTP
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zap  plugin-10055
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AR
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R HTTP
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- Absence of Anti-CSRF Tokens

#016 zap-10202

® HEMEAGE
https://spc.mlc.edu.tw/2026/07/%e8%8b%97%e6%a0%97%e7%b8%a3114%e5%ad%h8%e5%b9%h4%e5%ba%sa6%e7%89%b9%e6%ae%8a%e6%95%99%e8%82%b2%e6%95%99%e6%9d%90%e8%a8%ad
%e8%a8%88%e6%a f%94%e8%b3%bd%e5%be%97%e7%8d%8e%e5%90%8d%e5%96%ae/

O HERRAE 2R/

BRABEEER BRI REMRRAAER - 2 30 XAE1E

https://www.zaproxy.org/docs/alerts/10202/
MR

ID : zap-10202
R HTTP
HRRY 13 E

zap  plugin-10202

- Absence of Anti-CSRF Tokens

#017 zap-10202

® HE@EUUE
https://spc.mlc.edu.tw/2025/12/%e8%8b%97%e6%a0%97%e7%b8%a3114%e5%b9%b4%e5%ha%ab%e9%81%a9%e6%87%89%eI%ab%94%e8%82%h2%e8%9e%8d%e5%90%88%e 7%b1%83%e7%90%83
%e8%b3%bd%e5%be%97%e7%8d%8e%e5%90%8d%e5%96%ae/

O HERBAE i BARSA it

BEFBREAR BRI REMBRASER - 2% 30 XAE1E

https://www.zaproxy.org/docs/alerts/10202/
FHTEA

(GES2Z OWASP [5) ID : zap-160202
]/ HTTP
BIRRY 1358

zap  plugin-10202

- Absence of Anti-CSRF Tokens

#018 zap-10202

® HEBUUE
https://spc.mlc.edu.tw/2024/12/%e8%8b%97%e6%a0%97%e7%b8%a3113%e5%b9%b4%e5%ha%ab%e6%bbsbe%e7%90%83%e6%a f%94%e8%b3%bd%e5%be%97%e7%8d%8e%e5%90%8d%e5%96%ae
/

O HERBAE 2E8/E
- https://www.zaproxy.org/docs/alerts/10202/
ERTAREARR  ErIRHEMBRMASEA o BH5 30 XAEE - A

ID : zap-10202

R HTTP

BIRRH C 1368

zap  plugin-10202

- Absence of Anti-CSRF Tokens

#019 zap-10202

® HEMALE
https://spc.mlc.edu.tw/2026/06/115%e5%b9%b4%e5%ba%ab%e6%a0%a 1%e5%a4%96%e5%b0%88%e5%ae%sb6%e6%Ia%as%e8%89%a fse5%h8%ab%e5%85%b8%e 7%a f%84%e6%94%a f%e6%8 f%sb4
%€8%h3%87%€5%84%aa%e6%95%99%e8%82%b2%€6%96%b9%e6%a 1%88 - %e5%9 c%8b%e9%9a%9b/

O HERARS S i WARSA Rt
- (FRELL https://www.zaproxy.org/docs/alerts/10202/
BEFAREAR » ERIREMRRESER o 2% 30 XrusE o Rk BwAR
(358% OWASP ID : zap-10202
A I HTTP
BRRY 13K

zap  plugin-10202

- Absence of Anti-CSRF Tokens

#020 zap-10202

® HE@UUE
https://spc.mlc.edu.tw/2026/06/115%e5%b9%b4%e5%ba%ab%e6%a0%al%e5%a4%96%e5%b0%88%e5%ae%b6%e6%Ia%a8%e8%89%a fse5%b8%ab%e5%85%h8%e 7%a f%84%e6%94%a f%e6%8 f%shb4
%€8%b3%87%e5%84%aa%e6%95%99%e8%82%b2%e6%96%b9%e6%a 1%88 - e f%bc%8d - se5%b8%ab/

O HERRS S 2E/H

BEABREAR BRI REMBRAESGER - 25 30 XAEE

https://www.zaproxy.org/docs/alerts/10202/
BiEMR

15 ) ID : zap-10202
R . HTTP
BRRY 138

zap  plugin-10202



- Sub Resource Integrity Attribute Missing

#021 zap-90003 A03:2021

® HEMEAGE
https://spc.mlc.edu.tw/wp-content/themes/happykids/front/js/jquery.prettyPhoto.js?ver=1.0

2ER/Y

https://owasp.org/Topl0/
https://www.zaproxy.org/docs/alerts/90003/

o HERRS S

BEFBREAR BRI REMBRAESGER - 25 30 XAEE

g EA
OWASP Top 102021
A3:2021 FARKE 1D : zap-90003
WREFEZRLXBEEN > 1SQL 0S &< + XSS o AJAEEH ] L HTTP
EHRIFEE ~ ARHRGAR o BHRRY 1258

zap  plugin-90003

- Sub Resource Integrity Attribute Missing

#022 zap-90003 = A03:2021

® HE@EUUE
https://spc.mlc.edu.tw/2026/07/%e8%8b%97%e6%a0%97%e7%b8%a3114%e5%ad%b8%e5%h9I%b4%e5%ba%ab%e7%89%b9%e6%ae%8a%e6%95%99%e8%82%h2%e6%95%99%e6%9d%90%e8%a8%ad

%€8%a8%88%e6%a f%94%e8%b3%bd%e5%he%97%e7%8d%8e%e5%90%8d%e5%96%ae/

O HERRAE i WERA 2xEY
- (FBZE; = https://owasp.org/Topl0/
https: . .org/d I 90003
BEARREAR - SRR MRREAR - R 30 Kl - R EpS:// 1 2aproxy - 0rg/docs/alerts/90003/
; RWEM
OWASP Top 102021 (35
AB3:2021 FARKE ID : zap-90003
WEE M EERATREER » 1SQL ~ OS5 ~ XSS © FIAEEH BB L HTTP
BERFEI - BRAAREAR o BERY: 128

zap  plugin-90003

- Sub Resource Integrity Attribute Missing

#023 zap-90003 = A03:2021

® HEMALE

https://spc.mlc.edu. tw/2025/12/%e8%8b%97%e6%a0%07%e 75bB%a3114%e5%h9%b4%e 5%ba%abse9%81%a0%e6%6 7%69%e 9%ab%04%e8%82%h2%e8%9e%Bd%e 5 75b1%83%€7%90%83
%€e8%b3%bd%e5%be%97%e7%8d%8e%e5%90%8d%e5%96%ae/
O HERABRAE i mAREA -t
- (GHRELAE 4) https://owasp.org/Topl0/
https:/ /v .org/docs/alerts/90003

BRFREEAR - (TR RHAA A 3 30 Kevts o -t P/ /i, zaproxy . org/docs/alerts/80003/
OWASP Top 102021 (382 OWASP RWAR

A03:2021 EATHEE 1D : zap-90003

WEEAEERXTRER > 401 SQL ~ 0S &< ~ XSS © AIAEEE R HTTP

R BERAGAR - SERE 128

zap  plugin-90003
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