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Windows 3Z#£hR75(25.2.6.442)

Windows Server 2025,2022,2019,2016,2012 R2
Windows Server Core 2025,2022,2019, 2016
Windows Storage Server 2016,2012 R2
Windows 8.1, 10, I

« RXIR64AITT




Windows Legacy Plus 2 #EhRZ(23.x)

Windows Server 2012,2008 R2 SP1
Windows Server Core 2012
Windows Storage Server 2012
. 7 SPI1,8
AWASOTE 32/64bit

o HIMBLIMAZZEREK - BHRISsoc@corecloud.com.ew RENZEKAG




Windows Z3LEE 3K

SentinelOne 7% [ ZEZHELEIRAE - ABEXZIFTLS 1.0/1.1 BFHIHE - I Windows 2012 R2 (&)
PUMNImEa T LR L FKB

Windows 7 SPI,Windows Server 2008 R2: Windows Server 2012

- KB3042058
- KB3042058
- KB3140245
- KB3140245 .
Windows Server 2012 R2:
- KB3020369 KB29| 9355
- KB3033929

- KB2919442




Windows &Zit&E3k

HlSentinelOneZ K S L ERIELR - o] LUERIIS Cryptot & i 53 CipherSuite A & 2 & I RITLS 1.2
NASESEENE

. TLS_ECDHE_RSA WITH_AES_ 128 GCM SHA256
. TLS_ECDHE_RSA WITH_AES 256 GCM SHA384
. TLS DHE RSA WITH_ AES 128 GCM SHA256

. TLS_DHE DSS_WITH_AES 128 GCM_SHA256

. TLS_DHE RSA WITH_AES 128 GCM_SHA256

. TLS_DHE RSA_AES 128 GCM_SHA256

. TLS_DHE RSA_ AES 256 GCM _SHA384

£ ZWindows 2012 R28 DL NEEBIRY :
« TLS ECDHE RSA WITH_AES 128 CBC SHA256

. TLS_ECDHE_RSA WITH_AES_ 128 CBC_SHA
. TLS_ECDHE_RSA WITH_AES 256 CBC_SHA




Linux 2 EhR7A5(26.1.1.31-64bit)

AlmaLinux 10.1, 10, 9.7, 9.6 RHEL10.1,10,9.7,9.6

AlmaLinux 9.5 RHEL 9.5

RHEL 9.4
AlmaLinux 9.4

RHEL 9.3,9.2,8.9
AlmalLinux 9.3, 9.2

RHEL 8.10
AlmaLinux 8.10

RHEL 8.8
AlmaLinux 8.8

RHEL 9.1,9.0,8.7-8.0,7.9-7.0,6.10- 6.4

Almalinux 9.1, 9.0,8.7,8.6,8.5,8.4
Note: On RHEL 8.1 only, for Kernel version 4.18.0-147, a soft lockup might occur when the Agent uses eBPF.

Amazon Linux 2023.10, 2023.9, 2023.8 )
Rocky Linux 10.1, 10, 9.7, 9.6

Amazon Linux 2023.7, 2023.6, 2023.5

Rocky Linux 9.5
Amazon Linux 2023.3 Rocky Linux 9.4
Amazon Linux 2023.1, 2023 Rocky Linux 9.3,9.2
Amazon Linux 2, AMI 2018, AMI 2017 Rocky Linux 8.10
Cent058.5-8.0,7.9-7.0,6.10- 6.4 Rocky Linux 8.8
CentOS Stream 9 Rocky Linux 9.1, 9.0,8.7,8.6,8.5,84

« RHEL 8.1 for Kernel version 4.18.0-147 & 5Zr4E




Linux 23 EhR7A(26.1.1.31-64bit

Ubuntu 24.04.4, 24.04.3

Debian 13.3, 13.2, 13.1, 13.0,12.13,12.12,12.11 CloudLinux Shared v8, vé*
Ubuntu 24.04.2 Fedora 42
Debian 12.10, 12.9
Ubuntu 24.04.1, 22.04.5 Fedora4l
Debian 12.8, 12.7, 12.6
Ubuntu 20.04.6 Fedora 40
Debian 12.5 Ubuntu 22.04, 20.04, 18.04, 16.04, 14.04 Fedora 39,38
Fedora 37, 36,35
Debian 12.4 SUSE Linux Enterprise Server 15 sp7

Miracle Linux 8, 9

Debian 12.2, 12.1, 12 SUSE Linux Enterprise Server 15 sp6é

Oracle 10.1, 10, 9.7, 9.6
SUSE Linux Enterprise Server 15 sp5

Debian 11.9 Oracle 9.5

SUSE Linux Enterprise Server 11 sp4

Debian 11.8,11.7, 10.13 Oracle 9.3,9.2,8.9

SUSE Linux Enterprise Server 15.x, 12.x
Oracle 9.1,8.8

Debian 11.11, 11.10 Scientific Linux 7, 6 Oracles 10

Debian 11, 10, 9,8 Virtuozzo 7 Oracle 9.0,8.7-8.0,7.9 - 7.0, 6.10, 6.9




Linux S2iEhR2<(26.1.1.31-ARM)

AlmalLinux 10.1, 10, 9.7

AlmaLinux 8.10

AlmaLinux 8.8

AlmalLinux 9.1,9.0,8.7,8.6

Alma Linux 9.3, 9.2

AlmaLinux 9.4

AlmaLinux 9.5

Amazon Linux 2

Amazon Linux 2023.10, 2023.9, 2023.8

Amazon Linux 2023.1, 2023

Amazon Linux 2023.3

Amazon Linux 2023.7, 2023.6, 2023.5

Cent05 8.3

Debian 11, 10

Debian 11.11, 11.10

Debian 11.8, 11.7,10.13

Debian 11.9

Debian 12.10, 12.9

Debian 12.2,12.1,12

Debian 12.4

Debian 12.5

Debian 12.8,12.7,12.6

Debian 13.3,13.2,13.1, 13.0, 12.13, 12.12

Fedora 42

RHEL 10.1, 10

RHEL 8.10

RHEL 8.8

RHEL9.1,9.0,8.4-8.7

RHEL 9.3,9.2,8.9

RHEL 9.4

RHEL 9.5

RHEL 9.7, 9.6




Linux S2iEhR2<(26.1.1.31-ARM)

Rocky Linux 10.1, 10, 9.7

Rocky Linux 8.10

Rocky Linux 8.8

Rocky Linux 9.1, 9.0,8.7, 8.6

Rocky Linux 9.3, 9.2

Rocky Linux 9.4

Rocky Linux 9.5

SUSE 15 sp5

SUSE 15 spé

SUSE 15 sp7

SUSE 15.x

Ubuntu 20.04.6

Ubuntu 22.04, 20.04, 18.04

Ubuntu 24.04.1, 22.04.5

Ubuntu 24.04.2

Ubuntu 24.04.4, 24.04.3




Linux 243K

[charles@sl-ubuntu:~$ cat /proc/cpuinfo

processor 8

vendor_-id : GenuineIntel

cpu family 3 G

model : 63

model name : Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz
stepping .

microcode : 0x43

cpu MHz 23995998

cache size ¢ 15360 KB

physical -id 0

siblings i

core 1id SO

cpu cores ol

apicid 0

initial apicid 0

fpu . yes

fpu_exception . yes

cpuid level 2 alls

wp 1 yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush mmx fxsr sse sse2 ss syscall nx pdpelgb rdtscp lm constant_tsc arch_perfmon no

pl xtopology tsc_reliable nonstop_tsc cpuid pni pclmulqdg ssse3 fma cx16 pcid sse4_1 sse4_2 k2apic movbe popcnt tsc_deadline_timer aes xsave avx fl6c rdrand hypervisor lahf_1lm
abm cpuid_fault invpcid_single pti ssbd ibrs ibpb stibp fsgsbase tsc_adjust b i2 invpcid xsaveopt arat md_clear flush_1l1d arch_capabilities

bugs : cpu_meltdown spectre_vl spectre_v2 spec_store_bypass 11tf mds swapgs itlb_multihit
bogomips : 4799.99

clflush size : 64

cache_alignment : 64

address sizes : 43 bits physical, 48 bits virtual

power management:

o FEIE sse4 2 IETEE (W17 cat /proc/cpuinfo HEFREE A ssed |, ssed 2)
* Hyper-V 58] Processor compatibility mode




macOS ZEhRZA (25.4.2.8594)

14.8.5

14.7.8,14.8,14.8.1, 14.8.2

14.7.4,14.7.6
Tahoe 26.0,26.0.1,26.1,26.2,26.3.26.4,26.4.1, 26.5
14.7.2,14.7.3
15.7.5,15.7.6,15.7.7
14.7.1
15.6.1,15.7.1,15.7.2 Sonoma
Sequoia 147
15.3,15.3.1,15.3.2,15.4,15.5,15.6
14.6.1
15.0,15.0.1,15.1,15.1.1,15.2
14.6

14.2,14.2.1,14.3,14.3.1, 14.4,144.1, 14.5

14.0,14.1,14.1.1,14.1.2




JEARIPIIIE

apnel-corecloud.sentinelone.net 13.214.7.46

ioc-gw-prod-ap-southeast-1-1a.sentinelone.net

ioc-gw-prod-ap-southeast-1-1b.sentinelone.net 13.213.141.141

dv-ap-southeast-1-prod.sentinelone.net >4.255.48.3
443
52.77.16.253
file-services.apl.sentinelone.net 18.143.88.135

18.142.147.252

» 2% EH Domain FREZE M K&




JE ARIPIIIE

WEETI 2 2 FE AR 75

SMTP TCP-25
54.179.96.191
SMTP SSL/TLS 54.169.96.95 TCP-465 / TCP-587
13.228.31.64
Syslog 13.215.6.156 UDP-514
13.214.82.155

Syslog over SSL TCP-6514
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Windows - Step 1

- A FHREAFEEEERIATISSF 2 LNE  STREZREHFIERKEETEMNRK -

” %% agent-installer.exe 2021/12/1 M5 0549 EEE 118 8NA KR

E‘;@ Skype SF
Scan for threats
REBAHRESE®Y)
I EIREBEEP)

A o~ e .

E0




Windows - Step 2

1.

2.

F R %etemp%\CoreCloud Bl (G2 GPO IRIARIES
CA\Windows\Temp\CoreCloud)

&0 InstallerLog.txt A&
-  EENZNERZERI

. *Result : Installation Successful.

c:\Program Files\SentinelOne\Sentinel Agent .

— HiiEFR AN TP 172.17.2.203:50556  13.214.7.46:443

« netstat -ano | findstr 13.214.7.46 #&:3 2 S BESTABLISHEDE 11 :E 47
- tasklist | findstr SentinelAgent.exe HERZIZN B EBENT
- FHILFEESER

‘ SentinelStaticEngineScanner.exe
_ SentinelStaticEngineScanner.exe
i SentinelStaticEngineScanner.exe
‘ SentinelStaticEngine.exe

‘ SentinelServiceHost.exe

i) SentinelHelperService.exe
I SentinelagentWorker.exe
il sentinelAgent exe

stat -anolfindstr

1116
4704
2932
3020
3012
2836
4940
3052

2888348484859

L
il

“TABL 1SHED

St St L L L
| | | e |

S,
il

44448488

3460

13.214.7.46




Windows [# &5

1. &hF %templ%\CoreCloud\sllLog.txt BB FMETER (G2 A GPO IREABER !
CA\Windows\Temp\CoreCloud)

2. MAFEB®RE

—  C\Users\*\Documents\afterSentDocuments\*

—  C\Users\*\AppData\Local\afterSentDocuments\*
—  C\Program Files\SentinelOne\*

—  C\ProgramData\Sentinel\*

—  C\ProgramData\CoreCloud\*

—  C\Users\*\AppData\Local\Temp\CoreCloud\*

—  C\Windows\Temp\CoreCloud\*

—  C\Documents and Settings\All Users\Application Data\Sentinel\*
—  C\Windows\Temp\Sentinellnstaller*.msi

—  C\Windows\Temp\SentinelOnelnstaller*.exe

—  C\Windows\System32\drivers\SentinelOne\*




4
\
111X

2

HRCAE{4E Core Cloud Tech.



Linux - Step 1

. 15 B HENE BE B AR 5 FAroot#E PR 1T CoreCloud-Install-(rpm/deb).sh -

[[root@sl-centos ~]# unzip Linux_ZEE1& .zip
Archive: Linux_&Zfg.zip
inflating: CoreCloud-Install-rpm.sh
inflating: s1_linux.rpm
[[root@sl-centos ~]#[5h CoreCloud-Install-rpm.sh
Setting registration token...
Registration token successfully set
Starting agent...
Agent is running
[root@sl-centos ~]# I




L
tcp

Linux - Step 2

- fERrootHT1EZ :
netstat -antp | grep 13.214.7.46

- B¥}13.214.7.46 :443 $£1715843 (Established) RIFRTRZE/MIN - A1 N E

WARFERN - 55 Higs LAZEm

-Cent0S6 ~]#|[netstat -antplgrep 13.214.7.46|

0

@ Li2 17 2 13635480

13.214.7.46:443

- ARARIERBEERS

ESTABLISHED

30423/sl1-network




Linux BRES

NSRS
— Redhat/CentOS/Oracle Linux 7+, SUSE 12 & 15, Fedora 25+ , Amazon Linux 2

* /opt/sentinelone/*

« Jusr/lib/systemd/system/sentinelone.service

» /sys/kernel/debug/tracing/events/kprobes/s1*/*

« /sys/kernel/debug/tracing/events/kprobes/enable

+ /sys/kernel/debug/tracing/events/kprobes/filter

— Redhat/CentOS/Oracle Linux 6.4 - 6.10, Amazon Linux
« /opt/sentinelone/*

« /etc/init.d/sentineld




Linux BRES

NSRS
— Ubuntu 15.04+ , Debian 8+

/opt/sentinelone/*
/var/lib/dpkg/info/sentinelagent.*
/usr/lib/systemd/system/sentinelone.service
/sys/kernel/debug/tracing/events/kprobes/s1*/*
/sys/kernel/debug/tracing/events/kprobes/enable
/sys/kernel/debug/tracing/events/kprobes/filter

— Ubuntu 14.04 (non-systemd)

/opt/sentinelone/*
/etc/init.d/sentineld
/var/lib/dpkg/info/sentinelagent.*
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macOS- Step 1

- 1B BRAEE RE B 4 I 1 FHsudo# 1T7CoreCloud-Install-macOS.sh -

R

= k-Pro in ~/Downloads/InstallationGuide
$ unzip macOS_&TZEE .zip
. s BH .

inflating: CoreCloud-Install-macOS.sh
inflating: sl1_macOS.pkg

# charles @ Charless-MacBook-Pro in ~/Downloads/InstallationGuide
[$ sudo sh CoreCloud-Install-macOS.sh
Password:

installer: Package name 1is SentinelOne
installer: Installing at base path /
installer: The install was successful.




macOS - Step 2

- FRARRIERRE > TEEHETE

& Notifications Reminders

W Sound
— & 4 Photos
& Focus

rv—

"®! Screen Time B Bluetooth

8 General &8 Microphone

¢ Appearance

= | Camera
(&) Accessibility

Control Center HomeKit
®» Siri & Spotlight

Ml Speech Recognition
" Privacy & Security s op g




macOS - Step 3

- N2 EEFAEE T A ZE SentinelOne Extensions.app -> £ &F SentinelOne Extensions

Security

Allow applications downloaded from
App Store
® App Store and identified developers

System software from application “SentinelOne Extensions.app” was
blocked from loading.

“"SentinelOne Extensions” Would
Like to Filter Network Content

All network activity on this Mac may be
filtered or monitored.

Don’t Allow




macOS - Step 4

. REMRIBAE > TR > BEY

Privacy & Security
< Full Disk Access

| Contacts
Q Allow the applications below to access data like Mail, Messages, Safari,
Home, Time Machine backups, and certain administrative settings for all

@ Netaa users on this Mac.

& VPN [*] fetserveti2

Calendars

'@ -
2 Wi-Fi Reminders
% Bluetooth

@ Network Photos

€ T Notifications FortiClient
& VPN

’-i”»S‘ Sound
C Focus

Bluetooth

1’ " ~» Google Software Update
& Notifications

= Microphone
®) Sound

€ Focus { Camera

f Screen Time sentineld

@ General sentineld_helper

f Screen Time
HomeKit
© Appearance

General sentineld_shell

@ Accessibility
Control Center ] sshd-keygen-wrapper

(D Speech Recognition
Appearance

@ Accessibility Media & Apple Music

@ control Center ® Siri & Spotlight @ i

Files and Folders m 5 s
® Siri & Spotlight @ Privacy & Security 7

W Privacy & security B Full Disk Access

Focus

(= Desktop & Dock




macOS - Step 5

* ¥ Command + shift + G,

- #i A /Library/Sentinel/sentinel-agent.bundle/Contents/MacOS/#&#&Zenter, EiEAE={EFEX Al
Af,

e W = ™ MacOS

Recents sentinel_helper

Applicati... [~ 1 sentinel_shell

/Library/Sentinel/sentinel-agent.bundle/Contents;

= PR _ =
Desktop sentinel-uninstall-notifier

i n
Library > Sentinel > sentinel-agent.bundle > Contents > MacOS Documents SentmelAge .

[~] sentinelctl
Downloads sentineld

[~ ] sentineld_browser_host
[~ ] sentineld_guard

< iCloud Dri... s

sentineld_helper

=9 Shared sentineld_shell

[~ ] sentineld_updater

SentinelRanger
Network




macOS - Step

° EXIESTREEHIE

< Full Disk Access

Allow the applications below to access data like Mail, Messages, Safari,

Home, Time Machine backups, and certain administrative settings for all

R users on this Mac.

& VPN
| o W "] fetservetl2

’E Notifications

@ sound l FortiClient

T
%

Google Software Update
Screen Time

sentineld
General

@ Appearance sentineld_helper

® Accessibility sentineld_shell

Control Center

® Siri & Spotlight sshd-keygen-wrapper

W Privacy & Security ) Terminal

= Desktop & Dock

A

Displays
. Wallpaper
. Screen Saver

g Battery




macOS - Step 7

* {EAroot#ITIES :
netstat -ant | grep 13.214.7.46

- B¥ 13.214.7.46 :443 #1158 4R (Established) BIFRTRZEMIN - MM FNE - EEEBIEFRERS
W AR - EHh4S T AZRM

-MacBook—-Pro:~ mh$[netstat —ant [ grep 13.214.7.46]

tcp4 %) e 172.17.1.11.53830 13.214.7.46.443 | ESTABLISHED|




macOS [

- MAEBRE
— /Library/Sentinel/*
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ﬂlﬁa MJATA

s PR ERE—(ERET LIRS

« WERAD EMN =
=, GPORE I 3k o
- LIADEBEIRIEE

BRI (B Eeveryoned[:ER )

/\ADHHE I 4w EEGPO

(GPO %'ZM\EQEE SRE -h‘fé/f\ 1 E8 ¥ﬁf§ ] | |)

BRI - SR B

s RERHBREE

- MFEZRNAERY - FTIL#H1Tgpupdate /force
— REIEZEHIRT - BEHS AL

-E%EJ/L,\EQ}FEEASentme Portal. |-7f B A IIREE - S IE KGR
LM Imeh R fnetstatie 18| 25 B E B4




agent-installer.e
xe
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#IEGPO

& EER #HER

mEN REW) Z=EH)

Y IEREIEICEIR G
H BERREsE test.coreclond.com.iw
a g4 ﬁﬁ%t;;t.corecluud.com.m |:'ﬁ$§ I Eﬁgfmﬁéﬁgﬁumﬁ| T I |§Jﬁi |
’ % test corecloug - SEE S IEEDIEes GPO - EXEEEEZEER -
= Defad || EEEEMTEI GPO WEEEC)..
w Sentin EEE|HER GPO(L)...
\EE r
Dg;‘g; ) Eﬂﬁiﬁﬁéﬂﬁﬂﬁﬁu ﬁl’j E = (& 3% P ZIIGPO .
A
= pe B EEENEEG). TEsL.COrecio..
= De EEESEE(N)
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1= IE R IkZE AV 15 (Domain)

B R EE
B BEP  EEA &EN BB EREH
= =E &

82 Authenticated Users

5l BERRIEE Sentinel
4 _ﬁ Ej?f- test.corecloud.com.tw SEf: spepmy I e I =i | sEB GRS
4 _% HEi L ) > m =)
A _-}F'j test.corecloud.comt||| © - . |
# Default Domain | EERUSERETESEL: test.corecloud.com.tw v|
g Sentine| THEe EERESENSERIER GPO():
i 2] Domain Controllg
b 5 BEERmS s “ &5 @ HAEE EE
S WMIEES & test.corecloud.com.tw = £ test.corecloud.com.tw
v CE AF3GPO
R
o BHEREIER 1
o mEEnES e
EE GPOMEEREERSITMIES - EHEREERE):
=E -

| 5E(D)...

Sk
1

}
Lk}
=1

WMI Ehi%
{8 GPO SELE T WM SZEW):

|{ﬂ:- W

S




HE

\EE

ALL

FE#

ZHIMRREY EHE -

F &bk

4 BAFRSE 9] x
4 EEP DER RSV BEW  SBEH) X
o= zE G
5l BERRIEE Sentinel
4 _ﬁﬁ?ﬁ:te&t.curecluud.cnmm sEte Eiﬁlﬂ:ﬁﬂl?ﬁﬁ I?fffﬁ |
a [ #E
4 g test.corecloud.com.t L
EEEUEETES(: W

# Default Domain |
i Sentinel
i 2] Domain Controllg
I :J BEREmE
S WM EES
b L5 AFIGPO
o BHEREIER
g #4EFERIZER

|test.cnrec|nud.cnm.hv

T2 - EREESEUCEREIERE GPOM):

s “ =El BAEE  BE

& test.corecloud.com.tw = 2 test.corecloud.com.tw
3R EnE
EE GPO EREREEREITFIEE - EHERERS):

=8
82 Authenticated Users

— (FR)FMAETZARBIIERER

E X 8EUser | Computer

| 5E(D)... |

BHEEMOUT £8Pk

WMI i
£ GPO SEEZITF WML EFEEW):

|{ﬁ:- W




HE

SEE T

ALL

FE#

ZHIMRIREL EHE - 18 EIREE

! A EHEE o X
4 EEP DER RSV BEW  SBEH) X
o= zE G
H FEREAIEE Sentinel
4 _ﬁ E%:te&t.curecluud.cnmt«u sEte SR I?ﬁﬁ I?fffﬁ |
a [ #E
4 g test.corecloud.com.t T .
# Default Domain | EERUSERETESEL: |test.cnrec|nud.cnm.hv W
i/ Sentinel FrES - EERESSENEEEIERE GPOT):
i 2] Domain Controllg
b 5 BEERmS s “ BEH @ EEHEEZE  BE
5 WMIErES '}F'j test.corecloud.com.tw = £ test.corecloud.com.tw
v CE AF3GPO

i BHEEEED
i muEEnRE

4 HhEnisE
EE GPO EREREERE T FIEE - EHEEERS)

Eﬁfuthenticated Users ’ (ﬁ Ex)ﬁﬁﬁﬁ[’ﬁ‘)\ mﬁﬁﬁiﬂgﬂ%
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EFiE - pe cae '
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1k 3
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5 WM ETEE
b (3 AR GPO ERANSZERER @EHE: ERCESRONEEL - 1.3538 T4 EERY |
@
Y BEEFEER MEER0):
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