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» Tag Scope

Name Blocks Size

dispatch thunk of Foundation.JSONDecoder.decode<A where A:
dispatch thunk of Swift.Decoder. container<A vhere AL: Swift.Ch
Suift.String. replaceSubrange<A where A: Swift.Collection, A.E.
(extension in Foundation) :Swift.StringProtocol. replacingdccurral
(extension in Foundation) :Swift.StringProtocol.data(using: (exa
(extension in Foundation) :Swift.StringProtocol. range<A where A 1

10854 procedures

>
>
>
>
>
>
>

>

Background analysis end

dataflow
dataflow
dataflow
dataflow
dataflow
Analysis
Analysis

analysis
analysis
analysis
analysis
analysis
pass 10/1
pass 11/1

Last pass done

>>>

of
of
of
of
of

1

procedures
procedures
procedures
procedures
procedures

Ao 2w
My o s

in
in
in
in

BpEE AR

TEXT

segnent _
_DATA_CONST

segnent
segment __DATA

segment __LINKEDIT
segment External Symbols

remaining prologs search
searching contiguous code area

Q- AE§|

P Tag Scope
Name Blocks Size

type metadata

type metadata

type metadata

type metadata

accessor
accessor
accessor

for Foundation.URLRequest
for Foundation.JSONDecoder
for Foundation.CharacterSet
accessor for Foundation.Notification
type metadata accessor for Foundation._DataStorage
Foundation.URL.absoluteString.getter : Swift.String
type metadata accessor for Foundation.URL

type metadata accessor for Foundation.Data.RangeReference
type metadata accessor for Foundation.Date

type metadata accessor for Foundation.UUID

type metadata for Foundation.Locale

type metadata accessor

accessor
for Foundation.IndexPath
type metadata accessor for SwiftUI.ModifiedContent
type metadata accessor for SwiftUI._Viewdodifier Content
type metadata accessor for Dispatch.DispatchorkItenFlags
type metadata accessor for Dispatch.DispatchQoS
Swift.Dictionary.description.getter : Swift.String
type metadata accessor for Swift.Dictionary
type metadata accessor for (extension in Foundation) :Swift
Swift.String. init<A>(describing: A) -> Swift.String
Suift.String. replaceSubrange<A where A: Swift.Collection, A..
type metadata accessor for Swift.Array
Swift,KEY_TYPE_OF_DICTIONARY_VIOLATES_HASHABLE REQUIREMENTS|
SecRandonCopyBytes
dispatch_resume
sqlite3_changes
swift_arrayDestroy
swift_beginAccess
swift_endAccess
swift_unknownObjectWeakDestroy
Foundation. URLRequest. httpMethod.setter :
10854 procedures

Swift.String?

>
>
>
>
>
>
>

>

dataflow
dataflow
dataflow
dataflow
dataflow
Analysis
Analysis

analysis
analysis
analysis
analysis
analysis
pass 10/1
pass 11/1

Last pass done
Background analysis ended in 12893ms
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210000 b01

procedures
procedures
procedures
procedures
procedures

ed in 12893ms

in
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in
in
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segment __TEXT
segment __DATA_CONST
segment _DATA

segment __LINKEDIT
segment External Symbols

remaining prologs search
searching contiguous code area
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Name

Swift.KeyedDecodingContainer. decode(_: Swift.String.Type, fo
Swift.KeyedEncodingContainer.encode(_: Swift.String, forkey: A..
Swift. KEY_TYPE_OF DICTIONARY_VIOLATES_HASHABLE_REQUIREMENTS (Any.
dispatch thunk of Swift.Decoder.container<A where Al: Swift.Co..
dispatch thunk of Swift.Encoder.container<A where Al: Swift.Co.
(extension in Swift):Swift.CodingKey.description.getter : Swif..
(extension in Swift):Swift.CodingKey.debugDescription.getter
CFPreferencesCopyKeyList

SecCertificateCopyKey

SecKeyCopyExternalRepresentation

SecKeyGetBlockSize

SecTrustCopyKey

static (extension in SwiftUl):SwiftUL.Viewodifier. makeView(m.
static (extension in SwiftUI):SwiftUl.Viewodifier. makeViewli..

dispatch thunk of Foundation.JSONDecoder.decode<A where A: Swi.

StoreKit. Transaction. purchasedQuantity.getter : Swift.Int
swift_unknownObjectWeakCopyAssign
swift_unknownObjectweakCopyInit

swift_unknownObjectWeakDestroy

10854 procedures

Blocks Size

> dataflow
> dataflow
> dataflow
> dataflow
> dataflow
> Analysis
> Analysis

analysis of procedures in segment _TEXT

analysis of procedures in segment __DATA_CONST
analysis of procedures in segment __DATA

analysis of procedures in segment _LINKEDIT
analysis of procedures in segment External Symbols
pass 10/11: remaining prologs search

pass 11/11: searching contiguous code area

> Last pass done

Background

analysis ended in 12893ms
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CODE

IPA BINARY ANALYSIS
EERBES

PROTECTION

B
Fy

STATUS

SEVERITY
True

DESCRIPTION

SIGNATURE

True

ENCRYPTED

PIE

True

RPATH

True

STACK CANARY

True

SYMBOLS

True
STRIPPED

True
NX

True

Search:
memory corruption vulnerabilities.

The binary is compiled with Automatic Reference Counting (ARC) flag. ARC is a compiler feature that provides
This binary has a code signature.
This binary is encrypted.

autematic memory management of Objective-C objects and is an exploit mitigation mechanism against

executable.

The binary has NX bit set. This marks a memory page non-executable making attacker injected shellcode non-
@rpath.

The binary is build with -fPIC flag which enables Position independent code. This makes Return Oriented
Programming (ROP) attacks much maore difficult to execute reliably.

The binary has Runpath Search Path (@rpath) set. In certain cases an attacker can abuse this feature to run
function return.

arbitrary executable for code execution and privilege escalation. Remove the compiler option -rpath to remove
Debug Symbols are stripped

This binary has a stack canary value added to the stack so that it will be overwritten by a stack buffer that

overflows the return address. This allows detection of overflows by verifying the integrity of the canary before

16:20
x5 8B Hr KB
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iPhone-
iPhone-
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mobile root# grep -r
private/var/mobile root# grep -r
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e E 24em (L1~12~13)
LRI AR

(1) AFHFRY AN LTFEHRPTLS 1.2 () M imikt ?}T@i@%?’f
dodn DA Rl e A tkpI AR TF A2 B EAMGRIAE -

(2) W h i ® 258 7 W3 2457 0k B 5220485 (5 ) 2 2 RSA4
BB SR B4R R R G224 (7)) M 2 FFRFE SR A A
# (Elliptic Curve Cryptography) - 4ci TE_| Bl & AR A%
"E R R EAERPIAE -

(3) MAFHB* AN AT EH* 247 xR R 51280~ () M 2 &4
2L & (AES) - 2 1@ * TLS1. 297 & 32 e ?«ﬁ-n/z ( zChaCha20) - 4r3
TE L RIREAERPIAR TE R P EAIEHRPIAE

2wpEs WEE 2 B4
EiBF B F R 0 % Wireshark ¥4t e » LB (DFHR* 2585 * TLS 1.2
R L@%J TRAEFA S REQ)HE* 457 xk R 128 At 2
ERF AR E(AES)(Bl- ) s AR (2B BHESET 2457 7ok & 2048 o0}
2 RSA“eFmHZ(R- ) ®wPIEEFEAE -

No. Time source Destination Protocol  Length Info
373 41.945551700 192.168.137.86 128.97.121.132 TLSw1.2 738 Application Data
374 41.945552108 192.168.137.86 128.97.121.132 TCP 66 62798 + 443 [ACK] Seq=1 Ack=1 Win=131184 L..
375 41.945554288 192.168.137.86 126.97.121.132 TLSvl.2 583 Client Hello (SNI=appweb.ntua.edu.tw)
376 41.946741888 192.168.137.86 126.97.121.132 TCP 66 62799 =+ 443 [ACK] Seq=1 Ack=1l Win=131184 L..
377 41.946743508 192.163.137.8 @.97.121.132 Tisvl.2 583 Client Hello (SNI=appweb.ntua.edu.tw)
378 41.946837900 §126.97.121.13 192, §.137.SE T_LSVl.Z 14“455&&[‘ Helloll
379 41.946979206 120.97.121.13 .168.137.86 TCP 1484 443 -+ 62795 [ACK] Seq=1339 Ack=518 Win=14@..
380 41.947116308 120.97.121.132 192.168.137.86 TLSv1.2 1856 Certificate, Server Key Exchange, Server H.
381 41.948878900 120.97.121.132 192.168.137.86 TCP 66 443 » 62797 [ACK] Seq=1 Ack=518 Win=14817 ..
382 41.948894300 120.97.121.132 192.168.137.86 TCP 66 443 » 62796 [ACK] Seq=1 Ack=518 Win=14817 ..
383 41.948056300 192.168.137.86 128.97.121.132 TCP 66 62795 + 443 [ACK] Seq=518 Ack=2677 Win=128..

> Frame 378: 1484 bytes on wire (11232 bits), 1484 bytes captured (11232 bits) on interface \Device\NPF_{9BBCD2EA-C51E-4732-9F69-517
» Ethernet II, Src: CenturyXinya dS:da:2a (9@:de:8@:d5:da:2a), Dst: le:64:a@:b2:74:b8 (le:64:a@:b2:74:b3)
» Internet Protocol Version 4, Src: 120.97.121.132, Dst: 192.168.137.86
> Transmission Control Protocol, Src Port: 443, Dst Port: 62795, Seq: 1, Ack: 518, Len: 1338
V‘Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

e (G

Length: 91

¥ Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 87
Versicn: TLS 1.2 (@x@3e3)
Random: ceef7617856cedb3bcdiP6nambeb7dEeel185c@08T2151b63025620397FT9a283
Session ID Length: 32
Session ID: @f2219a4b3765c1896@ab83ebadea5cl@2c6T4eb64285d7264cdf976cbae3s18
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 |(@xc@2f)

v

A EFFREA B PIIRIFLG Y '\Evﬂs P RERDPFET A EH AR o
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p  Certificate

General Details  Certification Path

Show: | <All= W
Field Value
El'l.-'alid from 01 September 2025 18:12:25
Dﬁ.-'alid to 11 September 2026 23:59:59
BSuhject *ntua.edu. tw, National Taiwa. ..

=| Public key RSA (2048 Bits)

DPuhIic key parameters 0500
@Auﬂﬁurit&; Key Identifier KeyID=22e7fac216715cf3577...
@Subject Key Identifier Tedb2af10fdfsbo0ffci7ae3fb. ..
mr‘m Mictribu tfinm Prints 1R Nistribu Han Print: Dictr

S08201 0p 028201 01 00 ce Bd 32 el b Zhad 54 10 %% 45 48 11 2b 7045 32 14 1b
G002 5 V53 % 1 86 13 59 0 M ec d2 d9af 3a 50 £ 74 29 4b 40 72 738 50
Gdae 6L 06 % 42 8h 345 45 Ge B0 05 36 89 8 Bl 34 MR 99 1B 30 L2 62 64 25 OB
ebbl Ihbael 64 605984 34 5584 97 91 dbbb ee 37 fo 14 05 d2 5e 25 75 68 73
63 £ 38 35 od 54 92 V26999 74 bd 03 19 194 oh 86 29 &7 54 80 30 20 Je B8 37 41
TadibofeVfeedbl 45 be 45 9 13 d4 518 27 098l o4 97 1 69 bd 20 ba B3
1z 81 6o al 90e3 32 1o 4d 34 B3 44 b3 L2 44 113530 ea ae 02 de 8 02 87 47 BB &5 be
el 75 1261 2208285 ¢3 6290 368 chab ib 42 8e b5 Be 40294290 75 (5 ac 29
oo IY21 0709 fe 30 1500 95 99 B H 77 1h 15 B0 26 35 2901 25 ac 07 le 7862 oo
45 32 dd le ce ad d5 4701 089 o2 75 681 0205 01 001

Edit Properties... Copy to File. ..

P2 % BT

1

A IR R R PR AR

> 4\5’57';5 S RGN AET A ES T R gwEr o
A0173-2608006-Yi0-4 4 < 4 £ (= #-V1.
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-V
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41251 FFEEP 272 AR RY ANF > B A Z AR TR ’E‘?i'n’%’*’—‘ﬁ}%

& (L1-L2~L3)
g ikl 2 0

BEAHRY RN FF RAFHEEP 2 AR AR BT A3 P B
=

FToRm o RN ARNTE RPN P o N ER R AR P R R
e R oo

B EEd RN AFT  RABEAPELT T ER T
TSN SR IcaA S ?%Aﬁﬂgiﬁrfﬁﬁ’»%ﬂf%?jﬁki AR 2R F7 5N
(e BF2 08T ) ’jphﬂgﬁi——hmﬁ’ﬁ’»wléq’f‘ﬁ%'ﬁ’
ﬁ*ﬂuﬁ’w«»%?ﬂﬁk&o

BFEE Ry RN ORFET > RALT N ER R AN P2 TR F

2 .
s TG RIBERAERRIARE S TE R P EFTRRIALE -

2HplEx: WMEs (7 ps

EEFEHREWRE FRRYAESCFFT(R- ) FRRY RN T AL BT AR
PR AR EEFA(RZ ) & * Burp Suite » EZFEIM FA(RZ) > %Rl

Ot A2 A R AR

P AFERREY ARNN

f

e

FEPEAE -

100% @2

FRTHAE

hRZ< 1.0

STHERMBIEIE -

FAE

8:559

Shazssemcs 2 R

Wi
|
t
2022/3/3 - 2022/3,

20224 &S HIAMIE X
WARHARLER ] N
B!

2022/3/14 - 2022/¢
A%E8 Conversation Clut

A2 TR R RIPRAR R
A0173-2608006-Yi0-4 # + & (7 6

g N
-V1.
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ZEBBEHRARE

ational Taiwan University of Arts :

E{LRIZ RGN

ERREER
Dashboard  Target Proxy Intruder Repeater Collaborator  Sequencer Decoder  Comparer  Logger @ 2 @
Organizer  Extensions Discover
Intercept HTTP history WebSockets history Match and replace {§} Proxy settings
e &
HTTP history is empty
This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.
Lern mre
‘= Eventlog ® X
Y Filter @ @ @ Debug Search Q
Time Type Source  Message v
17:00:21 21 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to iid.googleapis.com:443: Remote host te...
17:00:21 21 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: Remote host t...

Heipl & % @)

7

* i FEHE R RRIRIL G T EANTS FoEF g o
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® 41252 FH R AR B R —'ﬁ:ﬂ?_'f:?/v\)‘i TR }’}?’} Z2_fg 41 (L1~L2-~L1L3)
BT ECE
(D waFER* £ LFRERY FEEL I REETHLAG o dod T
Rl & ATERPIAE T3 EH & AT ARPIALE o
(2) ¥4 .gw—-&;}p‘g;—;{ MFERA L OFRT > FH R 25T AN R AR
ER TR RIBEAERPIAE D TE R RLEATKRPIAL -

CEFHRTRA O FRRTAENT ASE L R BALZRREETRE- ) @
* Burp Suite » &2 FEFIAPM T (R ) > Rl E B EAE -

NP 0 KRR P T B A3 R gREr o
V1

R 2 F (R (70 R R PRARA O E
0.1

L
A0173-2608006-Yi0-4% 4 ~ £ 7 &
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Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder

Comparer  Logger @ 2 {§}

Organizer  Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {@ Proxy settings

<
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

Leom mor
:= Event log

Y Filter @ @ @ Debug

Time Type Source  Message v
17:00:21 21 Aug 2026 Error Proxy
17:00:21 21 Aug 2026 Error Proxy

Search Q

The client failed to negotiate a TLS connection to iid.googleapis.com:443: Remote host te...
The client failed to negotiate a TLS connection to appweb.ntua.edutw:443: Remote hostt..

B =
¥ Pl % BT

A R F R AR RRPIRILG G IR P AT 0 A G AR T T A A
A0173-2608006-Yi0-4 4 « A& 7 #-V1. 0. 1
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® 41253 FF/H AN A FARETHEE > BELAREZ S 2532 (L1~
L2~1L3)
1 iR 2k 2
WAL ZARREETHZ Fh R £ 0 L3 VLR LA /Y 2557 3P0 1
T edel TE  RIBERAPIAE; "7 02 P ERAAE -

2.%%»@'12%%: W:e (7 #E
THEFHRIRR FRRT RN ASE L B NS F AR TR )@
* Burp Suite » &2 FE TP TR ) RRIESE P EAE -

mS\M‘E = 16:20

Eo)! @ztér‘?%#rk’é*

== al Taiwan University of Art

1

A2 F IR G RIRIFR >

P Y L AR TS
A0173-2608006-Y10-4 4 + 5 & i7 #:-V1

RIS
-V1.0.1
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Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder

Comparer  Logger @ 2 {§}

Organizer  Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {@ Proxy settings

<
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

Leom mor
:= Event log

Y Filter @ @ @ Debug

Time Type Source  Message v
17:00:21 21 Aug 2026 Error Proxy
17:00:21 21 Aug 2026 Error Proxy

Search Q

The client failed to negotiate a TLS connection to iid.googleapis.com:443: Remote host te...
The client failed to negotiate a TLS connection to appweb.ntua.edutw:443: Remote hostt..

B =
¥ Pl % BT

A R F R AR RRPIRILG G IR P AT 0 A G AR T T A A
A0173-2608006-Yi0-4 4 « A& 7 #-V1. 0. 1
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® 41411 FFBY AT R T LA FEBBA o R 2 (L2 13)

1P 28 2%

oF R R AN GERERA T RE LT AR R AN LT R
w ] o des TR PIBE A RRIAES TR R BEATRRIAE -

2fplns s MEe are [JA@r(GELF BHEFLLES YRR

EEFRIWP FERT AN PR A TR TR

R

SIS B RS R B E AR -

HESIME =T

&

BEAE—FAREZIRRREHBEA(ERIBRA)
10[illo
000000000
@ HERMHLREEEIERR
TS

botratd

il B

~

1

R 2 F (R (70 R R PRARA O

P Y L AR TS
A0173-2608006-Y10-4 4 + 5 & i7 #:-V1

RIS
-V1.0.1
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FEHRPIRIEE >3 LD T a FHRET A RPITRT

® 41412 FF T AN iR K LA (L2 13)
Lt Pl AR 2
heF Bt RN G E B A TR AR BT kAR R RN R
Lo peipsdl o ded T RIPEABRPIARE TF R 22 EAERPIA
1;‘. o

2prla s WEE 7 #s 787 (8L F B8 F L LY S gEul2p)

HEF SRR TR AR UYL AR L L0 ERRAI(F- ) RRB
B R 57 %k%’” Bt p e OFR(RZ ) Rl E B EAE -

HESIME =T

HESIMF =

&

6.
BB B AR IR RIS E A (TR 24 — o
10| (0]
L B (BEE)MHER
000000000 fniiee EE%EEE% BIREFE Eﬁzgg:ﬁéﬁ
ik 0 0 0
HERIH L E) BT IER
Pt 0 0 0
A TR
TSR (B S MBER
gy | P | arnm | B | s
FE |xp | 2L |8 | G® | (R85
(XR.FF)
mEh
BB (BEE) & BRIEH
B |BEREEGE | BEBYR
¥l % BT
A EFEREFHRPIRAILFF AT > A AL THFT A A% A furr o
A0173-2608006-Yi0-% # <« 57 £ = #-V1.0. 1
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o
1P 28 2%

A RIBE

i%? "E R
(3) & 78 * 425"

2.’}%5?‘],,“#-‘% :
FER

Wit

2

Switch 3 7= £ pz

41421 FEFR* A2 REFLZ

(D#waFFER* BN LEHE* LR G128~ (7
~IE ¥R AL S
(2) %ﬁﬁ"ﬁ%@?ﬁ_;‘fé‘?
Al z JF & F 8 3

& MNP AR o
B * 2

L AR AR

mERE

i T G
YA R IZ g e 2 )
;mzﬁ§§W<@:>,nﬁ@ﬁimNW@wﬁﬂymLﬁ
OB EI B P (DGR & 4 il P
By R SR - R GRS B

£ RpIEz sl (L2~13)

) rLb oz s
"3RI R RTRTIAR -
FkPB F"JE%K?’#\#?B%FM‘ '%?i#%
TR RE o Ao

HEg o A G

Va ,
“~

:}:J\F',
rajm4tiﬁ%yé

LS R LR E A s T, R
F% B3 & ASEHp AR -
% % > 41* Burp Suite & {7 7 JR B2 ¥

Haum (B - )1 * EEEFEXRLL L SSLKIll

g B R

il S

|2 5 P&

o
Dashboard  Target Proxy Intruder Repeater Collaborator  Sequencer Decoder  Comparer  Logger @ 2 @
Organizer  Extensions Discover
Intercept HTTP history WebSockets history Match and replace @} Proxy settings
e &
HTTP history is empty
This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.
Learn more ‘Open browser
‘= Eventlog @ X
Y Filter @ @ @ Debug Search Q| i
Time Type Source  Message v
17:00:21 21 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to iid.googleapis.com:443: Remote host te...
17:00:21 21 Aug 2026 Error Proxy The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: Remote host t...
Lol a2 o= £ s 23 )2 B = N - i
A EFCREEHRBIEL ST AP 0 ARG AP HT A A5 At o
: ) ,—
A0173-2608006-Yi0-4 4 ~ A £ 7 #-V1. 0. 1
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SSL Kill Switch 3

Disable Certificate Validation Q

Excluded BundlelDs:

Log Level Verbose

B] =
% % Bl

A EF R 6 R RIRA L L
A0173-2608006-Yi0-4 45 % 4 & {7 6+ -V1.
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‘ g@pertise FHBPIRIAN T 2P - Fa b BeETs RPT%H

® 41422 FH Yt M2 BAERPIRBIEHEZ F etk (L1~L2-13)
1.4 P 2 08
(1) %EFHR* 1N Y 2 PIREBERHFLTE M50 s B~ AAirs
(MWM)’“@%'1W7##iﬁwrég@ﬁi@mg$%éﬁ°%
TR RIBEAERBIAE D TE R RLATKRPIALE -
() AaFHRY NI TR T ER ‘éKL(Certlflcate Pinning) = ;%% % >
MFE iR M2 PIRE L FH R AppF’“’?—‘ﬁbﬂﬁ Lo FRZTFY R F g
M2 ek B Te¥em @ MP R LX) RALR Y F I T H W gz
Kt eodei TE ) RIFE 7"1?1%/? AR TE R EABRPIAE -

Kl WMEe (762
Wi@a%iﬁ'd ABE(DFAE T 2R T FIRBIEREMTF 22 FR Ak
s (Revoke) » ® B2 A48 LAES A MY 46 5 M2 PIRERD 2 4E(H
) ABD)FFRT AR R Y GERE S N%FE 0 # * Burp Suite i {7 FIRE

20 A AT R e (B ) RPIEE RS AR

p Certificate

General Details  Certification Path

Show: | <All> W
Field Value
DSignamrE hash algorithm sha2ss
Blssuer TWCA Secure 551 Certification. ..
D'I.-'alid from 01 September 2025 16:12:256

11 September 2026 23:59:59

BSubject * ntua.edu.tw, National Taiwa...
=] Public key RSA (2048 Bits)

BPuinc key parameters 0500

mm ithinrity Kew Tdentifier KeuwTN=02%= 7oA 1A T1R-F3077

11 September 2026 23:59:59

Edit Properties... Copy to File. ..

]Ig]_

re BFITEE KPR LD
-V1.

4 PG o AL ANPHT A AT Al o
A0173-2608006-Yi0-4 4 ~ 4 £ i+ 0

1
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Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder

Comparer  Logger @ 2 {§}

Organizer  Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {@ Proxy settings

<
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

Leom mor
:= Event log

Y Filter @ @ @ Debug

Time Type Source  Message v
17:00:21 21 Aug 2026 Error Proxy
17:00:21 21 Aug 2026 Error Proxy

Search Q

The client failed to negotiate a TLS connection to iid.googleapis.com:443: Remote host te...
The client failed to negotiate a TLS connection to appweb.ntua.edutw:443: Remote hostt..

B =
¥ Pl % BT

A R F R AR RRPIRILG G IR P AT 0 A G AR T T A A
A0173-2608006-Yi0-4 4 « A& 7 #-V1. 0. 1
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Tcslm%l;(l;;ulory
® 41423 At BN EARFIRERHE ST B EL BEBETEF (L1 L2
L3)
LRI AR
iR ol Ll {@56?5 TREFPIRBEFL THITE AN EVT R I2ZEFE
ﬁzf#%ggfo.&r; Rl EATERPIAE T3 R0 AERKRPIARE-
2Rl WEE 206
FEFHRZTEBRA TR AANE PR DA Y 2 PR BEFE 5 TWCA Secure
=
SSL Certification Authority #7 & % » 17 .3 »cdp B ~ AATE > RBIZEF R EA
;I_g- o
n  Certificate >
General Details  Certification Path
Show: | <All= W
Field Value
DSEriaI number 47e3000000087222083d035¢...
DSignamrE algorithm sha255R5A
BSignature hash algorithm sha25s

E‘l Issuer
D'I.-'alid from
=] valid to

DSubject
I-_'] Puihlic ke

TWCA Secure 551 Certification. ..
01 September 2025 16:12:26
11 September 2026 23:59:59

* ntua.edu.tw, National Taiwa...
QoA (N4 Riteh

CM
0 = TAIVWAN-CA
C=TW

=TWCA Secure 551 Certification Authority

Edit Properties...

Copy to File,..

1 B % BT
2 R F AR B RRIIRIAE 3§ Lo PTG 0 R P T A A5 R e o
A0173-2608006-Yi0- & & ~ 4% 7 -V1. 0. 1
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® 41424 FH B RN ne BBy A hp 5 - & (L1~L2+13)
Lt Pl AR 2
Bh AR AN e L E R TR APPAA TR RATREAAL Y 7
Z2endte i - Reodon TE J RIPERPIAE: T3, R72 B EWHRPIAE-

24%REE: [(1ns B> et
SEF & E P 0 ® % Charles & ¢ o 1 g I e £33 97 2B R(H
) AR RN e B T ER Y APPAATERBTEAAL Y 22
thite hh - ROBIZ ) > Hple %2 A g .

eea ENCrypted
= appweb.ntua.edu.badds
w iid.googleapis.com:443
we W ntua.edu.bw:443
= wwwyoutube.com:443
= Lytimg.com:dd3
= googleads.g.doubleclick.net:443
= static.doubleclick.net:443
w fonts.gstatic.com:443
= yt3.ggpht.com:443
= wnww.gstatic.com:443
= www.google.com:d443
= Jnn-pa.googleapis.com:dd3
we codejguery.com:d443
we dsmslmjlbbhnd.cloudfront.net:443
= cdn.openshareweb,com:443
& yarpp.com:443
= Jatoflow.ntua.edu.bw:443

= app-analytics-services.com:443

A RE GG HRRIRIIL T

1o 7 :w,s SRR PET A A R o
A0173-2608006-Yi0-4 4 + 47 £ (7 6+ -V1.
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appweb.ntua.edu.tw/120.97.121.132 &
iid.googleapis.com/172.217.119.4 2H
www.ntua.edu.tw/120.97.123.119 &
www.youtube.com/142.251.155.4 |
i.ytimg.com/172.253.115.119 |
googleads.g.doubleclick.net/142.250.31.156 2H
static.doubleclick.net/142.250.188.6 2H
fonts.gstatic.com/142.251.40.227 |
www.gstatic.com/142.251.211.131 |
www.google.com/142.251.154.119 |
jnn-pa.googleapis.com/172.217.112.4 |
code. jquery.com/151.101.65.155 |
dsmsOmj1bbhn4.cloudfront.net/52.85.31.73 |
cdn.openshareweb.com/172.67.74.24 E |
yarpp.com/107.20.140.231 |
jatoflow.ntua.edu.tw/140.131.21.76 &
app-analytics-services.com/172.253.115.102 |
g] -
HE A
21 |HERNEFES BMELRE ads A8 -84 -FF -0
(r:0 4 - ZEFEELR)
google.com
22 | HEREEEATE (8] © apple.com. google.com)
=)
P2 % BT

1

2 F AR (7B RIPRARR G
A0173-2608006-Yi0-4 4 + 4 £ i7 #+ -
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41511 FER* AN RELZ T EL NS (L1-1L2-13)
14k iR AL
(D ®aEFER ] LT AESFEL TR B8 FHTE L2 % &
APARTRT o BB F A ATH B PIF o BRI RS
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A Potential Findings
@ Show / Hide Show All Hide All DataStorage ™ [ B Crypto | ~

133: C CCCryptorUpdate
134: C CCHmac
135: C CCCryptorUpdate
136: C CCHmac
137 C CCCryptorUpdate
138: C CCHmac
139: C CCCryptorUpdate
140: C CCHmac
141: C CCCryptorUpdate
142: C CCHmac
143: C CCCryptorUpdate

144: C CCHmac

145: C CCCryptorUpdate
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PID
68*
12749%
12756*
127U8*
153%
37*
T3
12752%*
110%
T9%
99%
58*
52%
168%
T1*
39%
TT1*
34
67+
116%
L571%

38«

iﬁii#

reboot

Ringtone

iPhone (3)

Product Mode

i0S version 16.7.11

Jailed/)
Activation State

Serial Number

Available Storage space 394 GB /64 G

5

Ge

ilbroken|

N/A

neral 5t...

iPhone 8 Plus

Activated

N4

Stop OTA

m

Photos

COMMAND
backboardd
ntualApp
com.apple.We
top
Accessibilit
SpringBoard
locationd
com. apple.lle
com.apple.Dr
dasd
CommCenter
WirelessRadi
wifid
analyticsd
sharingd
assistantd
promotedcont
logd
contextstore
callservices
symptomsd
mediaserverd

SCPUBRL 1S

OO0 ODEOPEDEEOE®HNO MKW

o [

'e'ai-i-i-i-niuL:Lululul:l:'mim'@i-'ei-'@-ml:

07:
00:
H
00:
85:
69:
el:
0e:
02:
U6:
29:
23:
el1:
54:
05:
17:
0e:
36:
12:
06:
12:
37:

29
eu.
02.
ER
43:
52.
Ue:
00.
24:
87.
42.
26.
ue:
4s.
26.
14,
30.

.52

43

.56

.37

.78

21
u7
71

59
58
57
50
36
65
uy
66
26
66
67
us
56

#
1
]
1
1
1
1
1

NUONOEOEEWOER EWO

@

B =

Processes: U431 total, 1 running, 430 sleeping, 1331 threads
Load Avg: 2.84, 1.80, 1.76 CPU usage: 14.83% user, 8.0% sys, 85.16% idle

SharedLibs: U459M resident, 113M data, 26M linkedit. MemRegions: 52544 total, 806M
PhysMem: 2781M used (493M wired), 39M unused.
VM: 180T vsize, 15G framework vsize, 232576(0) swapins, 250178(@) swapouts.
Networks: packets: 21718675/11G in, 1956U4690/952UM out.

10:58:18

resident, 1@3M private, U485M shared.

Disks: 13120977/725G read, 5800768/88G written.

TH #WQ #PORT RSHR RSIZ PGRP PPID STATE

8

1777
270
78
23
214
1489
ges
76
1276
287
539
95
uee
(]
307
589-
88+
1351
330
397
398

881

3

/1
1
2
1

[¥]
WWHEWWNNNOWOWORN-IE O WA

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A__68

1 sleepina

N/A 12749 1 sleeping
N/A 12750 1 sleeping
N/A 12748 running

N/A 153

N/A 37
N/A T3

N/A 12752
N/A 110

N/A 79
N/A 99
N/A 50
N/A 52
N/A
N/A  T1
N/A 39
N/A
N/A 34
N/A 67
N/A
N/A
N/A

Bl =

=

sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping
sleeping

HEHHHEHHEHEHREEHRERR BB

BOOSTS %CPU_ME %CPU_OTHRS
*0[1] 49775 0, 42648
*0[1] .63U79 B.00080
*0[1] .00000 0.00000
*0[1] .00000 0.00000
*0[1] .08080 ©.17u98
*0[1] .05177 0.6033u
*0[1] .38269 0.00000
*0[1] .00000 B.00EEO
a[1] .00000 0.00000
0[28390] .00000 0.00000
*0[1] .16943 ©.00E60
*0[164595+] .00000 0.36389
*0[1] .00000 0.29211
*0[U62U7+] .00000 0.29063
*0[1] .01301 0.14301
.03U56
9.05236
0.00000
9.04317
0.00000
0.07284
©.00006)

*@[11931+] .00000
*B[4141+] .6eeee
*0[1] .80080
e[65802] .00000
8[8082] .6eeee
*1743+[18399] .80080
*0[1] .eesu7
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® 41512 FH R AN BEALFTIE 2FF (L1 ~L2L3)
L P 2 2
BAFD R AN ETE T G X 2K o 4oi T BB EKRPIAE
"F R REHRBIAE

24Rles: WEE 2B E
,@@?ﬁzﬁw’ﬁﬁNWD%%ﬁﬁ’ﬁ%@?ﬁﬁwwf*3%&@E(¢
P 4.1.53.1 %)L 5 SDK=4(R- )2 Ig}ﬁ%]f‘v‘? T TLS 1.2(®l= ) 3% 5 &
AT rMEF R ..‘*% (23

NVD Vulnerability Search

o =) [

For a phrase search, use " "

‘~ \\\?{r

Keyword: iphoneos17.5 @

No results found. Please adjust your filters or search criteria and try again.

gl_

NVD Vulnerability Search

o =) I

For a phrase search, use " "

Keyword: iOS TLS 1.2 ®

No results found. Please adjust your filters or search criteria and try again.

B =
P2 % BT

® 41513 FHE* B REHFFRIAFEFPE (L1-1L2-13)
Lig iR A2

A FPRY AN ETE Y F R F ¥ (Screen Overlay Attack) &7

ER R SR e A TE_ R R EABRBIAE TFE R L AERPIAE

2RSSR OB s 2 e W7 7 (0S F% k&)
.@ﬁ?%iﬁw’ﬁ@@*ﬁ;imﬂﬁiﬁﬁ’ﬁW$%%§%o
Fhot A2 5 10S T ¥ ks
% % Bl
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® 41531 AR AN 2 mN R G AT 0 b L HRL LATRA > L AT &
Kﬁj4ll TR R AANF AL > (L1~1L2~13)
1.4 R A& —?
5 3 =\ 3] P S NZAN Y 54
BHEF B ARSI 2 SN EEE A A 2ERF o 4os T RIRE
N P I 55 L N P
te iR 2 0 TR R ERRIAE
cp 4L B %A %A
2plEx WEE 7 #PE
bz . ,— ’0r ) N .
ST RFRP D TR 2N A A PT7E MobSF A 47 Hopper Disassembler
BN s - . L\ < PO

IEB{[SAFRTZ S INE 3% 2 JINEAFIRS 542X 2HEF K

Pl B 5 4 A

iRl 5 v i"!‘g‘
= LIBRARIES
¥ Showing all 57 libraries
Jusr/libflibe++. Ldylib (compatibility version: 1.0.0, current version: 1700.255.0)
Jusr/lib/libsglite3.dylib (compatibility version: 9.0.0, current version: 351.4.0)
Jusr/lib/swift/libswiftCoreGraphics.dylib (compatibility version: 1.0.0, current version: 15.0.0)
Jusr/lib/libz.1.dylib (compatibility version: 1.0.0, current version: 1.2.12)
/System/Library/Frameworks/CoreTelephony. framework /CoreTelephony (compatibility version: 1.0.0, current version: 0.0.0)
@rpath/FBLPromises.framework/FBLPromises (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/FirebaseAppCheckinterop.framework/FirebaseAppCheckinterop (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/FirebaseAuth. framework/Firebasefuth (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/FirebaseCore.framework/FirebaseCore (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/FirebaseCorelnternal.framework/FirebaseCorelnternal {compatibility version: 1.0.0, current version: 1.0.0)
@rpath/Firebaselnstallations.framework/Firebaselnstallations (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/FirebaseMessaging.framework/FirebaseMessaging (compatibility version: 1.0.0, current version: 1.0.0}
[System/Library/Frameworks/Foundation framework/Foundation (compatibility version: 200.0.0, current version: 2503.1.0)
@rpath/GTMSessionFetcher. framework/GTMSessionFetcher (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/GoogleDataTransport.framework/GoogleDataTransport (compatibility version: 1.0.0, current version: 1.0.0)
@rpath/GoogleUtilities. framework/GoogleUtilities (compatibility version: 1.0.0, current version: 1.0.0}
@rpath/Recaptchainterop.framework/Recaptchalnterop (compatibility version: 1.0.0, current version: 1.0.0)
/System/Library/Frameworks/SafariServices. framework/SafariServices (compatibility version: 1.0.0, current version: 1.0.0)
/System/Library/Frameworks/Security. framework/Security (compatibility version: 1.0.0, current version: 61123.120.34}
@rpath/Snapkit.framework/SnapKit (compatibility version: 1.0.0, current version: 1.0.0)
[System/Library/Frameworks/StoreKit. framewaork/StoreKit (compatibility version: 1.0.0, current version: 1.0.0)
/System/Library/Frameworks/SysternConfiguration.framework/SystemConfiguration (compatibility version: 1.0.0, current version: 1300.120.2)
/System/Library/Frameworks/UlKit.framework/UlKit (compatibility version: 1.0.0, current version: 7511.1.104)
@rpath/nanopb.framework/nanopb (compatibility version: 1.0.0, current version: 1.0.0}
[System/Library/Frameworks/UserNotifications.framewoark/UserNotifications (com patibility version: 1.0.0, current version: 1.0.0}
[System/Library/Frameworks/WebKit framewaork/WebKit (compatibility version: 1.0.0, current version: 618.2.12}
/System/Library/Frameworks/NetworkExtension.framework/NetworkExtension (compatibility version: 1.0.0, current version: 1.0.0)
Jusr/lib/libobje.Adylib (compatibility version: 1.0.0, current version: 228.0.0)
Jusr/lib/libSystem.B.dylib [compatibility version: 1.0.0, current version: 1345.120.2)
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[System/Library/Frameworks/AVFoundation.framework/AVFoundation (compatibility version: 1.0.0, current version: 2.0.0)
[System/Library/Frameworks/AudioToolbox. framework/AudioToolbox (compatibility version: 1.0.0, current version: 1000.0.0}
[System/Library/Frameworks/CoreFoundation.framework/CoreFoundation (compatibility version: 150.0.0, current version: 2503.1.0)
[System/Library/Framewarks/CoreGraphics.framework/CoreGraphics (compatibility version: 64.0.0, current version: 1774.5.3)
[System/Library/Frameworks/CoreNFC_framewaork/CoreNFC (compatibility version: 1.0.0, current version: 1.0.0)

[System/Library/Frameworks/SwiftUl. framework/SwiftU] (compatibility version: 1.0.0, current version: 5.5.8)

rflib/swift/libswiftAVFoundation.dylib (compatibility version: 1.0.0, current version: 2240.7.2)
[fusr/lib/swift/libswiftCore.dylib {compatibility version: 1.0.0, current version: 0.0.0)
fusr/lib/swift/libswiftCoreAudio.dylib (compatibility version: 1.0.0, current version: £.0.0)
fusr/lib/swift/libswiftCoreFoundation.dylib (compatibility version: 1.0.0, current version: 120.100.0)
Jusr/lib/swift/libswiftCorelmage.dylib (compatibility version: 1.0.0, current version: 2.0.0}
fusr/lib/swift/libswiftCoreMIDI.dylib (compatibility version: 1.0.0, current version: 6.0.0)

lib

lib/swift/libswiftDarwin.dylib (compatibility version: 1.0.0, current version: 0.0.0)

fswift/libswiftCoreMedia.dylib (compatibility version: 1.0.0, current version: 3110.8.2)

srf

r/
fusr/lib/swift/libswiftDataDetection.dylib [compatibility version: 1.0.0, current version: T58.7.0)

fusr/lib/swift/libswiftDispatch.dylib (compatibility version: 1.0.0, current version: 41.0.0}

rilib/swift/libswiftFileProvider.dylib (compatibility version: 1.0.0, current version: 1835.120.53)
lib/swift/libswiftMetal.dylib (compatibility version: 1.0.0, current version: 343.19.0)

fusr/lib/swift/libswiftOSLog. dylib (compatibility version: 1.0.0, current version: 4.0.0}

r/

Jusr/lib/swift/libswiftObjectiveC.dylib (compatibility version: 1.0.0, current version: 8.0.0}
fusr/lib/swift/libswiftQuartzCore.dylib (compatibility version: 1.0.0, current version: 3.0.0)
fusr/lib/swift/libswiftUniformTypeldentifiers.dylib (compatibility version: 1.0.0, current version: 794.2.3)

ib/swift/libswiftWebKit.dylib (compatibility version: 1.0.0, current version: 0.0.0)
{lib/swift/libswiftX PC.dylib (compatibility version: 1.0.0, current version: 36.100.8)
{liby"

[swift,
ib/swift/libswiftsimd.dylib (compatibility version: 1.0.0, current version: 18.0.0)

libswiftos.dylib (compatibility version: 1.0.0, current version: 1049.100.4}

r/lib/swift/libswiftFoundation.dylib {compatibility version: 1.0.0, current version: 1.0.0}

fusr/lib/swift/libswiftUIKit.dylib (compatibility version: 1.0.0, current version: 1.0.0)

T, . MT.ERE /WA S

Eifiil - webkit /534.30 / (FEFFHHE
o SHENEE ¢ SRiEL EEEfRE AT
SIAETVERSE | yebView £ HAE

17 | (B {EERFHNE
F = HEHTLE)

Q- library
» Tag Scope

Address Name

0x1000012b60 A aSystenlibraryf

0x100001548 asystenlibraryf

0x1000016€8 asystemlibraryf

€x100001748 asystenlibraryf

0x1000017d8 asystemlibraryf

0x100001828 aSystemlibraryf

0x100001890 asystemlibraryf

€x100001918 asystemlibraryf

0x100001980 asystemlibraryf

0x10000190 aSystenlibraryf

0x100001230 asystemlibraryf

€x100001af8 asystemlibraryf

€x100001b50 aSystemlibraryf

0x100001bb0 asystemlibraryf

0x100001c08 aSystemlibraryf

€x100001c58 asystemlibraryf

x100012be3 asystemlibraryc

0x1000140ec aLibraryversion

0x10001c648 aLibraryversion

0x1001034ca aFirlibrary

ex1000cacde Swift._CocoaArrayhirapper._copyContents(subRan
0x100124380 pointer to Swift._CocoaArrayrapper._copyCon
0x10017c540 Swift._CocoaArrayhirapper._copyContents(subRa

TEXT
DATA_CONST
DATA

nt __LINKEDIT
ent External Symbols
pro earc
searching contiguous code area

ended in 11936ms

20333 labels
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(D) Wh e 28 LF @ * ¥ 5> SQL Injectiond 8 2 %3 o 4v 3
TE R BEAIERRRIARE; TE PP EATRBIAE .

) AaFFRY BN ILETRER —*‘Ffﬁis?] ~ JavaScript Injection 3 8 2 %
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B arFdFRY BN L ETHER* —*ﬁﬁisajf\Command Injection F 8 2 3% 3+ o 4r
A TR RIPEABRPIARE TTE R BEN BRPIAE -

() arFPRY NI ETER ‘ﬁﬁi%J/\Local File Inclusion F 8 2z 3%
Foode i TR PR EATEKRPIARE TF A2 P EABRPIAE -
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(b)) BAarFdRY NI T ER ‘ﬁﬁi%J/\Format String Injection % # z %
Foode i TR PR EAAKRPIARE TFE A2 B EABERPIAE -

(M e N LT ER ‘ﬁﬁia?J/\ [PC (Inter-process
communication) Injectiond 8 2zt o 4ri T H | R & ATEHeip| L E
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<script>alert(1)</script>

EEFEQS

BREREFHGE SR 1951 2026/08/21
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FABEREE

EIRSHRERSFEE 2IfE2 #1928 2026/08/19
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BRERIESRENE
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& echo injection > cj.txt

EEFEQS

SHREFEWNEE SR 1951 2026/08/21

NM5E8AE1ZAIMETELUIREMFHEEMS -

FABEREE

EIRSHRERSFEE FI{E2 11928 2026/08/19

MSRFEFABRS BRABIBER— S BERE

BRERIESRENE

BBRGEHBE B #1151 2026/08/17
& BEXEBMEAETNLE SEADEBEN

XAbKEHNE

REDMB RIS RREMMARA  GIHE #2505 2026/08/11

& BEANSERRMEMEARTR | BIEHHE

BEBUEETY > BEE1,200( EEE
BEITARZE

AXBRETRIEE R
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ckey>CFEundleIdentifier</key>
<string»tw.edu.ntua. app</strings
<key>CFEundleInfobictionaryversion</key>
<string»6.8</string>
<key>CFEundleName</key>
<stringsntuaspp«</string>
<keys>CFEundlePackageType«/key»
<string»APPL</string>
<key>CFEundleshortversionstring</key»
<string>1l.8.1¢/string>
<key>CFEundlesupportedrlatforms</key>
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<array>
<string>iPhonens</string»
</jarray:»
<key>CFEundleURLTypes</key>
«array>»
cdict»
<key>CFBundleTypeRoles/ key>
<string>Editor</string»
<key>CFBundleURLSchemes </ key
<array>
<string>com.googleusercontent. apps. 78¢
<farray>
<fdict»
</array>
IPA BINARY ANALYSIS
EEBES
Search:

PROTECTION * STATUS SEVERITY DESCRIPTION

ARC True infa | The binary is compiled with Automatic Reference Counting (ARC) flag. ARC is a compiler feature that provides
automatic memory management of Objective-C objects and is an exploit mitigation mechanism against
memory corruption vulnerabilities.

CODE True infa | This binary has a code signature.

SIGNATURE

ENCRYPTED True info | This binary is encrypted.

NX True m The binary has NX bit set. This marks a memory page non-executable making attacker injected shellcode non-
executable.

PIE True infa | The binary is build with -fPIC flag which enables Position independent code. This makes Return Oriented
Programming (ROP) attacks much maore difficult to execute reliably.

RPATH True warning The binary has Runpath Search Path (@rpath) set. In certain cases an attacker can abuse this feature to run
arbitrary executable for code execution and privilege escalation. Remove the compiler option -rpath to remove
@rpath.

STACK CANARY True ino ] This binary has a stack canary value added to the stack so that it will be overwritten by a stack buffer that
overflows the return address. This allows detection of overflows by verifying the integrity of the canary before
function return.

SYMBOLS True info | Debug Symbols are stripped

STRIPPED
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