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FOLDERS 4 P | Find Results
tw.edu.ntua.appweb

ching 256 files for "1@

app_textures
app_webview
Default

@ matches

blob_storage Searching 256 files for "Nt
26f07386-ac95-43d0-8012-7677b7ad5ced
@ matches

Local Storage

leveldb
[ 000005.db
9 000006.log
[ CURRENT

sunfish:/ # grep -r -i "16
1|sunfish:/ # grep -r -i "Nt
1|sunfish:/ #

0" /data/data/tw.edu.ntua.appweb
6" /data/data/tw.edu.ntua.appweb
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FOLDERS 4 F Find Results
tw.edu.ntua.appweb Searching 256 files for
app_textures
app_webview @ matches
Default
blob_storage
26f07386-ac95-48d0-8012-7677b7ad5ced
Local Storage
leveldb
3 000005.1db
9 000006.log
[ CURRENT

sunfish:/ # grep —-r -i "100B" /data/data/tw.edu.ntua.appweb
1|sunfish:/ # grep -r —-i "Nt 6" /data/data/tw.edu.ntua.appweb

Searching 256 files for "

B matches

1|sunfish:/ #
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FOLDERS
tw.edu.ntua.appweb
app_textures
app_webview
Default
blob_storage
26f07386-ac95-48d0-8012-767TbTad3ced
Local Storage
leveldb
[ 000005.1db
1 000006.og
3 CURRENT

sunfish:/ # grep -r -i "16
1|sunfish:/ # grep -r -i "Nt
1|sunfish:/ #

08-25 16:26:08.791 U160 U160 I AndroidIME: AbstractIme.
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTy
e, autoComplete=true, imeOptions=12000002, privateImeOpti
nitialSelEnd=0, initialCapsMode=0, label=null, fieldId=21
es=[1}, IncognitoMode = false, Devicelocked = false

08-25 16:26:08

se, autoCorrection=false, autoComplete=true, imeOptions=
1, initialSelStart=0, initialSelEnd=@, initialCapsMode=0,
intText=null, hintlLocales=[]1}}, true)

08-25 16:26:08.822 U160 U160 I AndroidIME: AbstractIme.
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTy
e, autoComplete=true, imeOptions=12000002, privateImeOpti

i# * Sublime Text ~ ADB i sy 3%

.817 U160 U160 I GoogleInputMethodService:
View(EditorInfo{EditorInfo{packageName=tw.edu.ntua.appweb,

5 MACR B TR T A R A P A

A
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a1 ie

A ¥ A BAT R LA A,

B TE R B L AT RRIASE
VIS AR IR IR TR R T P S
B, TE AP EATERPIAE

s HE(D)FH R * 4778 3B
R (- )5 R E(QQ) 7?4252
CRisthR(H - ) WRle R R e AR
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2

<

Find Results

Searching 256 files

B matches

Searching 256 files

@ matches

/data/data/tw. edu.ntua.appweb
6" /data/data/tw.edu.ntua.appweb

onActivate()

peString=wet 10070
ons=null, acc...
31231246, fieldName=null,

HAZERE T i el

hlntTex =null,

— oy 4
extras=null, hintLocal
GoogleInputMethodService.onStartInputView():2062 onStartInput
inputType=el, inputTypeString=WebPassword, enablelLearning=fal
2000002, privateImeOptions=null, actionName=GO, actionLabel=nul
label=null, fieldId=21312312u6, fieldName=null, extras=null, h

onActivate():89 PasswordIme.onActivate() : EditorInfo = EditorTI
peString=WebPassword, enablelLearning=false, autoCorrection=fals
ons=null, actionName=GO, actionLabel=null, initialSelStart=0, i
hintLocal

nitialSelEnd=0, initialCapsMode=8, label=null, fieldId=21312312u6, fieldName=null, extras=null, hintText=null,

es=[]}, IncognitoMode = false,

Devicelocked = false

08-25 16:26:14.917 U168 U160 I GoogleInputMethodService:

GoogleInputMethodService.onStartInput():1958 onStartInput(Edi

torInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=

0, inputTypeString=NULL, enablelLearning=false, autoCorrecti

on=false, autoComplete=false, imeOptions=12000000, privateImeOptions=null, actionMame=UNSPECIFIED, actionLabel=null, ini

tialSelStart=-1, initialSelEnd=-1, initialCapsMode=0, label=null, fieldId=2131231246, fieldName=null, extras=null, hintT]
ext=null, hintLocales=[]}}, true)

88-25 16:26:14.925 1717 2001 D CoreBackPreview: Window{211du439 u@ tw.edu.ntua.appweb/tw.edu.ntua.appweb.ui.main.MainAc
tivity}: Setting back callback OnBackInvokedCallbackInfo{mCallback=android.window.IOnBackInvokedCallback$Stub$Proxy@cdsb
55e, mPriority=0}

88-25 16:26:21.301 1717 1963 I ActivityManager: Killing 6645:tw.edu.ntua.appweb/ufa66u (adj 985): remove task

08-25 16:26:21.355 1717 2611 W ActivityManager: Scheduling restart of crashed service tw.edu.ntua.appweb/org.chromium.

content.app.SandboxedProcessService®:® in 1088ms for connection
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08-25 16:26:08.791 U160 4160 I AndroidIME: AbstractIme.onActivate()

nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=Wet Nt

e, autoComplete=true, imeOptions=12000002, privateImeOptions=null, acc e

nitialSelEnd=0, initialCapsMode=0, label=null, fieldId=21312312U6, fieldName=null, extra hintText=null, hintLocal
es=[1}, IncognitoMode = false, DeviceLocked = false

98-25 16:26:08.817 U160 4160 I GoogleInputMethodService: GoogleInputMethodService.onStartInputView():2062 onStartInput
View(EditorInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=fal
se, autoCorrection=false, autoComplete=true, imeOptions=12000002, privateImeOptions=null, actionName=GO, actionLabel=nul
1, initialSelStart=@, initialSelEnd=0, initialCapsMode=0, label=null, fieldId=21312312u6, fieldName=null, extras=null, h
intText=null, hintLocales=[]1}}, true)

08-25 16:26:08.822 U160 4160 I AndroidIME: AbstractIme.onActivate():89 PasswordIme.onActivate() : EditorInfo = EditorI
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=false, autoCorrection=fals
e, autoComplete=true, imeOptions=12000002, privateImeOptions=null, actionName=GO, actionLabel=null, initialSelStart=8, i
nitialSelEnd=0, initialCapsMode=8, label=null, fieldId=21312312u6, fieldName=null, extras=null, hintText=null, hintLocal
es=[]}, IncognitoMode = false, DeviceLocked = false

08-25 16:26:14.917 U160 4160 I GoogleInputMethodService: GoogleInputMethodService.onStartInput():195@ onStartInput(Edi
torInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=0, inputTypeString=NULL, enablelLearning=false, autoCorrecti
on=false, autoComplete=false, imeOptions=12000000, privateImeOptions=null, actionName=UNSPECIFIED, actionLabel=null, ini
tialSelStart=-1, initialSelEnd=-1, initialCapsMode=0, label=null, fieldId=21312312u46, fieldName=null, extras=null, hintT
ext=null, hintlocales=[]}}, true)

88-25 16:26:14.925 1717 2001 D CoreBachPreview: Window{211d439 u@ tw.edu.ntua.appweb/tw.edu.ntua.appweb.ui.main.MainAc
tivity}: Setting back callback OnBackInvokedCallbackInfo{mCallback=android.window.IOnBackInvokedCallback$Stub$Proxy@cdSb
55e, mPriority=0}

98-25 16:26:21.301 1717 1963 I ActivityManager: Killing 6645:tw.edu.ntua.appweb/u@a66u (adj 905): remove task

98-25 16:26:21.355 1717 2611 W ActivityManager: Scheduling restart of crashed service tw.edu.ntua.appweb/org.chromium.
content.app.SandboxedProcessServicef:® in 1088ms for connection
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® AI236ARMTFHREEY FF 2 For2 SBERS L RFHE > BT BAILE
% (L1~L2~13)
1.4 P& &
(1) Ba e r b2 2L b2 2 2L p Rph A p 2 B HFHR LT T H» &
7 xR R 5128 (7)) M2 A BRE (AES) » i
ChaCha20 - 4r3 TH_ | BI# & X504k AR TF | B3 B & AEHkpIA
_‘IE o
() AFHRY BN ATR* 2 4R SN2 B4R F W B AANST X9.17»
FIPS 140-3 ~ NIST SP 800-22% SP 800-90A (CAVP Testing: Random
Number Generators) I > H ¥ — 52 & >eptiicd 2 &3t o 4ol T A A

FEATRRIASE TF R FE AT RRASE -

24pes: W [(Irps
SEFHEHR > # 7 Sublime Text - ADB 45F 785 i * 4238 & & 0 ok T3 R 1
TR RpSEEREAE-

FOLDERS 4 F | Find Results
tw.edu.ntua.appweb Searching 256 files for "
app_textures
app_webview 8@ matches
Default

blob_storage Searching 256 files for "N
26f07386-ac95-48d0-8012-7677bTa45¢ced
Local Storage
leveldb
[ 000005.Idb
[ 000006.log
[y CURRENT

® matches

sunfish:/ # grep -r —i "100©" /data/data/tw.edu.ntua.appweb
1|sunfish:/ # grep -r —-i "Nt 6" /data/data/tw.edu.ntua.appweb

1|sunfish:/ #

1
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14 iR AL 3
BRAFPRY BN L IRGTRARETENHEL AR BNFREZ G E
Bodi TE PP ERRPIAE; T3 020 EHPIAE-

=P % 3 W 0 # * Sublime Text ~ ADB jf';;fa f%@sg@;w TR A R T AR
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FOLDERS 4 ¢ Find Results

tw.edu.ntua.appweb Searching 256 files for “
app_textures

app_webview @ matches
Default

blob_storage
26f07386-ac95-48d0-8012-7677b7ad5ced

Local Storage
leveldb

[ 000005.1db

9 000006.log

[ CURRENT

Searching 256 files for "

@ matches

sunfish:/ # grep -r —-i "10©" /data/data/tw.edu.ntua.appweb

1|sunfish:/ # grep -r -i "Nt 6" /data/data/tw.edu.ntua.appweb
1|sunfish:/ #

P2 % BT

1

A3 B F AR 7 6 e R PRAE L
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&5 EN = Jal 3 1 A = £ U B
® 41238MRBHFTAEEL NI FH R 252 42588 (L1~ L2 L3
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1 te Rl 2 2
_\ B @ 0 N3 20 N3 jaj B IR
%4 7@;”& 2_ A% 3\ 55 13 B A7 N % NEHB R BT AR D
i, 2o o = + 2 "'<:4~£ A = g H
By~ B RIRETR T ?F% A fRERIT R L Beg e don T A PR E AIRR
.
P r |J 55 L 5 t i
L @Jﬂ71~rﬂ\ﬁ%ﬁ/P i e
. % ~2
: Wps s
24REE WP E e
z @ N B 2Bl % 1A R "
ERF R E WP Y jadx & ,_#apk TR RABNF o AR T RABN A
N 2L
#E B 2_ hard code » &Pl % # & A% -
@ Text search: password = m] X
Search for text:
Ci- password| [] Auto search
Search definitions of: Search options:
Class || Method Field (/] Code | |Resource | | Comments =[] Case-insensitive | |Regex | | Active tab enly
Nede
e com.google.android.gms.internal.auth.zzby BAD_PASSWORD( "WeakPassword" ),
€, com.google.android.material.R.attr public static int passwordToggleContentDescr":Lpt:Lon @x7f@3e38e;
€, com.google.android.material.R.attr public static int passwordToggleDrawable = 0x7f03038f;
€, com.google.android.material.R.attr public static int passwordToggleEnabled = Ox7f83029@;
€, com.google.android.material.R.attr public static int passwordToggleTint = 8x7f038391;
€, com.google.android.material.R.attr public static int passwordToggleTintMode = @x7f038392;
¢, com.google.android.material.R.drawable public static int avd_hide_password = 8x7f070077;
¢, com.google.android.material.R.drawable public static int avd_show_password = 8x7f070878;
€, com.google.android.material.R.drawable public static int design_password eye = @x7f078097;
¢, com.google.android.material.R.drawable public static int m3_avd_hide_password = ©x7f8700bb;
€, com.google.android.material.R.drawable public static int m3_avd_show_password = ©x7f0760bc;
¢, com.google.android.material.R.drawable public static int m3_password eye = 0x7f0700be;
€, com.google.android.material.R.1d public static int password toggle = Ox7f@80171;
€, com.google.android.material.R.integer public static int hide_password duration = @x7{0980@a;
€, com.google.android.material.R.integer public static int show_password duration = 0x7f090044;
€, com.google.android.material.R.string public static int password toggle content_description = @x7flleedf,
¢, com.google.android.material.R.string public static int path_password eye = 8x71108e8;
€, com.google.android.material.R.string public static int path_password eye mask_strike_through = @x7fllegel;
¢, com.google.android.material.R.string public static int path_password_eye_mask_visible = @x7f118@8e2;
€, com.google.android.material.R.string public static int path_password strike_through = @x7fll@@e3;
¢, com.google.android.material.R.styleable public static int TextInputlayout passwordToggleContentDescription = ©x800800233;
Load all Load more Stop Found 58+ Sort results
Keep open Cancel
@ Text search: AES = m] X
Search for text:
- AEY Auto search
Search definitions of: Search options:
Class [ | Method | |Field /] Code | | Resource | | Comments | [v] Case-insensitive | | Regex | | Active tab only
Nede
& okhttp3.CipherSuite  TLS_RSA WITH_AES_128_CBC_SHA("TLS_RSA_WITH_AES 128_(BC_SHA", 47, 5246, 6, 18),
& okhttp3.CipherSuite  TLS_DHE_DSS WITH AES 128 CBC_SHA(“TLS D 5@, 5246, 6, 10),
& okhttp3.CipherSuite  TLS_DHE_RSA_WITH_AES_128_CBC_SHA("TLS_DHE , 51, 5246, 6, 18),
e okhttp3.CipherSuite TLS_DH_anon_WITH_AES 128_CBC_SHA("TLS DH anon_| 52, 5246, 6, 18),
& okhttp3.CipherSuite  TLS_RSA_WITH_AES_256_CBC_SHA("TLS_RSA_WITH_AES 256_(BC_SHA", 53, 5246, 6, 18),
& okhttp3.CipherSuite  TLS_DHE_DSS WITH AES 256 CBC_SHA(“TLS D 56, 5246, 6, 10),
& okhttp3.CipherSuite  TLS_DHE_RSA WITH_AES 256 CBC_SHA("TLS_DHE A", 57, 5246, 6, 10),
& okhttp3.CipherSuite  TLS_DH_anon_WITH_AES 256_CBC_SHA("TLS_DH_anon_| _SHA", 58, 5246, 6, 10),
& okhttp3.CipherSuite  TLS RSA WITH AES 128 CBC SHA256("TLS RSA WITH AES 128 CBC SHAZS6", 6@, 5246, 7, 21},
& okhttp3.CipherSuite  TLS_RSA_WITH_AES_256_CBC_SHA256("TLS_RSA_WITH_AES 256_CBC_SHA256", 61, 5246, 7, 21),
& okhttp3.CipherSuite  TLS_DHE_DSS_WITH AES 128 CBC_SHA256("TLS DHE DSS WITH BES 128 CBC SHA256", 64, 5246, 7, 21),
& okhttp3.CipherSuite  TLS_DHE_RSA_WITH_AES_128_CBC_SHA256("TLS_D H_AES_128_CBC_SHA256", 183, 5246, 7, 21),
& okhttp3.CipherSuite  TLS DHE DSS WITH AES 256 CBC _SHA256("TLS DHE DSS WITH AES 256 CBC SHA256", 186, 5246, 7, 21),
& okhttp3.CipherSuite  TLS DHE_RSA WITH AES 256 CBC_SHA256("TLS D H_AES 256 CBC_SHA256", 107, 5246, 7, 21),
& okhttp3.CipherSuite  TLS_DH_anon_WITH_AES 128 _CBC_SHA256("TLS_DH_anon_WITH_AES 128 CBC_SHA256", AppCompatDelegate.FEATURE_SUPPORT_ACTT
& okhttp3.CipherSuite  TLS_DH_anon WITH AES 256 CBC_SHA256("TLS DH anon WITH AES 256 CBC SHA256", AppCompatDelegate.FEATURE_SUPPORT ACTL
& okhttp3.CipherSuite  TLS_RSA_WITH_AES_128_GCM_SHA256("TLS_RSA_WITH_AES 128_GCM_SHA256", 156, 5288, 8, 21),
& okhttp3.CipherSuite  TLS_RSA WITH AES 256 GCM_SHA384("TLS RSA WITH AES 256 GCM SHA284", 157, 5288, 8, 21),
& okhttp3.CipherSuite  TLS_DHE_RSA_WITH_AES_128_GCM_SHA256("TLS_DHE_RSA_WTTH_AES 128_GCM_SHA256", 158, 5288, 8, 21),
& okhttp3.CipherSuite  TLS DHE _RSA WITH AES 256 GCM_SHA384("TLS DHE RSA WITH AES 256 GCM SHA384", 159, 5288, 8, 21),
& okhttp3.CipherSuite  TLS DHE DSS WITH AES 128 GCM_SHA256("TLS DHE DSS WITH AES 128 GCM SHA256", 162, 5288, 8, 21),
Load all Load more Stop Found 58+ Sort results
Keep open Cancel
> {3 (7 = 3 23 N g N 3] g A @ 2 2= 52
e F’fé%f‘f ’}'ﬁ/?”;ﬁl‘g}tlr}i "12\;”'1'}1 ’;\:}‘_*\2;‘: ¥ 7‘/5‘.5]’*5\‘#&"
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@ Text search: key

Search for text:
- key|
Search definitions of:

Class Method

Field [/] Code

Search options:

Resource || Comments [/ Case-insensitive

Nede

Regex | | Active tab only

m, androidx.arch.core.internal.SafelterableMap.get(K) while (entry != null & lentry.mKey.equals(k)) {

Auto search

€, androidx. constraintlayout.core.dsl.Keys public class Keys {
¢, androidx.constraintlayout.widget.R.attr public static int keyPositionType = 8x7f@38280;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_alpha = @x2@000000;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_android_elevation = @x0000088b;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_rotation = @x20080087;
¢, androidx.constraintlayout.widget.R.styleable public static int KeyAttribute_android_rotationX = 8x00800008;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_android_rotationY = 0x000000809;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_scaleX = @x@0000005;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_android_scaleY = 8xB0000006;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_transformPivotX = 0x00000001;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_android_transformPivotY = 0x80000002;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_translationX = 0x00800003;
€, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_android_translationY = @x©0800804;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_android_translationZ = ©x00008000a;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_curveFit = @xgeegeeéc;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_framePosition = 8x8000000d;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_motionProgress = @x@020080e;
¢, androidx.constraintlayout.uidget.R.styleable public static int KeyAttribute_motionTarget = @x8880000f;
g, androidx. constraintlayout.widget.R.styleable public static int KeyAttribute_transformPivotTarget = 0x00800010;
€, androidx.constraintlayout.widget.R.styleable public static int KeyAttribute_transitionEasing = @x@0080011;
Load all Load more Stop Found 58+ Sort results
Keep open Cancel
. . —
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sunfish:/ # grep -r -i "16
1|sunfish:/ # grep -r -i "Nt
1|sunfish:/ #

e" /d

R ®0100%

BERE—BAREZ RS REEEA (P
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HER#A

B =

ata/data/tw.edu.ntua.appweb

6" /data/data/tw.edu.ntua.appweb
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i REE

i IPC #8441 ¢

IPC #5 41 ¥

s TE

WIBACR TR (L1~ L2~ L3)
B BT RS H R IR Ao s
b AT IR AR

kR

2R E

Wit

[]7 #

EER TR

& raq* (xi* IPCHs4])

AR (78 i * 47238 AndroidManifest.xml #§ % > 3% provider tag

7 I android:exported
B IPC #5414«

n

;/Q»,

T
BB AT },i,]“}p’f-';
BERRZ) RS P

% false(®- ) »
% ADB#¥=E 78R * 42548 »

For N FELFEREY AR AL
AR

F’B!};‘E‘o

1089 [ <activity android:name="tw.edu.ntua.appweb.ui.main.MenuvActivity™ android:exported="false" android:screenOrientation="portrait"/>

112 | <activity android:label= ‘title_gr_code” zandroid:name="tw.edu.ntua.appweb.ui.capture.A "ﬂlentatlon(aptu"edgtl rity" android:sta
128 | < android:name="androidx.core.content.FileProvider” Jandroid: exported="false"Jandroid:authorities="tw.edu.ntua.appweb.provider”|
125 <meta-data android:name="android.support.FILE_| DER_PATHS" android:resource="@xml/provider_paths™/>

128 | </ >

138 | <service android:name="tw.edu.ntua.appweb.ui.service.llotificationService" android:exported="false">

133 <intent-filter>

228 | <service android:name="com.google.android.gms.measurement.AppMeasurementService” android:enabled="true" android:exported="false"/»
224 | <service android:name="com.google.android.gms.measurement.AppMeasurementlobService” android:permission="android.permission.BIND_J]0B_SE|
238 < android:name=" n.gongle.Fi“ebase.pﬂoﬂ;ideﬂ.:i“ebaseinitPﬂoﬂ;'ide""Iaﬂdr‘cid:ex:crted:"w‘alse"laﬂdrcid:a.Jtmr‘ities:”t.—;.edu.ntua.a
237 | <activity android:theme="@android:style/Theme.Translucent.NoTitleBar" android:name="com.google.android.gms.common.api.Googlefpifctivit)
242 | <uses-library android:name="andreoid.ext.adservices" android:required="false"/>

246 | < android:name="androidx.startup.InitializationProvider"” Iaﬂdr'cid:ex:or‘ted:"False"Iaﬂdr‘cid:aJt horities="tw.edu.ntua.appueb.andr
258 <meta-data android:name="androidx.emoji2.text.EmojiCompatInitializer” android:value="androidx.startup"/>

253 <meta-data android:name="androidx.lifecycle.ProcesslifecycleInitializer"” android:value="androidx.startup"/>

256 <meta-data android:name="androidx.profileinstaller.ProfileInstallerInitializer” android:value="androidx.startup"/>

246 | </ >

261 | <uses-library android:name="androidx.window.extensions" android:required="false"/>

sunfish:/ # grep -r -i "16
1|sunfish:/ # grep -r -i "Nt
1|sunfish:/

]’ﬁ?]__

0" /data/data/tw.edu.ntua.appweb

6" /data/data/tw.edu.ntua.appweb
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2#pesx: Wres [(Jrps
LETRZWR TR AL A RSO T AR DT AP 380 o Rl R
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08-25 16:26:08.791 U160 4160 I AndroidIME: AbstractIme.onActivate()

nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=Wet 10020 EAFER T AREEEAL TR
e, autoComplete=true, imeOptions=12000002, privateImeOptions=null, ac. .. Ce—te Ly L te=u, 4
nitialSelEnd=0, initialCapsMode=8, label=null, fieldId=21312312U6, fieldName=null, extras=null, hintText=null, hintLocal
es=[1}, IncognitoMode = false, DevicelLocked = false

08-25 16:26:08.817 U160 4160 I GoogleInputMethodService: GoogleInputMethodService.onStartInputView():2062 onStartInput
View(EditorInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=fal
se, autoCorrection=false, autoComplete=true, imeOptions=12000002, privateImeOptions=null, actionName=GO, actionLabel=nul
1, initialSelStart=0@, initialSelEnd=0, initialCapsMode=0, label=null, fieldId=21312312u6, fieldName=null, extras=null, h
intText=null, hintLocales=[]1}}, true)

08-25 16:26:08.822 U160 4160 I AndroidIME: AbstractIme.onActivate():89 PasswordIme.onActivate() : EditorInfo = EditorI
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=false, autoCorrection=fals
e, autoComplete=true, imeOptions=12008002, privateImeOptions=null, actionName=GO, actionLabel=null, initialSelStart=8, i
nitialSelEnd=0, initialCapsMode=8, label=null, fieldId=21312312U6, fieldName=null, extras=null, hintText=null, hintlLocal
es=[]}, IncognitoMode = false, DevicelLocked = false

08-25 16:26:14.917 U160 4160 I GoogleInputMethodService: GoogleInputMethodService.onStartInput():1958 onStartInput(Edi
torInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=@, inputTypeString=NULL, enablelLearning=false, autoCorrecti
on=false, autoComplete=false, imeOptions=12080000, privateImeOptions=null, actionName=UNSPECIFIED, actionLabel=null, ini
tialSelStart=-1, initialSelEnd=-1, initialCapsMode=8, label=null, fieldId=2131231246, fieldName=null, extras=null, hintT]|
ext=null, hintlocales=[]}}, true)

08-25 16:26:14.925 1717 2001 D CoreBackPreview: Window{211d439 u@ tw.edu.ntua.appweb/tw.edu.ntua.appweb.ui.main.MainAc
tivity}: Setting back callback OnBackInvokedCallbackInfo{mCallback=android.window.IOnBackInvokedCallback$Stub$Proxy@cdsb
55e, mPriority=0}

88-25 16:26:21.301 1717 1963 I ActivityManager: Killing 6645:tw.edu.ntua.appweb/u@a60d (adj 905): remove task

08-25 16:26:21.355 1717 2611 W ActivityManager: Scheduling restart of crashed service tw.edu.ntua.appweb/org.chromium.
content.app.SandboxedProcessServicef:® in 1088ms for connection

08-25 16:26:08.791 U160 4160 I AndroidIME: AbstractIme.onActivate() k
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=Wet Nt oA S SHEE £
e, autoComplete=true, imeOptions=12000002, prlvateImeOthons null, acc . e e 4
nitialSelEnd=60, JthJaLCapsMode 0, label= null fieldId=21312312U6, fieldName= null extras=null, hintText=null, hintLocal
es=[1}, IncognltoMode = false, Dev1ceLocked = false

98-25 16:26:08.817 U160 ﬂle@ I GoogleInputMethodService: GoogleInputMethodService.onStartInputView():2062 onStartInput
View(EditorInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=fal
se, autoCorrection=false, autoComplete=true, imeOptions=12000002, privateImeOptions=null, actionName=GO, actionLabel=nul
1, initialSelStart=@, initialSelEnd=0, initialCapsMode=0, label=null, fieldId=21312312u6, fieldName=null, extras=null, h
intText=null, hintLocales=[]1}}, true)

08-25 16:26:08.822 U160 4160 I AndroidIME: AbstractIme.onActivate():89 PasswordIme.onActivate() : EditorInfo = EditorI
nfo{packageName=tw.edu.ntua.appweb, inputType=el, inputTypeString=WebPassword, enablelLearning=false, autoCorrection=fals
e, autoComplete=true, imeOptions=12000002, privateImeOptions=null, actionName=GO, actionLabel=null, initialSelStart=8, i
nitialSelEnd=0, initialCapsMode=8, label=null, fieldId=21312312u6, fieldName=null, extras=null, hintText=null, hintLocal
es=[]}, IncognitoMode = false, DeviceLocked = false

08-25 16:26:14.917 U160 4160 I GoogleInputMethodService: GoogleInputMethodService.onStartInput():195@ onStartInput(Edi
torInfo{EditorInfo{packageName=tw.edu.ntua.appweb, inputType=0, inputTypeString=NULL, enablelLearning=false, autoCorrecti
on=false, autoComplete=false, imeOptions=12000000, privateImeOptions=null, actionName=UNSPECIFIED, actionLabel=null, ini
tialSelStart=-1, initialSelEnd=-1, initialCapsMode=0, label=null, fieldId=21312312u46, fieldName=null, extras=null, hintT
ext=null, hintlocales=[]}}, true)

88-25 16:26:14.925 1717 2001 D CoreBachPreview: Window{211d439 u@ tw.edu.ntua.appweb/tw.edu.ntua.appweb.ui.main.MainAc
tivity}: Setting back callback OnBackInvokedCallbackInfo{mCallback=android.window.IOnBackInvokedCallback$Stub$Proxy@cdSb
55e, mPriority=0}

98-25 16:26:21.301 1717 1963 I ActivityManager: Killing 6645:tw.edu.ntua.appweb/u@a66u (adj 905): remove task

98-25 16:26:21.355 1717 2611 W ActivityManager: Scheduling restart of crashed service tw.edu.ntua.appweb/org.chromium.
content.app.SandboxedProcessServicef:® in 1088ms for connection
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‘ g@pertise FHBPURAE T 2P b BmeTihpisn: (\

® 41241 7t 4750 5 F R E ﬂz,,] Pl R R f oo BAREL A B L RFY
e E 24em (L1~12~13)
LRI AR

(1) AFHFRY AN LTFEHRPTLS 1.2 () M imikt ?}T@i@%?’f
dodn DA Rl e A tkpI AR TF A2 B EAMGRIAE -

(2) W h i ® 258 7 W3 2457 0k B 5220485 (5 ) 2 2 RSA4
BB SR B4R R R G224 (7)) M 2 FFRFE SR A A
# (Elliptic Curve Cryptography) - 4ci TE_| Bl & AR A%
"E R R EAERPIAE -

(3) MAFHB* AN AT EH* 247 xR R 51280~ () M 2 &4
2L & (AES) - 2 1@ * TLS1. 297 & 32 e ?«ﬁ-n/z ( zChaCha20) - 4r3
TE L RIREAERPIAR TE R P EAIEHRPIAE

2wpEs WEE 2 B4
EiBF B F R 0 % Wireshark ¥4t e » LB (DFHR* 2585 * TLS 1.2
R L@%J TRAEFA S REQ)HE* 457 xk R 128 At 2
ERF AR E(AES)(Bl- ) s AR (2B BHESET 2457 7ok & 2048 o0}
2 RSA“eFmHZ(R- ) ®wPIEEFEAE -

No. Time source Destination Protocol  Length Info
373 41.945551700 192.168.137.86 128.97.121.132 TLSw1.2 738 Application Data
374 41.945552108 192.168.137.86 128.97.121.132 TCP 66 62798 + 443 [ACK] Seq=1 Ack=1 Win=131184 L..
375 41.945554288 192.168.137.86 126.97.121.132 TLSvl.2 583 Client Hello (SNI=appweb.ntua.edu.tw)
376 41.946741888 192.168.137.86 126.97.121.132 TCP 66 62799 =+ 443 [ACK] Seq=1 Ack=1l Win=131184 L..
377 41.946743508 192.163.137.8 @.97.121.132 Tisvl.2 583 Client Hello (SNI=appweb.ntua.edu.tw)
378 41.946837900 §126.97.121.13 192, §.137.SE T_LSVl.Z 14“455&&[‘ Helloll
379 41.946979206 120.97.121.13 .168.137.86 TCP 1484 443 -+ 62795 [ACK] Seq=1339 Ack=518 Win=14@..
380 41.947116308 120.97.121.132 192.168.137.86 TLSv1.2 1856 Certificate, Server Key Exchange, Server H.
381 41.948878900 120.97.121.132 192.168.137.86 TCP 66 443 » 62797 [ACK] Seq=1 Ack=518 Win=14817 ..
382 41.948894300 120.97.121.132 192.168.137.86 TCP 66 443 » 62796 [ACK] Seq=1 Ack=518 Win=14817 ..
383 41.948056300 192.168.137.86 128.97.121.132 TCP 66 62795 + 443 [ACK] Seq=518 Ack=2677 Win=128..

> Frame 378: 1484 bytes on wire (11232 bits), 1484 bytes captured (11232 bits) on interface \Device\NPF_{9BBCD2EA-C51E-4732-9F69-517
» Ethernet II, Src: CenturyXinya dS:da:2a (9@:de:8@:d5:da:2a), Dst: le:64:a@:b2:74:b8 (le:64:a@:b2:74:b3)
» Internet Protocol Version 4, Src: 120.97.121.132, Dst: 192.168.137.86
> Transmission Control Protocol, Src Port: 443, Dst Port: 62795, Seq: 1, Ack: 518, Len: 1338
V‘Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

e (G

Length: 91

¥ Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 87
Versicn: TLS 1.2 (@x@3e3)
Random: ceef7617856cedb3bcdiP6nambeb7dEeel185c@08T2151b63025620397FT9a283
Session ID Length: 32
Session ID: @f2219a4b3765c1896@ab83ebadea5cl@2c6T4eb64285d7264cdf976cbae3s18
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 |(@xc@2f)

v
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p  Certificate

General Details  Certification Path

Show: | <All= W
Field Value
El'l.-'alid from 01 September 2025 18:12:25
Dﬁ.-'alid to 11 September 2026 23:59:59
BSuhject *ntua.edu. tw, National Taiwa. ..

=| Public key RSA (2048 Bits)

DPuhIic key parameters 0500
@Auﬂﬁurit&; Key Identifier KeyID=22e7fac216715cf3577...
@Subject Key Identifier Tedb2af10fdfsbo0ffci7ae3fb. ..
mr‘m Mictribu tfinm Prints 1R Nistribu Han Print: Dictr

S08201 0p 028201 01 00 ce Bd 32 el b Zhad 54 10 %% 45 48 11 2b 7045 32 14 1b
G002 5 V53 % 1 86 13 59 0 M ec d2 d9af 3a 50 £ 74 29 4b 40 72 738 50
Gdae 6L 06 % 42 8h 345 45 Ge B0 05 36 89 8 Bl 34 MR 99 1B 30 L2 62 64 25 OB
ebbl Ihbael 64 605984 34 5584 97 91 dbbb ee 37 fo 14 05 d2 5e 25 75 68 73
63 £ 38 35 od 54 92 V26999 74 bd 03 19 194 oh 86 29 &7 54 80 30 20 Je B8 37 41
TadibofeVfeedbl 45 be 45 9 13 d4 518 27 098l o4 97 1 69 bd 20 ba B3
1z 81 6o al 90e3 32 1o 4d 34 B3 44 b3 L2 44 113530 ea ae 02 de 8 02 87 47 BB &5 be
el 75 1261 2208285 ¢3 6290 368 chab ib 42 8e b5 Be 40294290 75 (5 ac 29
oo IY21 0709 fe 30 1500 95 99 B H 77 1h 15 B0 26 35 2901 25 ac 07 le 7862 oo
45 32 dd le ce ad d5 4701 089 o2 75 681 0205 01 001

Edit Properties... Copy to File. ..
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Dashboard ~ Target  Proxy

Intruder  Repeater  Collaborator

Sequencer  Decoder  Comparer  Logger @ 2 {é}
Organizer ~ Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {§} Proxy settings

=®
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

——

‘= Eventlog

Y Fitter @ @ @ Debug

Time

search Q| i

Type Source  Message v
10:41:29 27 Aug 2026 Error

Proxy [4] The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: (certificate_u...
10:41:29 27 Aug 2026 Error Proxy [3] The client failed to negotiate a TLS connection to ohttp-relay-safebrowsing-android.go...
¥Rl 2 % Bl
A EEFERBEERRIRIILNF AP TF > R AP HFT A E5F A fure o
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Dashboard ~ Target  Proxy

Intruder  Repeater  Collaborator

Sequencer  Decoder  Comparer  Logger @ 2 {é}
Organizer ~ Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {§} Proxy settings

=®
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

——

‘= Eventlog

Y Fitter @ @ @ Debug

Time

search Q| i

Type Source  Message v
10:41:29 27 Aug 2026 Error

Proxy [4] The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: (certificate_u...
10:41:29 27 Aug 2026 Error Proxy [3] The client failed to negotiate a TLS connection to ohttp-relay-safebrowsing-android.go...
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Organizer ~ Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {§} Proxy settings

=®
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

——

‘= Eventlog

Y Fitter @ @ @ Debug

Time

search Q| i

Type Source  Message v
10:41:29 27 Aug 2026 Error

Proxy [4] The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: (certificate_u...
10:41:29 27 Aug 2026 Error Proxy [3] The client failed to negotiate a TLS connection to ohttp-relay-safebrowsing-android.go...
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Dashboard  Target Proxy Intruder Repeater Collaborator  Sequencer Decoder  Comparer  Logger @ > {§}

Organizer  Extensions  Discover

Intercept HTTP history WebSockets history Match and replace {t::} Proxy settings

<>
HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

Learn mere ‘Open browser
= Eventlog @ X
Y Filter @ @ @ Debug Search Q
Time Type Source  Message v

10:41:29 27 Aug 2026 Error Proxy

[4] The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: (certificate_u...
10:41:29 27 Aug 2026 Error Proxy

[3] The client failed to negotiate a TLS connection to ohttp-relay-safebrowsing-android.go...
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n | Certificate =

General Details  Certification Path

Show: | <All> W
Field Value
DSignamrE hash algorithm sha2ss
Blssuer TWCA Secure 551 Certification. ..
D'I.-'alid from 01 September 2025 16:12:256

=] valid to 11 September 2026 23:59:59
BSubject * ntua.edu.tw, National Taiwa...
=] Public key RSA (2048 Bits)

BPuinc key parameters 0500

mm ithinrity Kew Tdentifier KeuwTN=02%= 7oA 1A T1R-F3077

11 September 2026 23:59:59

Edit Properties... Copy to File. ..
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Organizer  Extensions Discover

Intercept HTTP history WebSockets history Match and replace {t:ﬁ} Proxy settings

%6/
HTTP history is empty
This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.
-

‘= Eventlog @ X
Y Filter @ @ @ Debug Search Qo
Time Type Source  Message v
10:41:29 27 Aug 2026 Error Proxy [4] The client failed to negotiate a TLS connection to appweb.ntua.edu.tw:443: (certificate_u...
10:41:29 27 Aug 2026 Error Proxy [3] The client failed to negotiate a TLS connection to ohttp-relay-safebrowsing-android.go...
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n  Certificate >

General Details  Certification Path

Show: | <All= W
Field Value
DSEriaI number 47e3000000087222083d035¢...
DSignamrE algorithm sha255R5A
BSignature hash algorithm sha25s

E‘l Issuer TWCA Secure 551 Certification. ..
D'I.-'alid from 01 September 2025 18:12:25
D'I.-'alid to 11 September 2026 23:59:59
DSubject * ntua.edu.tw, National Taiwa...
=] B bl ke DA {INAR Rite)

CM = TWCA Secure 551 Certification Authority
0 = TAIWAN-CA
C=Tw

Edit Properties... Copy to File,..
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ers ENCrypted
= appweb.ntua.edu.tw:443
= chttp-relay-safebrowsing-android.google fastly-edge.corm:443
e ntua.edu,baedd3
= Lytimg.com:443
=W youtube, corm:443
= fonts.gstatic.com:443
= codejquery.com:443
= dsmsOmjlbbhnd.cloudfront.net:443
= cdn.openshareweb.com:443
& yarpp.com:dd3
= content-autofill. googleapis.com:443
= jatoflow.ntua.edu.bw:443
= guake-pa.googleapis.com:d4d3
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fonts.googleapis.com/142.251.210.42 EN|
appweb.ntua.edu.tw/120.97.121.132 &
ohttp-relay-safebrowsing-android.google.fastly-edge.com/151.101.1.91 £H
www.ntua.edu.tw/120.97.123.119 &
i.ytimg.com/172.253.115.119 |
www.youtube.com/142.251.155 .4 iH
fonts.gstatic.com/142.251.40.227 EN:!
code jquery.com/151.101.65.155 ENE
dsmsOmj1bbhn4.cloudfront.net/52.85.31.73 £H
cdn.openshareweb.com/172.67.74.24 £H
yarpp.com/107.20.140.231 £
content-autofill. googleapis.com/172.217.117.4 (2R
jatoflow.ntua.edu.tw/140.131.21.76 &
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sunfish:/ # ps -A | grep tw.edu.ntua.appweb

ue_a6ed 16213 1060 U0961816 226796 SyS_epoll_wait ® S tw.edu.ntua.appweb

sunfish:/ # lsof | grep -i -E '16213.%*/data/data’

edu.ntua.appweb 16213 uB_a60U  mem REG 253,41 5186052 21u472 /data/data/com
.google.android.gms/files/fonts/opentype/Noto_COLR_Emoji_Compat-U06-100_0-8_8.ttf

edu.ntua.appweb 16213 ub_a60l  mem REG 253,41 5186052 214472 /data/data/com
.google.android.gms/files/fonts/opentype/Noto_COLR_Emoji_Compat-4@-100_6-0_0.ttf

edu.ntua.appweb 16213 ub_a6ed mem  unknown /data/data/tw.
edu.ntua.appweb/no_backup/.webview/BrowserMetrics/BrowserMetrics—6A8FD29D-3F55. pma (deleted)
edu.ntua.appweb 16213 uf_a60U  mem REG 253, U1 49152 152253 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Shared Dictionary/db

edu.ntua.appweb 16213 ub_a60l  mem REG 253,41 36864 153586 /data/data/tw.
edu.ntua.appweb/app_webview/Default/declarative_performance_observer.db

edu.ntua.appweb 16213 ub_aéod mem REG 253,41 24576 150356 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Cookies

edu.ntua.appweb 16213 uf_a60l  9Bu REG 24 1uu1ue /data/data/tw.
edu.ntua.appweb/app_webview/webview_data.lock

edu.ntua.appweb 16213 ub_a66l 186u REG 253,41  uiouseuy 147110 /data/data/tw.

edu.ntua.appweb 16213 ub_a66l 187r REG 253, U1 142 149523 /data/data/tw.
edu.ntua.appweb/app_webview/Default/shared_proto_db/metadata/000055.1db

edu.ntua.appweb 16213 ub_a66l 190r REG 253,41 338324 4oeld /data/data/com
.google.android.gms/files/fonts/opentype/Google_Sans-700-180_0-0_0.ttf

edu.ntua.appweb 16213 ub_a6eld 191r REG 253,41 5186052 214472 /data/data/com
.google.android.gms/files/fonts/opentype/Noto_COLR_Emoji_Compat-L00-100_6-8_6.ttf

edu.ntua.appweb 16213 ub_a6eld 196r REG 253,41 uise7ed 131633 /data/data/com
.google.android.gms/files/fonts/opentype/Google_Sans_Flex-480-100_0-0_0.ttf

edu.ntua.appweb 16213 ub_a6ely 202r REG 253,01 338624 111498 /data/data/com
.google.android.gms/files/fonts/opentype/Google_Sans-U00-100_8-0_0.ttf

edu.ntua.appweb 16213 ub_a6ey 2eir REG 253,41 339148 223793 /data/data/com
.google.android.gms/files/fonts/opentype/Google_Sans-500-100_6-0_0.ttf

edu.ntua.appweb 16213 u@_a6ey 215w REG 253,01 149277 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Session Storage/LOG

edu.ntua.appweb 16213 u@_ased 218u REG 253,41 149678 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Session Storage/LOCK

edu.ntua.appweb 16213 ub_ased 229w REG 144617 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Session Storage/000003.log

edu.ntua.appweb 16213 ub_ased 233w REG 253,41 140626 /data/data/tw.
edu.ntua.appweb/app_webview/Default/Session Storage/MANIFEST-806602

sunfish:/ #
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16213
16213
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16213
16390
16213
16390

root
uf_a6eu
root
u@_asel
u@_asel
root
root
u@_aeey
root
uf_a6ou
root
u@_aeey
root
u@_asel
root
u@_a6eu
u@_asel
root
uf_a6ou
root
u@_aeey
root
u@_asel
root

20
1@
20
10
10
20
20
10
20
10
20
10
20
10
20
10
10
20
10
20
10
20
10
20

-18
0
-10
=10
0
0
-10
0
-16
0
-10
0
=10
0
-18
-10
0
-16
0
-10
0
=10
0

ER:EROOT

168G
39G
168G
39G
39G
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168G
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168G
39G
168G
39G
168G
39G
168G
39G
39G
168G
39G
186G
39G
168G
39G
168G

2:12

%
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Root Checker Basic <

FH4&  RANKINGS ROOTHEZAI:H

48 | Pixel 4a
AndroidhfZs 13

Date and Time: 2026/8/27 F42:12

Advanced Root Checker

Adds: Customized assistance about
the most important aspects of root
status.

UPGRADE

Global Google Pixel 4a Root Statistics

Q@

Ease of Root Install Rank: 6204

Root Access Available: Yes

Root Install Difficulty: Medium

Top Reason to Root: *Requires Advanced
Root purchase*

Manufacturer Ease of Root Install Rank: 3

MORE DETAILS

Advanced Root Checker &
Root Account Status

@ REETIR

2.9M
221M
2.9
221M
221M
2.9M
2.9
221M
2.9M
221M
2.9
221M
2.9M
221M
2.9M
221M
221M
2.9M
221M
2.9
221M
2.9M
248M
2.9

sunfish:/ # top | grep tw.edu.ntua.appweb

2.2M
169M
2.2M
169M
169M
2.2M
2.2M
169M
2.2M
169M
2.2M
169M
2.2M
169M
2.2M
169M
169M
2.2M
169M
2.2M
169M
2.2M
193M
2.2M

wowoe

CEDPVDUOVVDOVOVDOVDOOODOVY® O

3

S 0.0
S 0.0
S 0.0
S 0.0
S 0.3
S 0.0
S 0.0
S 0.0
S 0.8
S 0.0
S 0.0
S 0.0
S 0.0
S 0.0
S 0.0
S 0.0
S 0.3
S 0.8
S 0.3
S 0.0
S 32.0
S 0.8
S 1.0
S 0.0

<2 B <> T <> T T <= T < T <> N <o Y o O c» N = I = I e o R o R > TR <o T o Y > T > Y o o i o I 2

D E QO WAOAWIOIWWIOIWIIWIIWDWD O W

=
Il

grep tw.edu.
tw.edu.ntua.
grep tw.edu.
tw.edu.ntua.

tw.edu.ntua

tw.edu.ntua

tw.edu.ntua

tw.edu.ntua

ntua.appweb
appweb
ntua.appweb
appweb

.appweb
grep tw.edu.
grep tw.edu.
.appweb
grep tw.edu.
.appweb
grep tw.edu.
tw.edu.ntua.
grep tw.edu.
tw.edu.ntua.
grep tw.edu.
tw.edu.ntua.

ntua.appweb
ntua.appweb

ntua.appweb

ntua.appweb
appweb
ntua.appweb
appweb
ntua.appweb
appweb

.appweb
grep tw.edu.
tw.edu.ntua.
grep tw.edu.
tw.edu.ntua.
grep tw.edu.
tw.edu.ntua.
grep tw.edu.

ntua.appweb
appweb
ntua.appweb
appweb
ntua.appweb
appweb
ntua.appweb
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sunfish:/ # monkey —p tw.edu.ntua.appweb —v 500

bash arg: -p

bash arg: tw.edu.ntua.appweb

bash arg: -v

bash arg: 500
args: [-p, tw.edu.ntua.appweb, -v, 508]

arg: "-p"

arg: "tw.edu.ntua.appweb"

arg : II_VII

arg: "500"
data="tw.edu.ntua.appweb"
:Monkey: seed=1787911996716 count=500
:AllowPackage: tw.edu.ntua.appweb
:IncludeCategory: android.intent.category.LAUNCHER
:IncludeCategory: android.intent.category.
// Event percentages:
1/ : 15.0%
I 1 10.0%
1/ 1 2.0%
1/ : 15.0%
I/ : —0.0%
1/ 1 —0.0%
1/ : 25.0%
/f : 15.0%
I/ 1 2.0%
// 1 2.0%
//  18: 1.8%
// 11: 13.0%
:Switch: #Intent;action=android.intent.action.MAIN;category=android.intent.category.LAUNCHER
gs=0x10200000 ; component=tw. edu. ntua.appweb/.ui.main.MainActivity;end

// Allowing start of Intent { act=android.intent.action.MAIN cat=[android.intent.categor
1 cmp=tw.edu.ntua.appweb/.ui.main.MainActivity } in package tw.edu.ntua.appweb
:Switch: #Intent;action=android.intent.action.MAIN;category=android.intent.category. LAUNCHER
gs=0x10200000 ; component=tw.edu.ntua.appweb/.ui.main.MainActivity;end
// Allowing start of Intent { act=android.intent.action.MAIN cat=[android.intent.categor

] cmp=tw.edu.ntua.appweb/.ui.main.MainActivity } in package tw.edu.ntua.appweb

//[calendar_time:2026-08-27 1U4:06:27.576 system_uptime:1206576969]
// Sending event #4600
//[calendar_time:2026-08-27 14:06:27.577 system_uptime:1206576970]
// Sending event #U00

:Sending Touch (ACTION_DOWN): ©:(732.8,924.0)

:Sending Touch (ACTION_UP): ©:(715.5507,929.781)

:Sending Touch (ACTION_DOWN): ©:(215.0,1101.0)

:Sending Touch (ACTION_UP): ©:(218.45354,1100.2308)

:Sending Trackball (ACTION_MOVE): 0:(2.0,1.0)

:Sending Touch (ACTION_DOWN): ©:(830.8,1723.80)

:Sending Touch (ACTION_UP): @:(832.8578,1727.7391)

:Sending Trackball (ACTION_MOVE): ©:(2.0,-1.8)

:Sending Touch (ACTION_DOWN): ©:(776.8,309.0)

:Sending Touch (ACTION_UP): @:(796.5132,310.25U67)

:Sending Touch (ACTION_DOWN): ©:(8u8.0,50.0)

:Sending Touch (ACTION_UP): @:(851.6112,50.9495U7)

:Sending Touch (ACTION_DOWN): ©:(679.0,1881.0)

:Sending Touch (ACTION_UP): ©:(702.26855,1871.5535)

:Sending Trackball (ACTION_MOVE): @:(4.0,-2.8)

:Sending Trackball (ACTION_MOVE): ©:(-3.8,-3.8)

:Sending Touch (ACTION_DOWN): ©:(2u5.0,7u1.0)

:Sending Touch (ACTION_UP): @:(256.74536,731.083)

:Sending Touch (ACTION_DOWN): ©:(751.8,1698.8)

:Sending Touch (ACTION_UP): ©:(752.8707,1696.8132)

:Sending Touch (ACTION_DOWN): ©:(8u48.8,1U49.0)

:Sending Touch (ACTION_UP): ©:(863.23724,181.3U955)

:Sending Touch (ACTION_DOWN): ©:(746.0,159.0)

:Sending Touch (ACTION_UP): @:(7u6.83U,161.65622)

:Sending Trackball (ACTION_MOVE): @:(-4.8,2.0)

Events injected: 500

:Sending rotation degree=8, persist=false

:Dropped: keys=0 pointers=0 trackballs=0 flips=1 rotations=0

## Network stats: elapsed time=1149ms (®@ms mobile, ®ms wifi, 11u49ms not connected)

// Monkey finished

sunfish:/ #
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41530 1) ¥ 5 SDK 4%+ (F- )% @81 L TLS 12(R1= )+ 557 7 fus
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NVD Vulnerability Search

Y T ) P

For a phrase search, use " "

Keyword: Android SDK 35 ®

No results found. Please adjust your filters or search criteria and try again.

g]_

NVD Vulnerability Search

Y T ) P

For a phrase search, use " "

Keyword: Android TLS 1.2 &

No results found. Please adjust your filters or search criteria and try again.
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= LIBRARIES

¥ Showing all 3 libraries
android.ext.adservices
androidx.window.extensions

androidx.window.sidecar

51 H
I E
BA

(&

faTl:
Eifjl :
iEEmE - R Ll LEARE T AEE
WebView/tE £ 2 &2

BT E AT/ REA /TR

Bt B3
E 3
B i K ol

)

webkit / 534.30 / {FER#FH 2

& Tex search: librar

Search for text:
- library

Search definitions of. Search options:

Class Method Field /] Code Resource Comments (V] Case-insensitive Regex

Node
% androidx.multidex.MultiDex. install(Context) Log.i(TAG,
7, androidx.multidex.MultiDex.install(Context) Log.i(TAG,
i, androidx.multidex.MultiDex.installInstrumen Log.i(TAG,

Active tab only

VM has multidex support,
o Applicstionlnfo svailable, i.e.
VM has multidex support,

&, com.google. android. datatransport.BuildCo... public static final String LIBRARY PACKAGE_NAME .google.android. datatransport”;
com.google.android.datatransport.backend. .. public static final String LIBRARY PACKAGE NAME .google.android.datatransport.backend. c

&, com.google.android. datatransport.runtime. .. public static final St LIBRARY PACKAGE_NAME .google.android. datatransport. runtime”;

¢ com.google.common.base.StandardSystemPro... JAVA LIBRARY PATH("ja Brary.path™),

&, com.google. firebase.BuildConfig public static final LIBRARY_PACKAGE_NAME - "com.google.firebase™;

&, com.google. firebase. components.BuildConfig public static final LIBRARY PACKAGE_NAME .google. firebase. components”;

&, con.google. firebase.datatransport.BuildC... public static final LTBRARY_PACKAGE_NAME .google. firebase.datatrans

&, com.google. firebase.installations.BuildC... public static final LIBRARY PACKAGE_NAME .google. firebase.installations”;

&, con.google. firebase.installations.intero... public static final LIBRARY_PACKAGE_NAME .google. firebase.installations. lnte"up 5

&, com.google. firebase. ktx.BuildConfig public static final String LIBRARY PACKAGE NAME - "com.google.firebase.ktx”

&, com.google. firebase.ktx.LoggingKt tadata(dl = {"\u@@@0\b\n\uBeEe\n\ueee2\uee1e\uoade\n\ u@@%\‘ \uage\ u%i@‘u@%@ \u81a\udee2e\uoee1x\udeseT ¢\ uBee6 \Le

&, com.google. firebase. ktx.LoggingKt public static final String LIBRARY_NAME - “fire-core-ktx"

&, com.google. firebase.messaging.BuildConfig  public static final String LIBRARY PACKAGE NAME - " Dm.guugle.Fi”ebase.messagi

&, com.google.zxing.client.android.BuildConfig public static final String LIBRARY_PACKAGE_NAME = "com.google.zxing.client.android”;

&, com.google.zxing.client.android.R.string  public static int Iibrary zxingandroidembedded author = 8x711806a;

&, con.google.zxing. client.android.R.string  public static int library zxingandroidembedded_authorblebsite = @x711006b;

&, com.google.zxing.client.android.R.string  public static int library zxingandroidembedded_isOpenSource - Bx7f11006c;

&, com.google.zxing.client.android.R.string  public static int library zxingandroidembedded libraryDescription = @x7f11606d;
Load all Load more Stop Found 58+ Sort results
e Cancel

Auto search

disabled.”);

Context: MultiDex support IEBRERY is
disabled.”);

MultiDex support LibRary is
running on a test

support HBIER is

disabled.");
MultiDex
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(2) a8 ™ 2N L3 PR ¥ F 6 » JavaScript Injection F ¢ 2%
ooded TE JRIREAFERPIAE: TF 0B LEABRPIAE -

(3) wd i * 2N LF P &R » 445~ Command Injection F B 23 o 4

B TE AR EAERBIARE TE R 64 JHHKRPIAE-

() A Fd R AN LT ER ‘ﬁﬁi%J/\Local File Inclusion % 8 2 %
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R ® 0100%

t>alert(1)</scripts]

6 115- 1 EEARIERRRRIREER

AXBIHESARE T 7R #24..2026/08/...

@ SEEE BT Bernar Venet B8
HBEE

ETERHEER .. #21..2026/08/..
@ 152 FEF1SMNESREMETR

=E

ISR #h.. #12..2026/08/...

B BATA 1152 EE AR
& HBY  HRYE BERERUF—
KB ELEREEERAS

BISREEREHE B.. #19..2026/08/...

11558 A E 12 A IMNEF BT EM R
HiERE > FERE
ERFEEERATEE 2. #19.2026/08/..

@ BERREMEAEMHE BRI
BBV AR

REEMBREARER.. 0. #25..2026/08/...

& BEBEA115FEHIREMIRRTR |
ERRBEAFER2E T ) EHE
1,200 BTN EFEMARZE

AN RIRENEEE P H|.. #24..2026/08/..

R ® 0100%
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el

sunfish:/ # 1s
1|sunfish:/ #

R ® 0100%

10 injection > cj.txt

0 115- 1 EBARIERRERMURR
AXBRESHERL  F. #24..2026/08)..

@ SEEE BRI Bernar Venet BE
SBEE

EMSRREBRR ... #21..2026/08/...
1152 FER 1SRN ESMBMEER
=R

HRISERHANAE .. #12..2026/08/...

B3 BT AR 158 A B

£ EBE  RBE BERSKUE—
TR EREEEEAS
BIEEEHGAE &.. #19..2026/08/...

11558 A E 128 MER EHISEMLH
BIRE > RS
ERFHEERAMEE 2. #19..2026/08/..

() EERRBMEATMHE HRAR
BB BT A1 B
RREMBREGRRE.. 6. #25..2026/08/..

=2 BEBEA1SERIREAMERRTR | fE
EFREAFEERETY ) EER
1,200 B R BBEMAR 2T

AXBREAREF RO H.. #24..2026/08/...

R ® 0100%

fiad

0 115- 1 EBARIERRERMURR
AXBRESHERL  F. #24..2026/08)..

@ SEEE BRI Bernar Venet BE
SBEE

EMSRREBRR ... #21..2026/08/...
@ 1152 FER 1SRN ESMBMEER

=R

HRISERHANAE .. #12..2026/08/...

B3 BT AR 158 A B
£ EBE  RBE BERSKUE—
TR EREEEEAS
BIEEEHGAE &.. #19..2026/08/...

11558 A E 128 MER EHISEMLH
BIRE > RS
ERFHEERAMEE 2. #19..2026/08/..

() EERRBMEATMHE HRAR
BB BT A1 B
RREMBREGRRE.. 6. #25..2026/08/..

=2 BEBEA1SERIREAMERRTR | fE
EFREAFEERETY ) EER
1,200 B R BBEMAR 2T

AXBREAREF RO H.. #24..2026/08/...

R ® 0100%

& echo injection >
RESTRE(AIHAR

-1R /data/data/tw.edu.ntua.appweb/ | grep cj.txt

R ® 0100%

Jfitxt

RETREHAR

1|sunfish:/ # lsof | grep lfi.txt

1|sunfish:/ #
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1|sunfish:/ # dumpsys activity activities | grep ResumedActivity

topResumedActivity=ActivityRecord{5827Ucf u® tw.edu.ntua.appweb/.ui.main.MainActivity} t216}
ResumedActivity: ActivityRecord{5827ucf u® tw.edu.ntua.appweb/.ui.main.MainActivity} t216}
sunfish:/ # am start -n tw.edu.ntua.appweb/.ui.main.MainActivity -a android.intent.action.VIEW
Starting: Intent { act=android.intent.action.VIEW cmp=tw.edu.ntua.appweb/.ui.main.MainActivity }

sunfish:/ #

N ¥ 0100%

i

e 115-1EBASERRRIRBER
AXBRERHETD  F. #24.2026/08)..
Q SEEIE A BMIR Bernar Venet B8
HBEE
ESE 0 BN .. #21..2026/08]...
@ g %§¢§%15§§%‘?$§$EQEEE
HRFZERHANAE ... #12..2026/08]...
BT B A AR 158 A SRR
4 @RE  HRE BERARUE—
WAL EREEEEAL

SIS EEWEA 2. #19..2026/08/..

115685 E 12 SMEF RIS
HiERh o BARS

EREHERPRS RE 4. #19..2026/08/...

(o) BERREMEATNHE HRS
RBEIUCKENNE

REEMSMRSEREE.. BB.. #25..2026/08/..

BBA115FEHMMRAMIEM AR | fE
ERREAEEURETY - 58
1,200{ EHTETE B RITARZE

AXZBIRMEIEE PO .. #24..2026/08/..

N ¥ 0100%

$%8%5%S5%5%S %

e 115- 1 EBARERRRREVER

AXBBEEHEE RO .. #24..2026/08/...

Q SEEIE A BMIR Bernar Venet B8
HBEE

ESREEER .. #21..2026/08)..
@ 11582 FEF1RREPRRMEER

=5

SRR #h.. #12..2026/08)..

B3 BB A1 152 AR
& W84 BRL BEREKIE—
RN ELEREFERAE

SIS EEWEA 2. #19..2026/08/..

115685 E 12 SMEF RIS
HiERh o BARS

EREHERPRS RE 4. #19..2026/08/...

(o) BERREMEATNHE HRS
RBEIUCKENNE

REEMSMRSEREE.. BB.. #25..2026/08/..

BBA115FEHMMRAMIEM AR | fE
ERREAEEURETY - 58
1,200{ EHTETE B RITARZE

AXZBIRMEIEE PO .. #24..2026/08/..

N ¥ 0100%
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RIS (R

N ¥ 0100%
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