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Summary of Alerts

Risk Level Number of Alerts

High 1

Medium 5

Low 7

Informational 7

Risk Level
Number of 
Instances

Vulnerable JS Library High 1

Absence of Anti-CSRF Tokens Medium 348

Content Security Policy (CSP) Header Not Set Medium 110

Multiple X-Frame-Options Header Entries Medium 110

Vulnerable JS Library Medium 1

Medium 4

Cookie No HttpOnly Flag Low 118

Cookie Without Secure Flag Low 118

Cookie without SameSite Attribute Low 118

Secure Pages Include Mixed Content Low 1

Strict-Transport-Security Multiple Header Entries 
(Non-compliant with Spec)

Low 182

Timestamp Disclosure - Unix Low 1

ZAP is Out of Date Low 2

Information Disclosure - Sensitive Information in 
URL

Informational 1

Information Disclosure - Suspicious Comments Informational 10

Modern Web Application Informational 110

Re-examine Cache-control Directives Informational 108

Retrieved from Cache Informational 4

Session Management Response Identified Informational 130

https://checkmarx.com/


User Controllable HTML Element Attribute 
(Potential XSS)

Informational 73

Alert Detail

High Vulnerable JS Library

Description The identified library appears to be vulnerable.

URL https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?
v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ

GET

Evidence

.version="2.24.0",e=bt,c.fn=mn,c.min=function(){return Wt("isBefore",[].slice.call(arguments,
0))},c.max=function(){return Wt("isAfter",[].slice.call(arguments,0))},c.now=function(){return 
Date.now?Date.now():+new Date},c.utc=y,c.unix=function(e){return bt(1e3*e)},c.
months=function(e,t){return vn(e,t,"months")},c.isDate=d,c.locale=ut,c.invalid=p,c.
duration=jt,c.isMoment=

Other 
Info

The identified library moment.js, version 2.24.0 is vulnerable. CVE-2022-31129 CVE-2022-
24785 https://github.com/moment/moment/security/advisories/GHSA-wc69-rhjr-hc9g 
https://security.snyk.io/vuln/SNYK-JS-MOMENT-2944238 https://github.com/moment
/moment/security/advisories/GHSA-8hfj-j24r-96c4

Instances 1

Solution Upgrade to the latest version of the affected library.

Reference https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/

CWE Id 1395

WASC Id

Plugin Id 10003

Medium Absence of Anti-CSRF Tokens

Description

No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP 
request to a target destination without their knowledge or intent in order to perform an 
action as the victim. The underlying cause is application functionality using predictable URL
/form actions in a repeatable way. The nature of the attack is that CSRF exploits the trust 
that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a 
user has for a web site. Like XSS, CSRF attacks are not necessarily cross-site, but they 
can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session 
riding, confused deputy, and sea surf.

CSRF attacks are effective in a number of situations, including:

* The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's 
privileges, but recent techniques have been discovered to disclose information by gaining 
access to the response. The risk of information disclosure is dramatically increased when 
the target site is vulnerable to XSS, because XSS can be used as a platform for CSRF, 
allowing the attack to operate within the bounds of the same-origin policy.

URL https://140.112.36.1/

GET

https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ
https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ
https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
https://cwe.mitre.org/data/definitions/1395.html
https://www.zaproxy.org/docs/alerts/10003/
https://140.112.36.1/


Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" ].

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

https://140.112.36.1/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw


URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7


GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D


Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C


Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

<form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 

https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
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https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
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https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
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https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D


Evidence onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
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https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC


Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 

https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
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https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
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https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43


Other 
Info

csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 

https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914


Info _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 

https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
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Info _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].
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URL https://140.112.36.1/Activity/ActivityList

GET

Evidence <form action="/Activity/ActivityList" autocomplete="off" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Name" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Area" 
"Search_Keyword" "Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" "Search_Type" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
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https://140.112.36.1/AlumniGroup/AlumniGroupList


Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/AlumniReunion

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniReunion

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniReunion

GET

Evidence <form action="/AlumniReunion" autocomplete="off" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_SearchYear" ].

URL https://140.112.36.1/AlumniReunion

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 

https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniReunion
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Info _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence <form method="post" class="d-flex searchBar" id="frm">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

GET
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Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
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Other 
Info

csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

https://140.112.36.1/Communicate/DynamicDetail/C000000223
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226
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GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage


Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence <form action="/Home/ForgetAua8" autocomplete="off" class="row g-3 mt-3" data-parsley-
validate="" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct_forget" ].

URL https://140.112.36.1/Home/ForgetAua8

https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/ForgetAua8


GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Home/Register

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/Register

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/Register

GET

Evidence <form action="/Home/Register" autocomplete="off" data-parsley-validate="" enctype="
multipart/form-data" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Birthday" "Current_Address" 
"Current_AddrType_Abroad" "Current_AddrType_Home" "Email" "EnName" 
"flexCheckDefault" "Idnumber" "IDPhoto" "Mobile" "Name" "Permanent_Address" 
"Permanent_AddrType_Abroad" "Permanent_AddrType_Home" "Photo" "readCheck" 
"rSex0" "rSex1" "Tel" ].

URL https://140.112.36.1/Home/Register

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224


Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 

https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000233


Other 
Info

_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

https://140.112.36.1/News/NewsDetail/NN00000241
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Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 

https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000251
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Other 
Info

csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000278
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315


Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000320

https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320


GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000323


Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000330

https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000330


GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000333
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https://140.112.36.1/News/NewsDetail/NN00000334


Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000337

https://140.112.36.1/News/NewsDetail/NN00000334
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].
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URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

<form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 

https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000379


Evidence method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].
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URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET
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Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
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following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET
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Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
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Other 
Info

_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000392


Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
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Other 
Info

csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsList

GET

Evidence <form method="post" class="d-flex searchBar" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/News/NewsList

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

https://140.112.36.1/News/NewsList
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
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GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
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GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].
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URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

<form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
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Evidence method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].
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URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET
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Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168


following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET
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Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Store/StoreList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Store/StoreList

GET

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Store/StoreList

GET

Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Area" 
"Search_Keyword" "Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" "Search_Type" ].

URL https://140.112.36.1/Store/StoreList

GET

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">
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Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence <form action="/Activity/ActivityList" autocomplete="off" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Name" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList
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POST

Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Area" 
"Search_Keyword" "Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" "Search_Type" ].

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/AlumniReunion

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniReunion

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/AlumniReunion

POST

Evidence <form action="/AlumniReunion" autocomplete="off" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_SearchYear" ].

URL https://140.112.36.1/AlumniReunion

POST

<form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
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Evidence method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence <form method="post" class="d-flex searchBar" id="frm">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
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following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence <form action="/Home/ForgetAua8" autocomplete="off" class="row g-3 mt-3" data-parsley-
validate="" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "acct_forget" ].

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Home/Register

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/Register

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Home/Register

POST
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Evidence <form action="/Home/Register" autocomplete="off" data-parsley-validate="" enctype="
multipart/form-data" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Birthday" "Current_Address" 
"Current_AddrType_Abroad" "Current_AddrType_Home" "Email" "EnName" 
"flexCheckDefault" "Idnumber" "IDPhoto" "Mobile" "Name" "Permanent_Address" 
"Permanent_AddrType_Abroad" "Permanent_AddrType_Home" "Photo" "readCheck" 
"rSex0" "rSex1" "Tel" ].

URL https://140.112.36.1/Home/Register

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/News/NewsList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/News/NewsList

POST

Evidence <form method="post" class="d-flex searchBar" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/News/NewsList

POST

<form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 

https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/News/NewsList
https://140.112.36.1/News/NewsList
https://140.112.36.1/News/NewsList


Evidence method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/SiteSearch

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 

https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch


following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/SiteSearch

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/SiteSearch

POST

Evidence <form action="/SiteSearch" autocomplete="off" id="frm" method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Keyword" 
"Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" ].

URL https://140.112.36.1/SiteSearch

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

URL https://140.112.36.1/Store/StoreList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-flex searchBar" method="post" 
onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 1: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Store/StoreList

POST

Evidence <form action="/SiteSearch" autocomplete="off" class="d-none d-flex w-100" id="searchfrm" 
method="post" onsubmit="return checkData()">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 2: "__X-XSRFVerificationToken" "Search_keyword" ].

URL https://140.112.36.1/Store/StoreList

POST

https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Store/StoreList


Evidence <form method="post" id="frm" autocomplete="off">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 3: "__X-XSRFVerificationToken" "Search_Area" 
"Search_Keyword" "Search_PagerInfo_m_iPageCount" "Search_PagerInfo_m_iPageIndex" 
"Search_PagerInfo_m_Search" "Search_Type" ].

URL https://140.112.36.1/Store/StoreList

POST

Evidence <form action="/Home/Login" autocomplete="off" data-parsley-validate="" id="frmLogin" 
method="post">

Other 
Info

No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerificationToken, 
csrfmiddlewaretoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, 
_csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token, _csrfToken] was found in the 
following HTML form: [Form 4: "__X-XSRFVerificationToken" "acct" "aua8" "captcha" 
"showpwd" ].

Instances 348

Solution

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides 
constructs that make this weakness easier to avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard.

Phase: Implementation

Ensure that your application is free of cross-site scripting issues, because most CSRF 
defenses can be bypassed using attacker-controlled script.

Phase: Architecture and Design

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce 
upon receipt of the form. Be sure that the nonce is not predictable (CWE-330).

Note that this can be bypassed using XSS.

Identify especially dangerous operations. When the user performs a dangerous operation, 
send a separate confirmation request to ensure that the user intended to perform that 
operation.

Note that this can be bypassed using XSS.

Use the ESAPI Session Management control.

This control includes a component for CSRF.

Do not use the GET method for any request that triggers a state change.

Phase: Implementation

Check the HTTP Referer header to see if the request originated from an expected page. 
This could break legitimate functionality, because users or proxies may have disabled 
sending the Referer for privacy reasons.

Reference
https://cheatsheetseries.owasp.org/cheatsheets/Cross-

 Site_Request_Forgery_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/352.html

CWE Id 352

WASC Id 9

https://140.112.36.1/Store/StoreList
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/352.html


Plugin Id 10202

Medium Content Security Policy (CSP) Header Not Set

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate 
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. 
These attacks are used for everything from data theft to site defacement or distribution of 
malware. CSP provides a set of standard HTTP headers that allow website owners to 
declare approved sources of content that browsers should be allowed to load on that page 
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable 
objects such as Java applets, ActiveX, audio and video files.

URL https://140.112.36.1/

GET

Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence

https://www.zaproxy.org/docs/alerts/10202/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D


Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43


Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion


Evidence

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215
https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220


Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence

Other 

https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224
https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227


Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence

Other 
Info

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224


GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278


Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence

https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330


Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence

Other 
Info

https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336
https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375


URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381
https://140.112.36.1/News/NewsDetail/NN00000382
https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385


Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390
https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList


Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence

Other 

https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155


Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163


GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/Store/StoreList


Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence

https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList


Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

Instances 110

Solution Ensure that your web server, application server, load balancer, etc. is configured to set the 
Content-Security-Policy header.

Reference

 https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html

 https://www.w3.org/TR/CSP/
 https://w3c.github.io/webappsec-csp/

 https://web.dev/articles/csp
 https://caniuse.com/#feat=contentsecuritypolicy

https://content-security-policy.com/

CWE Id 693

WASC Id 15

Plugin Id 10038

Medium Multiple X-Frame-Options Header Entries

Description X-Frame-Options (XFO) headers were found, a response with multiple XFO header entries 
may not be predictably treated by all user-agents.

URL https://140.112.36.1/

GET

Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://www.w3.org/TR/CSP/
https://w3c.github.io/webappsec-csp/
https://web.dev/articles/csp
https://caniuse.com/#feat=contentsecuritypolicy
https://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en


Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2


Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence

Other 
Info

https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914


URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214


GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

https://140.112.36.1/Communicate/DynamicDetail/C000000215
https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223


Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence

https://140.112.36.1/Communicate/DynamicDetail/C000000224
https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230


Other 
Info

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence

Other 
Info

https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241


URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319


Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336


Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence

Other 

https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380


Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

https://140.112.36.1/News/NewsDetail/NN00000381
https://140.112.36.1/News/NewsDetail/NN00000382
https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385
https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390


GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151


Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158


Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence

Other 
Info

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165


URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion


Evidence

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList


Evidence

Other 
Info

Instances 110

Solution Ensure only a single X-Frame-Options header is present in the response.

Reference https://datatracker.ietf.org/doc/html/rfc7034

CWE Id 1021

WASC Id 15

Plugin Id 10020

Medium Vulnerable JS Library

Description The identified library appears to be vulnerable.

URL https://140.112.36.1/lib/cdnjs/select2/v3.5.0/select2.min.js

GET

Evidence 3.5.0/select2.min.js

Other 
Info

The identified library select2, version 3.5.0 is vulnerable. CVE-2016-10744 https://github.
com/advisories/GHSA-rf66-hmqf-q3fc https://nvd.nist.gov/vuln/detail/CVE-2016-10744 
https://github.com/select2/select2/issues/4587 https://github.com/snipe/snipe-it/pull/6831
/commits/5848d9a10c7d62c73ff6a3858edfae96a429402a https://github.com/snipe/snipe-it
/pull/6831 https://github.com/select2/select2

Instances 1

Solution Upgrade to the latest version of the affected library.

Reference https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/

CWE Id 1395

WASC Id

Plugin Id 10003

Medium

Description Web browser data loading may be possible, due to a Cross Origin Resource Sharing 
(CORS) misconfiguration on the web server.

URL https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-
exceptions/changeset?_expected=1773847110105

GET

Evidence access-control-allow-origin: *

Other 
Info

The CORS misconfiguration on the web server permits cross-domain read requests from 
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser 
implementations do not permit arbitrary third parties to read the response from 
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could 
be used by an attacker to access data that is available in an unauthenticated manner, but 
which uses some other form of security, such as IP address white-listing.

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=remote-permissions&bucket=main&_expected=0

GET

Evidence access-control-allow-origin: *

The CORS misconfiguration on the web server permits cross-domain read requests from 
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser 

https://datatracker.ietf.org/doc/html/rfc7034
https://cwe.mitre.org/data/definitions/1021.html
https://www.zaproxy.org/docs/alerts/10020/
https://140.112.36.1/lib/cdnjs/select2/v3.5.0/select2.min.js
https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
https://cwe.mitre.org/data/definitions/1395.html
https://www.zaproxy.org/docs/alerts/10003/
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0


Other 
Info

implementations do not permit arbitrary third parties to read the response from 
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could 
be used by an attacker to access data that is available in an unauthenticated manner, but 
which uses some other form of security, such as IP address white-listing.

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=search-categorization&bucket=main&_expected=0

GET

Evidence access-control-allow-origin: *

Other 
Info

The CORS misconfiguration on the web server permits cross-domain read requests from 
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser 
implementations do not permit arbitrary third parties to read the response from 
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could 
be used by an attacker to access data that is available in an unauthenticated manner, but 
which uses some other form of security, such as IP address white-listing.

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=tracking-protection-lists&bucket=main&_expected=0

GET

Evidence access-control-allow-origin: *

Other 
Info

The CORS misconfiguration on the web server permits cross-domain read requests from 
arbitrary third party domains, using unauthenticated APIs on this domain. Web browser 
implementations do not permit arbitrary third parties to read the response from 
authenticated APIs, however. This reduces the risk somewhat. This misconfiguration could 
be used by an attacker to access data that is available in an unauthenticated manner, but 
which uses some other form of security, such as IP address white-listing.

Instances 4

Solution

Ensure that sensitive data is not available in an unauthenticated manner (using IP address 
white-listing, for instance).

Configure the "Access-Control-Allow-Origin" HTTP header to a more restrictive set of 
domains, or remove all CORS headers entirely, to allow the web browser to enforce the 
Same Origin Policy (SOP) in a more restrictive manner.

Reference https://vulncat.fortify.com/en/detail?category=HTML5&subcategory=Overly%20Permissive%
20CORS%20Policy

CWE Id 264

WASC Id 14

Plugin Id 10098

Low Cookie No HttpOnly Flag

Description

A cookie has been set without the HttpOnly flag, which means that the cookie can be 
accessed by JavaScript. If a malicious script can be run on this page then the cookie will be 
accessible and can be transmitted to another site. If this is a session cookie then session 
hijacking may be possible.

URL https://140.112.36.1/

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://vulncat.fortify.com/en/detail?category=HTML5&subcategory=Overly%20Permissive%20CORS%20Policy
https://vulncat.fortify.com/en/detail?category=HTML5&subcategory=Overly%20Permissive%20CORS%20Policy
https://cwe.mitre.org/data/definitions/264.html
https://www.zaproxy.org/docs/alerts/10098/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914


Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniCard

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniInfo

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniCard
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniInfo
https://140.112.36.1/AlumniReunion


URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniServe/FindAlumni

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniZone/ClassDirectory

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/AlumniServe/FindAlumni
https://140.112.36.1/AlumniZone/ClassDirectory
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215
https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224
https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/Submission

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/Communicate/Submission
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage


Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251


URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336
https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381
https://140.112.36.1/News/NewsDetail/NN00000382


Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385
https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390
https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160


Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167


URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/robots.txt

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/sitemap.xml

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/robots.txt
https://140.112.36.1/sitemap.xml
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Login

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Login
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

Instances 118

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference https://owasp.org/www-community/HttpOnly

CWE Id 1004

WASC Id 13

Plugin Id 10010

Low Cookie Without Secure Flag

Description A cookie has been set without the secure flag, which means that the cookie can be 
accessed via unencrypted connections.

URL https://140.112.36.1/

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

https://140.112.36.1/Store/StoreList
https://owasp.org/www-community/HttpOnly
https://cwe.mitre.org/data/definitions/1004.html
https://www.zaproxy.org/docs/alerts/10010/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC


Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniCard

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniInfo

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniServe/FindAlumni

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniZone/ClassDirectory

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/AlumniCard
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniInfo
https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/AlumniServe/FindAlumni
https://140.112.36.1/AlumniZone/ClassDirectory


Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215
https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224
https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/Submission

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/Communicate/Submission
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224


Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278


URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336
https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381
https://140.112.36.1/News/NewsDetail/NN00000382
https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385


Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390
https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163


Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/robots.txt

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/robots.txt


URL https://140.112.36.1/sitemap.xml

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Login

POST

https://140.112.36.1/sitemap.xml
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Login


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

Instances 118

Solution
Whenever a cookie contains sensitive information or is a session token, then it should 
always be passed using an encrypted channel. Ensure that the secure flag is set for 
cookies containing such sensitive information.

Reference
https://owasp.org/www-project-web-security-testing-guide/v41/4-
Web_Application_Security_Testing/06-Session_Management_Testing/02-
Testing_for_Cookies_Attributes.html

CWE Id 614

WASC Id 13

Plugin Id 10011

Low Cookie without SameSite Attribute

https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/06-Session_Management_Testing/02-Testing_for_Cookies_Attributes.html
https://cwe.mitre.org/data/definitions/614.html
https://www.zaproxy.org/docs/alerts/10011/


Description
A cookie has been set without the SameSite attribute, which means that the cookie can be 
sent as a result of a 'cross-site' request. The SameSite attribute is an effective counter 
measure to cross-site request forgery, cross-site script inclusion, and timing attacks.

URL https://140.112.36.1/

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniCard

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniInfo

https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniCard
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniInfo


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniServe/FindAlumni

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniZone/ClassDirectory

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/AlumniServe/FindAlumni
https://140.112.36.1/AlumniZone/ClassDirectory
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224


Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/Submission

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/Communicate/Submission


URL https://140.112.36.1/FAQ/FAQList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336


Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381


GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

https://140.112.36.1/News/NewsDetail/NN00000382
https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385
https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence Set-Cookie: TS01037fe6

https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151


Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158


URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/robots.txt

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/sitemap.xml

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/robots.txt
https://140.112.36.1/sitemap.xml
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList


Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Login

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence Set-Cookie: TS01037fe6

Other 

https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Login
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList


Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

Evidence Set-Cookie: TS01037fe6

Other 
Info

Instances 118

Solution Ensure that the SameSite attribute is set to either 'lax' or ideally 'strict' for all cookies.

Reference https://datatracker.ietf.org/doc/html/draft-ietf-httpbis-cookie-same-site

CWE Id 1275

WASC Id 13

Plugin Id 10054

Low Secure Pages Include Mixed Content

Description The page includes mixed content, that is content accessed via HTTP instead of HTTPS.

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence http://www.ntuaacf.ntu.edu.tw/images/icon/bullet.jpg

Other 
Info

tag=img src=http://www.ntuaacf.ntu.edu.tw/images/icon/bullet.jpg tag=img src=http://www.
ntuaacf.ntu.edu.tw/images/icon/bullet.jpg tag=img src=http://www.ntuaacf.ntu.edu.tw/images
/icon/bullet.jpg tag=img src=http://www.ntuaacf.ntu.edu.tw/images/icon/bullet.jpg tag=img 
src=http://www.ntuaacf.ntu.edu.tw/images/icon/bullet.jpg tag=img src=http://www.ntuaacf.
ntu.edu.tw/images/icon/bullet.jpg tag=img src=http://www.ntuaacf.ntu.edu.tw/images/icon
/bullet.jpg

Instances 1

Solution

A page that is available over SSL/TLS must be comprised completely of content which is 
transmitted over SSL/TLS.

The page must not contain any content that is transmitted over unencrypted HTTP.

This includes content from third party sites.

Reference https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.
html

CWE Id 311

https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://datatracker.ietf.org/doc/html/draft-ietf-httpbis-cookie-same-site
https://cwe.mitre.org/data/definitions/1275.html
https://www.zaproxy.org/docs/alerts/10054/
https://140.112.36.1/News/NewsDetail/NN00000330
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/311.html


WASC Id 4

Plugin Id 10040

Low Strict-Transport-Security Multiple Header Entries (Non-compliant with Spec)

Description

HTTP Strict Transport Security (HSTS) headers were found, a response with multiple HSTS 
header entries is not compliant with the specification (RFC 6797) and only the first HSTS 
header will be processed others will be ignored by user agents or the HSTS policy may be 
incorrectly applied.

HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web 
server declares that complying user agents (such as a web browser) are to interact with it 
using only secure HTTPS connections (i.e. HTTP layered over TLS/SSL).

URL https://140.112.36.1/

GET

Evidence

Other 
Info

URL https://140.112.36.1/%E6%B4%BB%E5%8B%95%E7%B6%B2%E7%AB%99%EF%BC%
9A

GET

Evidence

Other 
Info

URL https://140.112.36.1/04

GET

Evidence

Other 
Info

URL https://140.112.36.1/09

GET

Evidence

Other 
Info

URL https://140.112.36.1/26

GET

Evidence

Other 
Info

URL https://140.112.36.1/31

GET

Evidence

https://www.zaproxy.org/docs/alerts/10040/
https://140.112.36.1/
https://140.112.36.1/%E6%B4%BB%E5%8B%95%E7%B6%B2%E7%AB%99%EF%BC%9A
https://140.112.36.1/%E6%B4%BB%E5%8B%95%E7%B6%B2%E7%AB%99%EF%BC%9A
https://140.112.36.1/04
https://140.112.36.1/09
https://140.112.36.1/26
https://140.112.36.1/31


Other 
Info

URL
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!
1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?
authuser=0&hl=zh-TW

GET

Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291


Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence

Other 
Info

https://140.112.36.1/Activity/ActivityDetail

https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8


URL /7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniCard

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence

Other 
Info

https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniCard
https://140.112.36.1/AlumniGroup/AlumniGroupList


URL https://140.112.36.1/AlumniInfo

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion%23%23

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniServe/FindAlumni

GET

Evidence

Other 
Info

URL https://140.112.36.1/AlumniZone/ClassDirectory

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/css/animate.min.css?
v=rDt4caIH9N3t5HmDH1WroMQQPnj58v2EfrWR1F4aRmY

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/css/bootstrap.min.css?v=djO3wMl9GeaC_u6K-
ic4Uj_LKhRUSlUFcsruzS7v5ms

https://140.112.36.1/AlumniInfo
https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniReunion%23%23
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/AlumniServe/FindAlumni
https://140.112.36.1/AlumniZone/ClassDirectory
https://140.112.36.1/areas/frontend/css/animate.min.css?v=rDt4caIH9N3t5HmDH1WroMQQPnj58v2EfrWR1F4aRmY
https://140.112.36.1/areas/frontend/css/animate.min.css?v=rDt4caIH9N3t5HmDH1WroMQQPnj58v2EfrWR1F4aRmY
https://140.112.36.1/areas/frontend/css/bootstrap.min.css?v=djO3wMl9GeaC_u6K-ic4Uj_LKhRUSlUFcsruzS7v5ms
https://140.112.36.1/areas/frontend/css/bootstrap.min.css?v=djO3wMl9GeaC_u6K-ic4Uj_LKhRUSlUFcsruzS7v5ms


GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/css/carousel.css?
v=but07HzWroNJ74UBEIyz47bS7J3hHBjngJ7piCab0Uc

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/css/custom.css?v=SZ5svTjY6S-
Zr3S7ubULGMAEcK18ek7dEOZBzLjf_iQ

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/css/style.css?
v=rduzr26RSWGYUEZRynaJjIrbBpE69qFPR1SdNyMe1p0

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/fontawesome/css/all.css?
v=8VXAaVxwnr35ta3m9zUWVyof2grVOiV3zWfCcwmlO7g

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/about/001.png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/about/about_banner.png

GET

Evidence

Other 
Info

https://140.112.36.1/areas/frontend/css/carousel.css?v=but07HzWroNJ74UBEIyz47bS7J3hHBjngJ7piCab0Uc
https://140.112.36.1/areas/frontend/css/carousel.css?v=but07HzWroNJ74UBEIyz47bS7J3hHBjngJ7piCab0Uc
https://140.112.36.1/areas/frontend/css/custom.css?v=SZ5svTjY6S-Zr3S7ubULGMAEcK18ek7dEOZBzLjf_iQ
https://140.112.36.1/areas/frontend/css/custom.css?v=SZ5svTjY6S-Zr3S7ubULGMAEcK18ek7dEOZBzLjf_iQ
https://140.112.36.1/areas/frontend/css/style.css?v=rduzr26RSWGYUEZRynaJjIrbBpE69qFPR1SdNyMe1p0
https://140.112.36.1/areas/frontend/css/style.css?v=rduzr26RSWGYUEZRynaJjIrbBpE69qFPR1SdNyMe1p0
https://140.112.36.1/areas/frontend/fontawesome/css/all.css?v=8VXAaVxwnr35ta3m9zUWVyof2grVOiV3zWfCcwmlO7g
https://140.112.36.1/areas/frontend/fontawesome/css/all.css?v=8VXAaVxwnr35ta3m9zUWVyof2grVOiV3zWfCcwmlO7g
https://140.112.36.1/areas/frontend/img/about/001.png
https://140.112.36.1/areas/frontend/img/about/about_banner.png


URL https://140.112.36.1/areas/frontend/img/about/map.jpg

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/divider_footer.png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/favicon.png?v=jMZq0Bg-mI0-
hYkMrMafjrJkhmQ98x166BPRlX0jkuA

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/footerLogo/Logo(FFF).png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/alert.png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/arrow-forward.png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/error.png

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/fax.png

https://140.112.36.1/areas/frontend/img/about/map.jpg
https://140.112.36.1/areas/frontend/img/divider_footer.png
https://140.112.36.1/areas/frontend/img/favicon.png?v=jMZq0Bg-mI0-hYkMrMafjrJkhmQ98x166BPRlX0jkuA
https://140.112.36.1/areas/frontend/img/favicon.png?v=jMZq0Bg-mI0-hYkMrMafjrJkhmQ98x166BPRlX0jkuA
https://140.112.36.1/areas/frontend/img/footerLogo/Logo(FFF).png
https://140.112.36.1/areas/frontend/img/icon/alert.png
https://140.112.36.1/areas/frontend/img/icon/arrow-forward.png
https://140.112.36.1/areas/frontend/img/icon/error.png
https://140.112.36.1/areas/frontend/img/icon/fax.png


GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/icon-bed.svg

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/icon-calendar.svg

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/icon-contact.svg

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/icon-filebox.svg

GET

Evidence

Other 
Info

URL https://140.112.36.1/areas/frontend/img/icon/icon-trophy.svg
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URL https://140.112.36.1/areas/frontend/js/bootstrap.bundle.min.js?
v=fh8VA992XMpeCZiRuU4xii75UIG6KvHrbUF8yIS_2_4
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v=a0fRFn2SfQjwVX8W5AGqYEPsHWfeHi3ep9i7dLn7-t8
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URL https://140.112.36.1/areas/frontend/js/wow.min.js?v=Ex5Nak8LRZLF0ZOsRIkPX-
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v=rYrpCENhIRdRnRcDb1yInD1bpQdsqiCTImM5_fLuZbw
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v=_kJAryILCmgvDbJt4E09-dwcZ3LBnXtmMrywuYZtUxs
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3ib5COoZ6hwcKNiAQKI87p_zeW4vFU99E
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GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence

Other 

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157


Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165


GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence

Other 
Info

URL https://140.112.36.1/robots.txt

GET

Evidence

Other 
Info

URL https://140.112.36.1/sitemap.xml

GET

Evidence

Other 
Info

URL https://140.112.36.1/SiteSearch

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/robots.txt
https://140.112.36.1/sitemap.xml
https://140.112.36.1/SiteSearch


Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

URL https://140.112.36.1/AlumniReunion

POST

Evidence

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence

Other 
Info

URL https://140.112.36.1/Home/Login

POST

Evidence

https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Login


Other 
Info

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

Instances 182

Solution Ensure that only one component in your stack: code, web server, application server, load 
balancer, etc. is configured to set or add a HTTP Strict-Transport-Security (HSTS) header.

Reference https://datatracker.ietf.org/doc/html/rfc6797#section-8.1

CWE Id 319

WASC Id 15

Plugin Id 10035

Low Timestamp Disclosure - Unix

Description A timestamp was disclosed by the application/web server. - Unix

URL https://140.112.36.1/Upload/ContributePicture/C000000219/2601221005305047906PYWH.
jpg

GET

https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://datatracker.ietf.org/doc/html/rfc6797#section-8.1
https://cwe.mitre.org/data/definitions/319.html
https://www.zaproxy.org/docs/alerts/10035/
https://140.112.36.1/Upload/ContributePicture/C000000219/2601221005305047906PYWH.jpg
https://140.112.36.1/Upload/ContributePicture/C000000219/2601221005305047906PYWH.jpg


Evidence 1751411059

Other 
Info

1751411059, which evaluates to: 2025-07-02 07:04:19.

Instances 1

Solution Manually confirm that the timestamp data is not sensitive, and that the data cannot be 
aggregated to disclose exploitable patterns.

Reference https://cwe.mitre.org/data/definitions/200.html

CWE Id 497

WASC Id 13

Plugin Id 10096

Low ZAP is Out of Date

Description

The version of ZAP you are using to test your app is out of date and is no longer being 
updated.

The risk level is set based on how out of date your ZAP version is.

URL https://140.112.36.1/robots.txt

GET

Evidence

Other 
Info

The latest version of ZAP is 2.17.0

URL https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-
exceptions/changeset?_expected=1773847110105

GET

Evidence

Other 
Info

The latest version of ZAP is 2.17.0

Instances 2

Solution Download the latest version of ZAP from https://www.zaproxy.org/download/ and install it.

Reference https://www.zaproxy.org/download/

CWE Id 1104

WASC Id 45

Plugin Id 10116

Informational Information Disclosure - Sensitive Information in URL

Description
The request appeared to contain sensitive information leaked in the URL. This can violate 
PCI and most organizational compliance policies. You can configure the list of strings for 
this check to add or remove values specific to your environment.

URL
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!
1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?
authuser=0&hl=zh-TW

GET

Evidence authuser

Other The URL contains potentially sensitive information. The following string was found via the 

https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/497.html
https://www.zaproxy.org/docs/alerts/10096/
https://140.112.36.1/robots.txt
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://www.zaproxy.org/download/
https://cwe.mitre.org/data/definitions/1104.html
https://www.zaproxy.org/docs/alerts/10116/
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW
https://140.112.36.1/@25.0160195,121.5397224,17z/data=!3m1!4b1!4m5!3m4!1s0x3442abe14d93c04f:0xa1bdfa397a1ff83a!8m2!3d25.0160504!4d121.5418839?authuser=0&hl=zh-TW


Info pattern: user authuser

Instances 1

Solution Do not pass sensitive information in URIs.

Reference

CWE Id 598

WASC Id 13

Plugin Id 10024

Informational Information Disclosure - Suspicious Comments

Description The response appears to contain suspicious comments which may help an attacker.

URL https://140.112.36.1/areas/frontend/js/bootstrap.bundle.min.js?
v=fh8VA992XMpeCZiRuU4xii75UIG6KvHrbUF8yIS_2_4

GET

Evidence select

Other 
Info

The following pattern was used: \bSELECT\b and was detected in likely comment: "//popper.
js.org)");let e=this._element;"parent"===this._config.reference?e=t:r(this._config.reference)?
e=a(this._config.referenc", see evidence field for the suspicious comment/snippet.

URL https://140.112.36.1/areas/frontend/js/jquery.min.js?
v=a0fRFn2SfQjwVX8W5AGqYEPsHWfeHi3ep9i7dLn7-t8

GET

Evidence username

Other 
Info

The following pattern was used: \bUSERNAME\b and was detected in likely comment: "//, 
Ot = {}, Pt = {}, Rt = "*/".concat("*"), Mt = E.createElement("a"); function It(o) { return 
function (e, t) { "string" != ty", see evidence field for the suspicious comment/snippet.

URL https://140.112.36.1/Home/Register

GET

Evidence select

Other 
Info

The following pattern was used: \bSELECT\b and was detected in likely comment: "
//$('select[name$="[' + count + '].Year"]').on('change', function(){", see evidence field for the 
suspicious comment/snippet.

URL https://140.112.36.1/lib/blockUI/jquery.blockUI.js?v=nFsCIcV22WBeVv-
l4EN0pFihnx9e83C2oplm7Nu4jmo

GET

Evidence from

Other 
Info

The following pattern was used: \bFROM\b and was detected in likely comment: "// be 
default blockUI will supress tab navigation from leaving blocking content", see evidence 
field for the suspicious comment/snippet.

URL https://140.112.36.1/lib/bootstrap-fileinput/v5.2.7/js/fileinput.min.js?
v=rYrpCENhIRdRnRcDb1yInD1bpQdsqiCTImM5_fLuZbw

GET

Evidence from

Other 

The following pattern was used: \bFROM\b and was detected in likely comment: "//view.
officeapps.live.com/op/embed.aspx?src={data}"'+B+"></iframe>",D='<iframe class="kv-

https://cwe.mitre.org/data/definitions/598.html
https://www.zaproxy.org/docs/alerts/10024/
https://140.112.36.1/areas/frontend/js/bootstrap.bundle.min.js?v=fh8VA992XMpeCZiRuU4xii75UIG6KvHrbUF8yIS_2_4
https://140.112.36.1/areas/frontend/js/bootstrap.bundle.min.js?v=fh8VA992XMpeCZiRuU4xii75UIG6KvHrbUF8yIS_2_4
https://140.112.36.1/areas/frontend/js/jquery.min.js?v=a0fRFn2SfQjwVX8W5AGqYEPsHWfeHi3ep9i7dLn7-t8
https://140.112.36.1/areas/frontend/js/jquery.min.js?v=a0fRFn2SfQjwVX8W5AGqYEPsHWfeHi3ep9i7dLn7-t8
https://140.112.36.1/Home/Register
https://140.112.36.1/lib/blockUI/jquery.blockUI.js?v=nFsCIcV22WBeVv-l4EN0pFihnx9e83C2oplm7Nu4jmo
https://140.112.36.1/lib/blockUI/jquery.blockUI.js?v=nFsCIcV22WBeVv-l4EN0pFihnx9e83C2oplm7Nu4jmo
https://140.112.36.1/lib/bootstrap-fileinput/v5.2.7/js/fileinput.min.js?v=rYrpCENhIRdRnRcDb1yInD1bpQdsqiCTImM5_fLuZbw
https://140.112.36.1/lib/bootstrap-fileinput/v5.2.7/js/fileinput.min.js?v=rYrpCENhIRdRnRcDb1yInD1bpQdsqiCTImM5_fLuZbw


Info preview-data file-preview-gdocs" src="", see evidence field for the suspicious comment
/snippet.

URL https://140.112.36.1/lib/daterangepicker/v3.1/daterangepicker.js?
v=nCVry5qhDvfmuraDoHeq7bv91trY3tpPHnq_T3_hBOw

GET

Evidence user

Other 
Info

The following pattern was used: \bUSER\b and was detected in likely comment: "//custom 
options from user", see evidence field for the suspicious comment/snippet.

URL https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?
v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ

GET

Evidence from

Other 
Info

The following pattern was used: \bFROM\b and was detected in likely comment: "
//momentjs.com/guides/#/warnings/define-locale/ for more info."),s=it[e]._config;else if(null!
=t.parentLocale)if(null!=it[t.pare", see evidence field for the suspicious comment/snippet.

URL https://140.112.36.1/lib/Parsley/v2.9.2/dist/parsley.min.js?
v=pEdn_pJ2tyT37axbEIPkyUUfuG1yXR0-YV-h-jphem4

GET

Evidence SELECT

Other 
Info

The following pattern was used: \bSELECT\b and was detected in likely comment: "//)?(?:
\\S+(?::\\S*)?@)?(?:(?:[1-9]\\d?|1\\d\\d|2[01]\\d|22[0-3])(?:\\.(?:1?\\d{1,2}|2[0-4]\\d|25[0-5])){2}
(?:\\.(?:[1-9]\\d?|1\", see evidence field for the suspicious comment/snippet.

URL https://140.112.36.1/lib/taiwan-id-validator2/taiwan-id-validator2.min.js

GET

Evidence select

Other 
Info

The following pattern was used: \bSELECT\b and was detected in likely comment: "/* * 
ATTENTION: The "eval" devtool has been used (maybe by default in mode: 
"development"). * This devtool is neither made for", see evidence field for the suspicious 
comment/snippet.

URL https://140.112.36.1/Home/Register

POST

Evidence select

Other 
Info

The following pattern was used: \bSELECT\b and was detected in likely comment: "
//$('select[name$="[' + count + '].Year"]').on('change', function(){", see evidence field for the 
suspicious comment/snippet.

Instances 10

Solution Remove all comments that return information that may help an attacker and fix any 
underlying problems they refer to.

Reference

CWE Id 615

WASC Id 13

Plugin Id 10027

https://140.112.36.1/lib/daterangepicker/v3.1/daterangepicker.js?v=nCVry5qhDvfmuraDoHeq7bv91trY3tpPHnq_T3_hBOw
https://140.112.36.1/lib/daterangepicker/v3.1/daterangepicker.js?v=nCVry5qhDvfmuraDoHeq7bv91trY3tpPHnq_T3_hBOw
https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ
https://140.112.36.1/lib/daterangepicker/v3.1/moment.min.js?v=4iQZ6BVL4qNKlQ27TExEhBN1HFPvAvAMbFavKKosSWQ
https://140.112.36.1/lib/Parsley/v2.9.2/dist/parsley.min.js?v=pEdn_pJ2tyT37axbEIPkyUUfuG1yXR0-YV-h-jphem4
https://140.112.36.1/lib/Parsley/v2.9.2/dist/parsley.min.js?v=pEdn_pJ2tyT37axbEIPkyUUfuG1yXR0-YV-h-jphem4
https://140.112.36.1/lib/taiwan-id-validator2/taiwan-id-validator2.min.js
https://140.112.36.1/Home/Register
https://cwe.mitre.org/data/definitions/615.html
https://www.zaproxy.org/docs/alerts/10027/


Informational Modern Web Application

Description The application appears to be a modern web application. If you need to explore it 
automatically then the Ajax Spider may well be more effective than the standard one.

URL https://140.112.36.1/

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
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GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/AlumniReunion

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/AlumniServe/AlumniCardInfo
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https://140.112.36.1/AlumniServe/AlumniCardInfo


GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215
https://140.112.36.1/Communicate/DynamicDetail/C000000218
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https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence <a id="gotopbutton"></a>

https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224
https://140.112.36.1/Communicate/DynamicDetail/C000000225
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https://140.112.36.1/Communicate/DynamicDetail/C000000228


Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Home/Register

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224


URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
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https://140.112.36.1/News/NewsDetail/NN00000285


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence <a id="gotopbutton"></a>

Other Links have been found that do not have traditional href attributes, which is an indication that 

https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336
https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
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https://140.112.36.1/News/NewsDetail/NN00000376


Info this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000386

https://140.112.36.1/News/NewsDetail/NN00000379
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GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390
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Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence <a id="gotopbutton"></a>
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Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.
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URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Store/StoreList

GET

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Activity/ActivityList

POST

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/AlumniReunion

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Home/Register

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/News/NewsList

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/WinnerList


Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/SiteSearch

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

URL https://140.112.36.1/Store/StoreList

POST

Evidence <a id="gotopbutton"></a>

Other 
Info

Links have been found that do not have traditional href attributes, which is an indication that 
this is a modern web application.

Instances 110

Solution This is an informational alert and so no changes are required.

Reference

CWE Id

WASC Id

Plugin Id 10109

Informational Re-examine Cache-control Directives

Description

The cache-control header has not been set properly or is missing, allowing the browser and 
proxies to cache content. For static assets like css, js, or image files this might be intended, 
however, the resources should be reviewed to ensure that no sensitive content will be 
cached.

URL https://140.112.36.1/

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence no-cache, no-store

Other 
Info

https://140.112.36.1/Activity/ActivityDetail

https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://www.zaproxy.org/docs/alerts/10109/
https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A


URL /05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence no-cache, no-store

https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D


Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/AlumniReunion

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

Evidence no-cache, no-store

https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215


Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence no-cache, no-store

Other 
Info

https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224


URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/FAQ/FAQList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Home/DataOpenPage

GET

https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Home/Register

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246
https://140.112.36.1/News/NewsDetail/NN00000251


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence no-cache, no-store

Other 

https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319
https://140.112.36.1/News/NewsDetail/NN00000320


Info

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000338

https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336
https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338


GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000381

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381
https://140.112.36.1/News/NewsDetail/NN00000382


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence no-cache, no-store

https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385
https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390
https://140.112.36.1/News/NewsDetail/NN00000391


Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/News/NewsList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence no-cache, no-store

Other 
Info

https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152


URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167


Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Store/StoreList

GET

Evidence no-cache, no-store

Other 
Info

URL https://140.112.36.1/Upload/SelectRegulation/260324090806622431HYSDU.docx

GET

Evidence

Other 
Info

URL https://140.112.36.1/Upload/SelectRegulation/260324090806663895MBQN8.odt

GET

Evidence

Other 
Info

URL https://140.112.36.1/Upload/SelectRegulation/260324090806693451J1RSK.docx

GET

Evidence

Other 
Info

URL https://140.112.36.1/Upload/SelectRegulation/2603240908067244485SQJ2.odt

GET

Evidence

Other 

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Upload/SelectRegulation/260324090806622431HYSDU.docx
https://140.112.36.1/Upload/SelectRegulation/260324090806663895MBQN8.odt
https://140.112.36.1/Upload/SelectRegulation/260324090806693451J1RSK.docx
https://140.112.36.1/Upload/SelectRegulation/2603240908067244485SQJ2.odt


Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-
exceptions/changeset?_expected=1773847110105

GET

Evidence max-age=3600

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=remote-permissions&bucket=main&_expected=0

GET

Evidence max-age=60

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=search-categorization&bucket=main&_expected=0

GET

Evidence max-age=60

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=tracking-protection-lists&bucket=main&_expected=0

GET

Evidence max-age=60

Other 
Info

Instances 108

Solution
For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store, 
must-revalidate". If an asset should be cached consider setting the directives "public, max-
age, immutable".

Reference

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.
 html#web-content-caching

 https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/

CWE Id 525

WASC Id 13

Plugin Id 10015

Informational Retrieved from Cache

Description

The content was retrieved from a shared cache. If the response data is sensitive, personal 
or user-specific, this may result in sensitive information being leaked. In some cases, this 
may even result in a user gaining complete control of the session of another user, 
depending on the configuration of the caching components in use in their environment. This 
is primarily an issue where caching servers such as "proxy" caches are configured on the 
local network. This configuration is typically found in corporate or educational environments, 
for instance.

https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-

https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#web-content-caching
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control
https://grayduck.mn/2021/09/13/cache-control-recommendations/
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10015/
https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105


URL exceptions/changeset?_expected=1773847110105

GET

Evidence HIT

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=remote-permissions&bucket=main&_expected=0

GET

Evidence HIT

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=search-categorization&bucket=main&_expected=0

GET

Evidence HIT

Other 
Info

URL https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes
/changeset?collection=tracking-protection-lists&bucket=main&_expected=0

GET

Evidence HIT

Other 
Info

Instances 4

Solution

Validate that the response does not contain sensitive, personal or user-specific information. 
If it does, consider the use of the following HTTP response headers, to limit, or prevent the 
content being stored and retrieved from the cache by another user:

Cache-Control: no-cache, no-store, must-revalidate, private

Pragma: no-cache

Expires: 0

This configuration directs both HTTP 1.0 and HTTP 1.1 compliant caching servers to not 
store the response, and to not retrieve the response (without validation) from the cache, in 
response to a similar request.

Reference
 https://datatracker.ietf.org/doc/html/rfc7234
 https://datatracker.ietf.org/doc/html/rfc7231

https://www.rfc-editor.org/rfc/rfc9110.html

CWE Id 525

WASC Id

Plugin Id 10050

Informational Session Management Response Identified

The given response has been identified as containing a session management token. The 
'Other Info' field contains a set of header tokens that can be used in the Header Based 

https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/url-classifier-exceptions/changeset?_expected=1773847110105
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=remote-permissions&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=search-categorization&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset?collection=tracking-protection-lists&bucket=main&_expected=0
https://datatracker.ietf.org/doc/html/rfc7234
https://datatracker.ietf.org/doc/html/rfc7231
https://www.rfc-editor.org/rfc/rfc9110.html
https://cwe.mitre.org/data/definitions/525.html
https://www.zaproxy.org/docs/alerts/10050/


Description Session Management Method. If the request is in a context which has a Session 
Management Method set to "Auto-Detect" then this rule will change the session 
management to use the tokens identified.

URL https://140.112.36.1/

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Antiforgery.FHLYmWbUJH8

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/About/About?LangCode=tw

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291

GET

https://140.112.36.1/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/About/About?LangCode=tw
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/05B4D0604920D78D2DA804782F2ABEC444199CF19154B9D3BEA97AA7EE173A2A
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/2C33CA8EF417FB1CAA7C9EC50429AE244887BF24E2794C3FC8D8A6C4DF68F4F7
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/33FE72354BCCFC59147627925BC7BFF97ED06185BBA80D64A6C77CCD29BE466D
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291
https://140.112.36.1/Activity/ActivityDetail/38B53ECC54DB7FD6E304E6B791B1ACD984655F63F90F60C4B3E13D244837A291


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8

https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/405F15258510B21727930ECD41733BD16351847A909C2B6EF429BB123A3DE15C
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/451637DD6A7801747CAD740BF020A2AC584DD7FAF509B1ACBA09A6C0ACDA05D2
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5352A2BEB4A9C5086FE49D036CD05173DA84A2BA7C7583F83CA91D8C37F96F9D
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/5AB9C6C8E44D7C3950250CE26FE3BA45DBE0DAD88AE580FD99A496DC852C68FC
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AB977B13FAC26C35CC7E6A304815EA2DDECA020B89673D476CB9E20EF8E0351
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/6AF96758D21B05935893C7DDAC3B959B3A38BC6F8002AF82C97E3CFDEBA6DA43
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8
https://140.112.36.1/Activity/ActivityDetail/7894671891AD0C2262C1CA4E76342BF9144B0B0DFCC1C07AF42D5054FD138BD8


GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Activity/ActivityDetail
/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityDetail
/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Activity/ActivityList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniCard

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/AlumniInfo

https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/8D758148715A8E467BBB47D96B7E4093944FAAB3856972D95260A117CF17E914
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/AB6FDEED929175F4BCCEECC5BD4A6D1708947D6D2778B2FAE98B036F7BEA1581
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityDetail/D5FF34F9724744B2FDF570C6EED868BF6FA939DB706BB0F46DDDF58A81334AEE
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/AlumniCard
https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniInfo


GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniReunion

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/AlumniServe/AlumniCardInfo

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniServe/FindAlumni

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniZone/ClassDirectory

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/AlumniDynamic

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Communicate/DynamicDetail/C000000214

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000215

GET

https://140.112.36.1/AlumniReunion
https://140.112.36.1/AlumniServe/AlumniCardInfo
https://140.112.36.1/AlumniServe/FindAlumni
https://140.112.36.1/AlumniZone/ClassDirectory
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Communicate/DynamicDetail/C000000214
https://140.112.36.1/Communicate/DynamicDetail/C000000215


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000218

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000219

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000220

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000221

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000222

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000223

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000224

GET

Evidence TS01037fe6

https://140.112.36.1/Communicate/DynamicDetail/C000000218
https://140.112.36.1/Communicate/DynamicDetail/C000000219
https://140.112.36.1/Communicate/DynamicDetail/C000000220
https://140.112.36.1/Communicate/DynamicDetail/C000000221
https://140.112.36.1/Communicate/DynamicDetail/C000000222
https://140.112.36.1/Communicate/DynamicDetail/C000000223
https://140.112.36.1/Communicate/DynamicDetail/C000000224


Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000225

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000226

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000227

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000228

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000229

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/Submission

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

https://140.112.36.1/Communicate/DynamicDetail/C000000225
https://140.112.36.1/Communicate/DynamicDetail/C000000226
https://140.112.36.1/Communicate/DynamicDetail/C000000227
https://140.112.36.1/Communicate/DynamicDetail/C000000228
https://140.112.36.1/Communicate/DynamicDetail/C000000229
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/Communicate/Submission


URL https://140.112.36.1/FAQ/FAQList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Home/DataOpenPage

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/ForgetAua8

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/Register

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000224

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000233

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000241

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000246

GET

https://140.112.36.1/FAQ/FAQList
https://140.112.36.1/Home/DataOpenPage
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/News/NewsDetail/NN00000233
https://140.112.36.1/News/NewsDetail/NN00000241
https://140.112.36.1/News/NewsDetail/NN00000246


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000251

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000254

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000258

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000278

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000285

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000315

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000319

GET

https://140.112.36.1/News/NewsDetail/NN00000251
https://140.112.36.1/News/NewsDetail/NN00000254
https://140.112.36.1/News/NewsDetail/NN00000258
https://140.112.36.1/News/NewsDetail/NN00000278
https://140.112.36.1/News/NewsDetail/NN00000285
https://140.112.36.1/News/NewsDetail/NN00000315
https://140.112.36.1/News/NewsDetail/NN00000319


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000320

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000323

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000324

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000330

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000333

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000334

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000336

GET

Evidence TS01037fe6

Other 

https://140.112.36.1/News/NewsDetail/NN00000320
https://140.112.36.1/News/NewsDetail/NN00000323
https://140.112.36.1/News/NewsDetail/NN00000324
https://140.112.36.1/News/NewsDetail/NN00000330
https://140.112.36.1/News/NewsDetail/NN00000333
https://140.112.36.1/News/NewsDetail/NN00000334
https://140.112.36.1/News/NewsDetail/NN00000336


Info cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000337

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000338

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000374

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000375

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000376

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000379

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000380

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000381

https://140.112.36.1/News/NewsDetail/NN00000337
https://140.112.36.1/News/NewsDetail/NN00000338
https://140.112.36.1/News/NewsDetail/NN00000374
https://140.112.36.1/News/NewsDetail/NN00000375
https://140.112.36.1/News/NewsDetail/NN00000376
https://140.112.36.1/News/NewsDetail/NN00000379
https://140.112.36.1/News/NewsDetail/NN00000380
https://140.112.36.1/News/NewsDetail/NN00000381


GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000382

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000383

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000384

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000385

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000386

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsDetail/NN00000388

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000390

GET

https://140.112.36.1/News/NewsDetail/NN00000382
https://140.112.36.1/News/NewsDetail/NN00000383
https://140.112.36.1/News/NewsDetail/NN00000384
https://140.112.36.1/News/NewsDetail/NN00000385
https://140.112.36.1/News/NewsDetail/NN00000386
https://140.112.36.1/News/NewsDetail/NN00000388
https://140.112.36.1/News/NewsDetail/NN00000390


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000391

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000392

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000393

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/OutstandingAlumni/SelectRegulation

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151

GET

Evidence TS01037fe6

https://140.112.36.1/News/NewsDetail/NN00000391
https://140.112.36.1/News/NewsDetail/NN00000392
https://140.112.36.1/News/NewsDetail/NN00000393
https://140.112.36.1/News/NewsList
https://140.112.36.1/OutstandingAlumni/SelectRegulation
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000139
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000151


Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000152
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000153
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000154
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000155
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000156
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000157
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000158


URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166

GET

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000159
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000160
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000161
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000162
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000163
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000164
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000165
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000166


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/robots.txt

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/sitemap.xml

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Store/StoreList

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Activity/ActivityList

POST

https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000167
https://140.112.36.1/OutstandingAlumni/WinnerDetail/WL00000168
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/robots.txt
https://140.112.36.1/sitemap.xml
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Activity/ActivityList


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/AlumniReunion

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/ForgetAua8

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/Login

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/Register

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/News/NewsList

POST

Evidence TS01037fe6

Other 

https://140.112.36.1/AlumniGroup/AlumniGroupList
https://140.112.36.1/AlumniReunion
https://140.112.36.1/Communicate/AlumniDynamic
https://140.112.36.1/Home/ForgetAua8
https://140.112.36.1/Home/Login
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsList


Info cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/SiteSearch

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/SiteSearch

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Store/StoreList

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6 cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence .AspNetCore.Mvc.CookieTempDataProvider

Other 
Info

cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Communicate/DynamicDetail/C000000230

GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/SiteSearch

GET

Evidence .AspNetCore.Mvc.CookieTempDataProvider

Other 
Info

cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/SiteSearch

https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/Communicate/DynamicDetail/C000000230
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch


GET

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Home/Login

POST

Evidence .AspNetCore.Mvc.CookieTempDataProvider

Other 
Info

cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/Login

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/Home/Register

POST

Evidence .AspNetCore.Mvc.CookieTempDataProvider

Other 
Info

cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/Home/Register

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/News/NewsDetail/NN00000224

POST

Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

URL https://140.112.36.1/SiteSearch

POST

Evidence .AspNetCore.Mvc.CookieTempDataProvider

Other 
Info

cookie:.AspNetCore.Mvc.CookieTempDataProvider

URL https://140.112.36.1/SiteSearch

POST

https://140.112.36.1/Home/Login
https://140.112.36.1/Home/Login
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/News/NewsDetail/NN00000224
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch


Evidence TS01037fe6

Other 
Info

cookie:TS01037fe6

Instances 130

Solution This is an informational alert rather than a vulnerability and so there is nothing to fix.

Reference https://www.zaproxy.org/docs/desktop/addons/authentication-helper/session-mgmt-id/

CWE Id

WASC Id

Plugin Id 10112

Informational User Controllable HTML Element Attribute (Potential XSS)

Description

This check looks at user-supplied input in query string parameters and POST data to identify 
where certain HTML attribute values might be controlled. This provides hot-spot detection for 
XSS (cross-site scripting) that will require further review by a security analyst to determine 
exploitability.

URL https://140.112.36.1/About/About?LangCode=en

GET

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/About/About?
LangCode=en appears to include user input in: a(n) [html] tag [lang] attribute The user input 
found was: LangCode=en The user-controlled value was: en

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [option] tag [value] attribute The user input 
found was: Search.ActCategoryId=448DAC925E4042F3AAD84C8F4CD9968A The user-
controlled value was: 448dac925e4042f3aad84c8f4cd9968a

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [input] tag [value] attribute The user input 
found was: Search.Name=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [input] tag [value] attribute The user input 
found was: Search.PagerInfo.m_iPageCount=10 The user-controlled value was: 10

https://www.zaproxy.org/docs/desktop/addons/authentication-helper/session-mgmt-id/
https://www.zaproxy.org/docs/alerts/10112/
https://140.112.36.1/About/About?LangCode=en
https://140.112.36.1/Activity/ActivityList
https://140.112.36.1/Activity/ActivityList
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URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [meta] tag [content] attribute The user input 
found was: Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: width=device-
width, initial-scale=1

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [div] tag [aria-hidden] attribute The user 
input found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [input] tag [data-val] attribute The user input 
found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Activity/ActivityList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Activity
/ActivityList appears to include user input in: a(n) [input] tag [value] attribute The user input 
found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.
Area=DDB1A980683C7812652887382FD43E8EB659A2F1C68DC5E6E56C02BB1BBE5FFE 
The user-controlled value was: 
ddb1a980683c7812652887382fd43e8eb659a2f1c68dc5e6e56c02bb1bbe5ffe

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if 
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Other 
Info

XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.PagerInfo.m_iPageCount=10 The user-controlled value was: 10

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [meta] tag [content] attribute The user 
input found was: Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: 
width=device-width, initial-scale=1

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [a] tag [aria-expanded] attribute The 
user input found was: Search.PagerInfo.m_Search=False The user-controlled value was: 
false

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [button] tag [aria-expanded] attribute 
The user input found was: Search.PagerInfo.m_Search=False The user-controlled value was: 
false

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [div] tag [data-bs-keyboard] attribute 
The user input found was: Search.PagerInfo.m_Search=False The user-controlled value was: 
false

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST
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Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.PagerInfo.m_Search=False The user-controlled value was: false

URL https://140.112.36.1/AlumniGroup/AlumniGroupList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniGroup
/AlumniGroupList appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.
Type=0A4651E7328B93D22D293A93F5CF2DE1A8747015F749C274C5E5810AD4FE50AC 
The user-controlled value was: 
0a4651e7328b93d22d293a93f5cf2de1a8747015f749c274c5e5810ad4fe50ac

URL https://140.112.36.1/AlumniReunion

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/AlumniReunion 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [img] tag [width] attribute The user 
input found was: Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 120

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 12

URL https://140.112.36.1/Communicate/AlumniDynamic

POST
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Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [meta] tag [content] attribute The user 
input found was: Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: 
width=device-width, initial-scale=1

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [div] tag [aria-hidden] attribute The 
user input found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [input] tag [data-val] attribute The user 
input found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Communicate/AlumniDynamic

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Communicate
/AlumniDynamic appears to include user input in: a(n) [input] tag [value] attribute The user 
input found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Birthday=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.CurrentAddress=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST
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Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [option] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.CurrentCountryId=8535B75EA5A963E38EF99A0ABD0B3B78 
The user-controlled value was: 8535b75ea5a963e38ef99a0abd0b3b78

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Email=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.EnName=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Idnumber=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Mobile=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Name=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST
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Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.PermanentAddress=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [option] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.
PermanentCountryId=8535B75EA5A963E38EF99A0ABD0B3B78 The user-controlled value 
was: 8535b75ea5a963e38ef99a0abd0b3b78

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
AlumniExtendItem.Alumnus.Tel=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Current_AddrType=Home The user-controlled value was: home

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [option] tag [value] attribute The user input found was: 
Current_CountryId_Home=B3E783C45EB6D43AD10551FF49252797 The user-controlled 
value was: b3e783c45eb6d43ad10551ff49252797

URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Permanent_AddrType=Home The user-controlled value was: home

https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register
https://140.112.36.1/Home/Register


URL https://140.112.36.1/Home/Register

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Home/Register 
appears to include user input in: a(n) [option] tag [value] attribute The user input found was: 
Permanent_CountryId_Home=B3E783C45EB6D43AD10551FF49252797 The user-
controlled value was: b3e783c45eb6d43ad10551ff49252797

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [img] tag [width] attribute The user input found was: 
Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 120

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 12

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [meta] tag [content] attribute The user input found was: 
Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: width=device-width, initial-
scale=1

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [div] tag [aria-hidden] attribute The user input found 
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was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [input] tag [data-val] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/News/NewsList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/News/NewsList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [option] tag [value] 
attribute The user input found was: Search.
AwardType=68643749A1B6E919D862595A480F9132 The user-controlled value was: 
68643749a1b6e919d862595a480f9132

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [option] tag [value] 
attribute The user input found was: Search.Class=D7A72DF80728B4F7C4E967B90078B6C1 
The user-controlled value was: d7a72df80728b4f7c4e967b90078b6c1

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [input] tag [value] 
attribute The user input found was: Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

User-controlled HTML attribute values were found. Try injecting special characters to see if 
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Other 
Info

XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [img] tag [width] 
attribute The user input found was: Search.PagerInfo.m_iPageCount=12 The user-controlled 
value was: 120

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [input] tag [value] 
attribute The user input found was: Search.PagerInfo.m_iPageCount=12 The user-controlled 
value was: 12

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [meta] tag [content] 
attribute The user input found was: Search.PagerInfo.m_iPageIndex=1 The user-controlled 
value was: width=device-width, initial-scale=1

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [div] tag [aria-hidden] 
attribute The user input found was: Search.PagerInfo.m_Search=True The user-controlled 
value was: true

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [input] tag [data-val] 
attribute The user input found was: Search.PagerInfo.m_Search=True The user-controlled 
value was: true

URL https://140.112.36.1/OutstandingAlumni/WinnerList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1
/OutstandingAlumni/WinnerList appears to include user input in: a(n) [input] tag [value] 
attribute The user input found was: Search.PagerInfo.m_Search=True The user-controlled 
value was: true

URL https://140.112.36.1/SiteSearch

https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/OutstandingAlumni/WinnerList
https://140.112.36.1/SiteSearch


POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_iPageCount=10 The user-controlled value was: 10

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [meta] tag [content] attribute The user input found was: 
Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: width=device-width, initial-
scale=1

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [div] tag [aria-hidden] attribute The user input found 
was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [input] tag [data-val] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/SiteSearch

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/SiteSearch 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Store/StoreList

https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/SiteSearch
https://140.112.36.1/Store/StoreList


POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.Keyword=ZAP The user-controlled value was: zap

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [img] tag [width] attribute The user input found was: 
Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 120

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_iPageCount=12 The user-controlled value was: 12

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [meta] tag [content] attribute The user input found was: 
Search.PagerInfo.m_iPageIndex=1 The user-controlled value was: width=device-width, initial-
scale=1

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [button] tag [aria-selected] attribute The user input 
found was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [div] tag [aria-hidden] attribute The user input found 
was: Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Store/StoreList
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POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [input] tag [data-val] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.PagerInfo.m_Search=True The user-controlled value was: true

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [button] tag [aria-controls] attribute The user input found 
was: Search.Type=all The user-controlled value was: all

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [button] tag [id] attribute The user input found was: 
Search.Type=all The user-controlled value was: all-tab

URL https://140.112.36.1/Store/StoreList

POST

Evidence

Other 
Info

User-controlled HTML attribute values were found. Try injecting special characters to see if 
XSS might be possible. The page at the following URL: https://140.112.36.1/Store/StoreList 
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: 
Search.Type=all The user-controlled value was: all

Instances 73

Solution Validate all input and sanitize output it before writing to any HTML attributes.

Reference https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html

CWE Id 20

WASC Id 20

Plugin Id 10031

https://140.112.36.1/Store/StoreList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Store/StoreList
https://140.112.36.1/Store/StoreList
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/20.html
https://www.zaproxy.org/docs/alerts/10031/
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